


Shameless Self Promotion

 Blogger...carnal0wnage.attackresearch.com.

 Metasploit Project.

 Attack Research.

 Security Twit  carnal0wnage.

 Want more? Use what I'm about to teach you...or 
just ask…I like hoegaarden.



Information Gathering

Denotes the collection of information before the attack. 

The idea is to collect as much information as possible 
about the target which may be valuable later.

-Christian Martorella

Edge-Security

Fist Conference 2009
http://www.fistconference.org/ 



OSINT

Open Source INTelligence

“Is an information processing discipline that involves 
finding, selecting, and acquiring information from 

publicly available sources and analyzing it to produce 
actionable intelligence.”

http://en.wikipedia.org/wiki/Open_Source_Intelligence



We want to turn…



Into…



Or…



Why Do OSINT?

 Open Source Intelligence Gathering is your critical 
first step to Full Scope Pentesting or Real World 
attacking.

 It simulates REAL WORLD reconnaissance.

 Anything on the net is in scope…. Users are fair game for 
client-sides.

 Any boxes you own are in scope…. No boxes are off 
limits.

 Do you know what information you, your employees, or 
your company has put out there?



Typical Pentesting Methodology

Recon Scan Enumerate Exploit
Post-

Exploit
Cover 
Tracks

Write 
Report



What We Focus On Currently

Recon Scan Enumerate Exploit
Post-

Exploit
Cover 
Tracks Write Report



Real World Hacking Methodology

Discover 
What 

Makes The 
Company 

Money Do 
Whatever 
It Takes…

Discover 
What Is 
Valuable 
To The 

Attacker

Steal It



Definitions!?

 A few definitions to get out of the way...I'll try to 
make it as painless as possible.

 But, we're going have to read...yeah sad face.



Types of Information Gathering

 Passive

 Semi-Passive

 Active

 Category Descriptions 
From http://www.paterva.com/web3/services/information-gathering-
service/



Passive Information Gathering

 Passive

 Great care is taken to ensure that the target 
organization does not detect the profiling. This means 
that no packets can ever be sent to the target.

 This type of profiling is typically time intensive.

NO TRAFFIC

 From http://www.paterva.com/web3/services/information-gathering-service/



Semi-Passive Information Gathering

 Semi-Passive

 Profiling the target with methods that would appear to 
the target as normal Internet traffic and behavior.

NORMAL TRAFFIC

 From http://www.paterva.com/web3/services/information-gathering-service/



Active Information Gathering

 Active

 This type of profiling should be detected by the target 
organization.

 Actively seeking out new/unpublished servers, 
directories, files, documents along with full network 
visibility scans.

ABNORMAL TRAFFIC

 From http://www.paterva.com/web3/services/information-gathering-service/



Categories of Information Gathering

 Two General Types

 Infrastructure.

 People / Organization.



Infrastructure Information Gathering

 Infrastructure

 Every organization with an Internet presence requires 
some form of infrastructure to support that 
presence. That information is what we want to discover.

 Infrastructure profiling is far easier to do and automate
than people/organization profiling which is more 
manual.



Categories of Information Gathering

 Infrastructure



Categories of Information Gathering

 Infrastructure



People/Organization Information Gathering

 People / Organization

 Every organization requires people to support that 
organization. How runs the company? Who runs IT? 
Who runs finance/HR?  That information is what we 
want to discover.

 People / Organization profiling is much more difficult to 
do and automate than infrastructure.   Which John Doe 
is the right one?



Categories of Information Gathering

 People / Organization



Where Does This Information Come From?

 Web 2.0…How I <3 thee…

 Public data and records.

 Information that is mandatory for the Internet 
(DNS, whois, MX).

 Private data we pay for i.e. Lexis Nexis/Choice 
Point/Find a Friend/Spoke/Zoominfo.

 Data placed there by the target.

 Data placed there by the target's users.



How Do We Find It?

 Information that is mandatory for the Internet.

 DNS, MX, Web.

 Whois.

 Data placed there by the target.

 Voluntarily.

 Required by State/Federal law.

 Data placed there by the target's users.

 Voluntarily.

 Required by State/Federal law.



Considerations

 Tons of Information.

 Can be hard to sort through.

 Some data gathering/analysis can be automated.
 Maltego! 

 And other tools.

 Other data needs a human to sort through.
 Brain! 

 But now Maltego Mesh can help





Infrastructure Intelligence Gathering

 How would you like to discover ALL 
networks/netblocks a target organization owns.

 How would you like to discover a target 
organization’s presence in other countries (.co.uk, 
.de, .be, etc).

 We want to build that infrastructure diagram 
without the target knowing we are doing it!



Infrastructure:  Identify Other Netblocks

 Identify  other networks/netblocks



Infrastructure: Discover Other TLDs

 Expand out to other TLDs



Infrastructure: Bruteforce DNS names

 Bruteforce DNS names



Infrastructure: Identify Even More Netblocks

 Find more net blocks



Infrastructure: Using Maltego Mesh



Infrastructure: Useful Tools

 Tools to get it done

 Maltego

 ServerSniff.net

 Robtex.com

 Clez.net

 CentralOps.net

 Rsnake’s fierce.pl

 PassiveRecon Firefox Plugin



People/Organization Intelligence Gathering

 To create personnel & organization profiles, 
deliver client-side attacks, or prepare for Social 
Engineering engagements we gather information 
on a organization's users or a particular user.

 What information has been placed in the public 
domain by the company or its users?

 Can I identify key personnel? Can I develop an 
understanding of corporate culture?



People / Organization: Email Harvesting

 Harvest Email Addresses 



People / Organization: Email Harvesting

 Harvest Email Addresses 



People / Organization: Email Harvesting

 Harvest Email Addresses

 Searching for other TLDs was handy. 



People / Organization: Email Harvesting

 Emails can be turned into users. 



People / Organization: Email Harvesting
 Which can be turned into new friends and associates.



People / Organization: Email Harvesting Tools

 Tools to get it done

 Maltego

 theHarvester 

 PassiveRecon Firefox Plugin



People / Organization: Document Metadata

 Documents contain all sort of useful information

 Useful Extensions.

 **Not a full list**

.pst .cfg .pcf .pdf .qmd .tax .dif

.doc .docx .xls .xlsx .ppt .pptx .dbf

.qdb .qsd .qtx .idx .qif .mny .txt

.odt .ods .odp .ofx .ofc .vcf .rtf



People / Organization: Document Metadata

 Documents contain all sort of useful information 



People / Organization: Document Metadata

 Documents contain all sort of useful information 



People / Organization: Document Metadata

 FOCA



People / Organization: Document Metadata

 FOCA



People / Organization: Document Metadata

 Metadata to discover usernames



People / Organization: Document Metadata

 Metadata to discover usernames

 Use Maltego to link usernames to people on the web.



People / Organization: Document Metadata

 Metadata to discover versions of software being used.



People / Organization: Document Metadata

 Office on Windows vs Office on Mac vs OpenOffice



People / Organization: Document Metadata

 Issues.

 Libextract sux for newer pdfs.

 Ruby + pdf-parse can

help us with that problem.

 FOCA too.

Telrad_ArchitecturePatent_PR.pdf

Creator=>"Acrobat PDFMaker 7.0.7 for Word", 
_EmailSubject=>"MVNO", 

Producer=>"Acrobat Distiller 7.0.5 (Windows)", 

SourceModified=>"D20060907143303", 

_AuthorEmailDisplayName=>"Itshak Aizner", 

ModDate=>"D20060907173408+03'00'", 

_AuthorEmail=>"itshak.aizner@telrad.com", 
Title=>"For Immediate Release", 

_AdHocReviewCycleID=>"-169073906", 

CreationDate=>"D20060907173340+03'00'", 

Company=>"Telrad Networks Ltd.", 

_PreviousAdHocReviewCycleID=>"1049106379", 

Author=>"Rebecca Rachmany“



People / Organization: Doc Metadata Tools

 Tools to get it done

 Maltego

 Metagoofil

 PassiveRecon Firefox Plugin

 FOCA

 Goolag

 Roll your own with ruby & rubygem pdf-reader



People / Organization: Organization Profiling

 Online tools to find employees of companies

 Most have APIs
 Write your own tools to script infogathering

 Write local transforms for Maltego



People / Organization: Org Profiling Tools

 Tools to get it done

 Maltego

 Zoominfo

 Spoke

 Xing

 Spokeo

 123people

 Pipl



People / Organization: People Profiling

 Handles are awesome and usually unique.



People / Organization: People Profiling

 Handles are awesome and usually unique.



People / Organization: People Profiling

 Especially if you can turn them into twitter 
usernames or other social network profiles.



People / Organization: People Profiling

 Then we can see who they write tweets to and 
receive tweets from.



People / Organization: People Profiling
 Then we can see who they write tweets to and 

receive tweets from.



People / Organization: People Profiling
 Then we can see who are common friends.



People / Organization: People Profiling
 Tons of information is placed into the public domain.



People / Organization: People Profiling
 Tons of information is placed into the public domain.



People / Organization: People Profiling
 Tons of information is placed into the public domain.



People / Organization: People Profiling Tools

 Tools to get it done

 Maltego

 Maltego Mesh

 knowem.com

 friendscall.me

 namechk.com

 usernamecheck.com

 tweepz.com

 tweepsearch.com



Final Considerations

 If someone doesn’t have strong Internet presence 
can I become them?

 Create gmail accounts.

 Register them on Linkedin.

 Skype/Gtalk/MSN/be them on IRC or SILC.

 Register them on Facebook/Myspace/Twitter/etc.

 Create their blog.

 Or can I create a company employee and “make 
new friends”?







Educate Yourself

 Useful Resources

 Paterva
 Maltego. Go Buy It!

 http://www.paterva.com/web4/index.php/media/presentations

 Christian Martorella (Edge-Security)
 http://laramies.blogspot.com/

 http://www.edge-security.com/presentations.php

 Larry Pesche
 Document Metadata, the Silent Killer

 P2P Information Disclosure

 Rob Fuller (mubix)
 http://www.room362.com/




