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Shameless Self Promotion

= Blogger...carnalOwnage.attackresearch.com.
= Metasploit Project.

= Attack Research.

= Security Twit = carnalOwnage.

= Want more? Use what I'm about to teach you...or
just ask...I like hoegaarden.




Information Gathering

Denotes the collection of information before the attack.

The idea is to collect as much information as possible
about the target which may be valuable later.

-Christian Martorella
Edge-Security
Fist Conference 2009

http://www.fistconference.org/



OSINT

Upen Source [N 'Telligence

“Is an information processing discipline that involves
finding, selecting, and acquiring information from
publicly available sources and analyzing it to produce
actionable intelligence.”

http://en.wikipedia.org/wiki/Open_Source_Intelligence




We want to turn...

WWW DomainX com

SN\ /




Into...

canna

wihaye

File Edit View Terminal Tabs Help

msf exploit(ms06 067 keyframe) > sessions -i 1
[#] Starting interaction with 1...

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\User\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IP-AQATESS: « = = & & % & & & & & & P okb D
Subnet Mask . . . . . . & o v 1 255.255.255.8
Default Gateway . . . . . . . . . : 172.16.2.1

C:\Documents and Settings\User\Desktop%]
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Why Do OSINT?

= Open Source Intelligence Gathering is your critical
first step to Full Scope Pentesting or Real World

attacking.

= It simulates REAL WORLD reconnaissance.
= Anything on the netis in scope.... Users are fair game for
client-sides.

= Any boxes you own are in scope.... No boxes are off
limits.



Typical Pentesting Methodology




What We Focus On Currently




Real World Hacking Methodology ‘




Definitions!?

» A few definitions to get out of the way...I'll try to
make it as painless as possible.

= But, we're going have to read...yeah sad face.

Al

dyt




Types of Information Gathering

= Passive
= Semi-Passive

= Active




Passive Information Gathering

= Passive

= @Great care is taken to ensure that the target
organization does not detect the profiling. This means
that no packets can ever be sent to the target.

= This type of profiling is typically time intensive.

NO TRAFFIC




Semi-Passive Information Gathering

= Semi-Passive

= Profiling the target with methods that would appear to
the target as normal Internet traffic and behavior.

NORMAL TRAFFIC

From http://www.paterva.com/web3/services/information-gathering-service/




Active Information Gathering

= Active
= This type of profiling should be detected by the target
organization.

= Actively seeking out new/unpublished servers,
directories, files, documents along with full network

visibility scans.

ABNORMAL TRAFFIC




Categories of Information Gathering

= Two General Types

o Infrastructure.

= People / Organization.




= Infrastructure

= Every organization with an Internet presence requires
some form of infrastructure to support that
presence. That information is what we want to discover.

= Infrastructure profiling is far easier to do and automate
than people/organization profiling which is more
ELETR



Categories of Information Gathering

= |nfrastructure




carial
Categories of Information Gathering

= |nfrastructure

Logical Network Diagram




People/Organization Information Gathermg

= People / Organization
= Every organization requires people to support that
organization. How runs the company? Who runs IT?

Who runs finance/HR? That information is what we
want to discover.

= People / Organization profiling is much more difficult to
do and automate than infrastructure. Which John Doe
is the right one?



Categories of Information Gathering

= People / Organization

i




Where Does This Information Come From?

= Web 2.0...How I <3 thee...
= Public data and records.

~ INTELIUS

Live in the know.™

* Information that is mandatory for the Internet
(DNS, whois, MX).

= Private data we pay for i.e. Lexis Nexis/Choice
Point/Find a Friend/Spoke /Zoominfo.

= Data placed there by the target.

@ LexisNexis

Data placed there by the target's users.

i< Technorati



How Do We Find It?

* Information that is mandatory for the Internet.
= DNS, MX, Web.
= Whois.

= Data placed there by the target.
= Voluntarily.
= Required by State/Federal law.

= Data placed there by the target's users.
= Voluntarily.




Considerations

* Tons of Information.
= (Can be hard to sort through.

= Some data gathering/analysis can be automated.
= Maltego!

= And other tools. MALTEGO2 *

= QOther data needs a human to sort through.

= Brain!

- But now Maltego Mesh can help
Maltego Mesh Beta [Feedback]




Practical Examples



Infrastructure Intelligence Gathering

= How would you like to discover ALL
networks/netblocks a target organization owns.

* How would you like to discover a target
organization’s presence in other countries (.co.uk,
.de, .be, etc).

= We want to build that infrastructure diagram
without the target knowing we are doing it!



Infrastructure: Identify Other Netblocks

» [dentify other networks/netblocks




Infrastructure: Discover Other TLDs

= Expand out to other TLDs

telrad.com

telrad.net
':a/.

telrad.eu
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W/
telrad.co.uk

£

fiptelrad.con

100
pe )
W/
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100

TR
W/
telrad.asia

&/
telrad.cz

[

‘.“/‘
telrad.info
100

P\é/‘
telrad.at

Té/‘
telrad.de

100
pa)
\“/

telrad.hiz
100

W/
telrad.ca




Infrastructure: Bruteforce DNS names

= Bruteforce DNS names

100
100 100 100
w/ ) . ‘ =
telrad.co.uk ray/ s/ E a8/
telrad.asia telrad.eu telrad.biz telrad.info

100

telrad.org telrad.net

wehmail ad go.uk web.telrag.co.uk Atelrad.co.uk

intranettelrad.co.uk clrad.co.uk smitp.telrad.co.uk




cakrna
Infrastructure: Identify Even More Netblocks

= Find more net blocks

pop.telrad.co
fip.telrad.co.uk

nsielrad.co uk mx.telrad.co.uk

162,149



carna
Infrastructure: Using Maltego Mesh

Telrad Net... x | ~ MaltegoMesh
Mattego Mesh Beta [Feedback]

b [IVISIES! 11 Mesh

i Company News Solutions Technologies Products -
-5Te]1‘ad This Page History
NETWORKS
; < . ®site 3) ¥ Date (2) 3 SillyNER (4)

— i —

-~

|~ telrad.com

[C]  www.connegy.com
Headquarters ] o
| www.telradconnegy.com

Support
Careers Contact

Telrad Networks Ltd.
1 Bat Sheva Street
P.0.Box 228

Lod, 71100

ISRAEL

Click here for map

Reception: +972-73-2467050
Management: +972-73-2467474
Support: +972-73-2467943

Sales and Marketing: +972-73-2467027
Operations: +972-73-2467200

R&D: +972-73-2467796

Fax: +972-73-2467592

Email: info@telrad.com

EUROPE Save ‘ | Summary J 1 Entities ~
Smal-Stockogo St. 15 :
Lviv, Load l ‘ Clear J ‘ Maltego! ‘
Ukraine.

Tel: +38-032-2452571/72/73

Page parsed in 0.077s

LCEMTRAIL_AMECDICA




Infrastructure: Useful Tools

" Tools to getitdone .\ .- = oA

Maltego
ServerSniff.net

Robtex.com
Clez.net I
CentralOps.net Lentral Ops .net

Rsnake’s fierce.pl
PassiveRecon Firefox Plugin H



People/Organization Intelligence Gatherlng

» To create personnel & organization profiles,
deliver client-side attacks, or prepare for Social
Engineering engagements we gather information
on a organization's users or a particular user.

= What information has been placed in the public
domain by the company or its users?

*= Can I identify key personnel? Can I develop an
understanding of corporate culture?



= Harvest Email Addresses

user@titanium:~/pentest/InfoGather/theHarvestervl.4$ pythgn theHarvester nv -d telrad.com/~

-1 5008 -b linkedin

*TheHarvester Ver. 1.4b ¥
*Coded by Christian Martorella *
*Edge-Security Research *
*cmartorella@edge-security.com *

Searching for telrad.com in linkedin :

Total results: 376
Limit: 376

Searching results: ©
Searching results: 100
Searching results: 200
Searching results: 300

Accounts found:

Dror Pockard
Rahme Mehmet
Dani Zilberstein
Oksana Nahibina
Itshak Aizner
Uriel Hassidim
Walt Mestell
Opher Yaron
Oleg Zaslavski
Debi Zylbermann
Irina Rossovsky
Avinoam Kialy
Nazar Chornyy

carna
People / Organization: Email Harvesting

theHarvester

theHarvester, Email and user names finder.

user@titanium:~/pentest/InfoGather/theHarvestervl.4$ python theHarvester.py -d telrad.com
-1 5808 -b pgp

e e

*TheHarvester Ver. 1.4b *
*Coded by Christian Martorella *
*Edge-Security Research *
*cmartorella@edge-security.com *

S e e e  E E FE R E TS

Searching for telrad.com in pgp

oleksiyz@telrad. com

ST RIILIY W LWIHTISY Y LWl LI YUWyLs .

Total results: 6150

Limit: 5608

Searching results: @
E? Searching results: 16@

Searching results: 208

Searching results: 300

Searching results: 400

Accounts found:

jobs@connegy . com
ortal@connegy.com
info@connegy . com
shlomo.haik@connegy. com

Total results: 4 v



carna
People / Organization: Email Harvesting

S
= Harvest Email Addresses MALTEGO =

200

he )
\a/
telrad.com

tald@telrad.com oieksiyz@telrad.com rebecca.rachmany@telrad.com oksana.nahibina@telrad.com michael.putter@telrad.com
tamar.nemet@telrad.com info@telrad.com sandic@telrad.com david.lzichner@telrad.com amos.goldman@telrad.com
ayelet.levav@telrad.com yakov.erlich@telrad.com yuri.mashenberg@telrad.com arie.gilboa@telrad.co.il doran.rabinovitth@telrad.com

dizdar@telrad.com




People / Organization: Email Harvesting

= Harvest Email Addresses

MALTEGO
Searching for other TLDs was handy.

info@telrad.com sandic@telrad.com

100

&/
telrad.net

amos.goldman@telrad.com

dizdar@telrad.ngt poljo-market@telrad.net office@telrad.net ideaplus@telrad.net
20 20 13 13

maki@telrad.net vekisrki@telrad.net bnstil@telrad.net borko@telrad.net
33 13 13 13

contact-sanbernardo@telrad.net csk@telrad.net doktor@telrad.net dusan@telrad.net




¢caria
People / Organization: Email Harvesting
S

. . MALTEGO ~
= Emails can be turned into users.

rebecca.rachmany@telrad.com ayelet.levavi@telrad.com yuri.mashenberg@telrad.com

Rebecca Rachmany

Yuri Mashenberg

100
w)
Rebecca Rachmany 100
'
@
100 Yuri Mashenberg

«
Rebecca Rachmany




cana
People / Organization: Email Harvesting

= Which can be turned into new friends and associates.

-1 5080 -b linkedin

user@titanium:~/pentest/InfoGather/theHarves

e T T Y

*TheHarvester Ver. 1.4b
*Coded by Christian Martorella
*Edge-Security Research
*cmartorella@edge-security.com

*

#

*

&

e T T Y

Searching for telrad.com in linkedin :

Total results: 376
Limit: 376

Searching results: ©
Searching results: 100
Searching results: 208
Searching results: 368

Accounts found:

Dror Pockard
Rahme Mehmet
Dani Zilberstein
Oksana Nahibina
Itshak Aizner
Uriel Hassidim
Walt Nestell
Opher Yaron
Oleg Zaslavski
Debi Zylbermann
Irina Rossovsky
Avinoam Kialy
Nazar Chornyy

People

Ayelet Levav
VP Human Resources at Telrad Metworks Ltd.

srael = Telecommunications

Current * VP Human Resources at Telrad
Networks Ltd. Cf

Past « director of Human Reources at Amdocs Cf
+ Human Resources Manager at Geo
Interactive Media Group (Emblaze)
+ Assistant to VP HR at vcon Cf

Education # Tel Aviv University
» Hadasim
« Hadassim
Connections 27 connections

Public Profile http://www.linkedin.com/pub/ayelet-levav/1

1960/449

‘\J Expanded profile views are available only to premium account
holders. Upgrade your account.

Contact Settings

Interested In

= job inquiries

= business deals

= getting back in touch

» expertise requests
* reference requests

o LI B e B i e T E et h I R = E 1

« Go back to Search Results | « Prev

+ Send InMail

+ Add Ayelet to your network

#+ Forward this profile to a connection

=

Ads by Linkedin Members

DCconfidential.com

The elite discreet job placement
firm for DC area IT Professionals!
DCconfidential.com

From: Hippopotamus Productions Inc.

Help Net Security
HF' D MFT Daily Computer and Metwork Security

htLUﬂ“T Mews and Articles.

www.net-security.org

From: Berislav Kucan What's this?

Merav Yanal, Executive recuiting manager,
Nisha

Excellent business and people
understanding,...



People / Organization: Email Harvestmg Tools

= Tools to getit done
5 MALTEGO %

= Maltego

= PassiveRecon Firefox Plugin H




camnaltd)
People / Organization: Document Metadata

= Documents contain all sort of useful information

Useful Extensions.

**Not a full list**



eople / Organization: Document Metadata

= Documents contain all sort of useful information

telrad.com

Press Release . n c nen... Press Reisase

ForImmediate Release 2 Forlmmediate Release Forlmmediate Release For Immediate Release

with Legacy Networks NG fiswitch Triple-p lutions for... Remote Te

s Gatewa... Commate Opti i y Port AMC ... AG Telrad C

Forlmmediate Release 're = = ase Forlmmediate Release

untitled - untitled untitled Telrad Networks TAG Carri...
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People / Organization: Document Metadata

= Documents contain all sort of useful information

o,

user@titanium:~/pentest/InfoGather/metagoofil-1.4a$ python metagoofil.py -d telr
ad.com -1 580 -f all -o telrad-all.html -t telrad-all.com

FEEEFFEFFF I EEFFFEFFEFF R FEF R I AR R R R R R

*MetaGooFil Ver. 1.4a : RSt | ;

*Coded by Christian Martorella - | SRR ' DNS

*Edge-Security Research . " Adobe Acrobat (PDF) Search M

tcmar'l-gr.:lla..j.: ge- EPCLIFJ_T\I' com . B Email Search (Weak Results) o
’ ’ ) Groups

Link Search

Enumeration

Google

IP

Ccommand extract found, proceeding with leeching Microsoft Excel (XLS) Search s

Searching in telrad.com for: pdf Microsoft PowerPoint (PPT) Search 2

Total results in google: 48 Microsoft Word (DOC) Search Show Al

Limit: 48

Searching results: @

Searching results: 20 Site Search

Searching results: 40 : Text (TXT) Search

[ 1/51 ] https://www.google.com/accounts/Login?h

.google.com/search%3Fnum%3D20%26start%3D8%26h1%3Den% zbannLBDB’25C31255A5qu9da 62
Ben%2BGoogle%26qg%3Dsite:telrad. com%2Bfiletype: pdf -

Rich Text Format (RTF) Search




People / Organization: Document Metadata

= FOCA

1=/ Fil=

Froject

53]3 Mo project
= g]_"' Project

z]f' Configuratian

) Search files % Analize Metadata

FO

.7 Options

Metwork data

Search engines
IV Google

¥ Bing

+- © Documents (50]
=== MetaData
,}v Uszers (5]
[ Folders [0]
F_ﬁ Printers [0
Y Software (7]
=4 Ermnails (0]

All docurnents were analized

‘ |site:te|rad.cam filetype: pdf

, Search |

| Type |

LRL

| Download | Download D ate

Size |

[n i I ) R R TR =

pdf
pdf
pdf
pdf
podf
pdf
pdf
pdf
pdf
pdf
pdf
podf
pdf
pdf
pdf
pdf
pdf
pdf
odf

hittp: v telrad. comddocs/ TAG_Catalogue. pdf
hittp: v telrad. comddocs/TAG T &.pdf
hittp: v telrad. comddocs/Conferencing. pdf

hittp: v telrad. comduploaded/press/J TG_Releaze. pdf
hittpe e belrad. comAuploaded/press /T elrad_Architect .

hittp: v telrad. comddocs/ T elrad-Commatch-B005. pdf
hittp: A telrad. comddocs/T elrad-MN GH AW hiteP aper. pdf
hittp: 4w telrad. comddocs/ T elrad-Commatch3015-Bro. ..
http: 4 telrad. comddocs/T elrad-Cammatch-G002. pdf

hittp: 4w telrad. comddocs/ T elrad-Commatch-B002. pdf

hittp: e belrad. comddocs/T elrad-Softawitch-CS1500i...
hittpe A belrad. com/docsd/ T elrad-M ewM et-CaseStudy.

hittp: A v telrad. comddocsd T elrad-Commatch-G004. pdf

hittp: A belrad. com/doce/ T elrad-Freudowire-TAGTT -,
hittp: v telrad. comddocs/ T elrad-E oFDH_Aggregator....

hittp: 4w telrad, comddocsd/ T elrad-EoPDH-TAGT0-Bra...

hittp: 4w telrad. comduploaded/press/Telrad- TAG10-P...

hittp: 4w telrad. comduploaded/press/EoPDH-Telrad-...

hitto: 4w telrad. comduploaded/orezs/ TAGT 1c-PR 11...

94342009 7:54:52 &M
9/3/2009 7:54:03 AM
94342009 7:54:05 AM
9/3/2009 7:54:53 AM
94342009 7:54:06 AM
9/3/2009 7:54:03 AM
9/3/2009 7:54:14 AM
94342009 7:54:27 &M
9/3/2009 7:54:31 AM
94342009 7:54:34 AM
9/3/2009 7:54:43 AM
94342009 7:54:47 AM
9/3/2009 7:54:43 AM
94342009 7:55:11 AM
94342009 7:55:07 &M
9/3/2009 7:55:21 AM
94342009 7:55:21 &AM
9/3/2009 7:55:12 AM
S.f'3f'2DDF 70513 AM

b

7.08 MEB
531.63 KB

7.6 KR
13913 KB

2306 KR
3407 KB
55409 KB

1.54 MEB

3201 KB

3201 KB

1.07 ME
47552 KB
266.62 KB

2 44 MB

1.74 MB

233 MEB

26.45 KR

FLEIKE

%53K8 T




= FOCA

[ FOCA 0.9.0.0

1=| File

IF'mieu:t ‘ Metwork, data |

¢ ) Searchifiles 44 Analize Metadata

i

2 Options

Attribute

| W alue

] o ] O e e O O O O O O O s O ) O e O e B

= |

- Documnents (50) ;I
7% Telrad-Commatch-600
L TAG_Catalogue. pdf
1 T:I:-"l.|311-3_|:||:|f

'iln.;j llzers

. Dates

i Other Metadata

Y Software
) Conferencing. pdf
7% UTG_Releaze.pdf
7L Telrad_ArchitecturePz
73 Telrad-Commatch-E00
T Telrad-NGM-AwhitePap
7. Telrad-Commatchd01E
T Telrad-Commatch-600——
T Telrad-Commatch-600
) Telrad-Softswitch-C51
T Telrad-NewNet-CazeS
7% Telrad-Commatch-E00
T Telrad-Preudowine-TA
. TelradEoPOH_aogre;
1 Telrad-EoPDH-TAGTC
T Telrad-TAG10-PR_fin:
7% EcPDH-Telad-Tranzw
= TAG11cPR_11-finalf
| Telrad-Awailability-oiw
.| Commatch-3015-FR.p
.| PR-Commatch2060C

By TelradZ2D-Z2Dﬂsti€i;|
2

v-llv-llvll

|

Al documents were analized

File Information
LURL

Local path
Download
Analized
Download date
Size

Uszers
Username

Dates
Creation date
todified date

Other Metadata
Application
Application

Title

Software
Software

hittp: A telrad, comddocs/TAGT1 a.pdf
C:hDocuments and SettingshadministratoriLocal Settings'Wppeh 2 00 CHYBRHC...

Tiue

Tiue

9372009 7:54:03 AM
531 .69KR

Dioron Dekel

5/31/2007 12:07:50 PM
5372007 12:07:50 PM

Acrobat Distillier 5.0.5
Thd/DS/TAGT a/2p/5.07 2

Acrobat Dishillier 5.0.5

€anna
People / Organization: Document Metadata



Total authors found (potential users):

taylorm
kim.conner

M. Faye Messick
lsebring

tirochk

greta.alto
TrecekRR

DOD User

behapman

beth. kay.chapman
1s

Suk Miller

altog

CEJEKAC

SUTMAN NANCY
Darryll G. Smith
INBURFOR

kenneth bodenheimer
Laurie Bodenheimer
jbarbie

lbishop

IRHARRIS

JacksonR

Bobbie Jackson
01sonC

Clancy Olson Jr.
btrt

KakelR
charles.blumenfeld
GRP7-FRC

MWER

powellg

Powell, Gayle
Bbde . local
david.sanders3
Lynn Akbar

IRCS, Relocation

James M. Farron
TPEHRENE

Jamez /Mariela
Jaszon.Hudson
robin.carper
Patricia Reyes
Defense Security Service
kate. lugo
RodleyD

Myers

Dennol
Donald.McWhorter
james .collazo
tempclass

Sue Jarrett




People / Organization: Document I\/Ietadata
VS

» Metadata to discover usernames MALTEGO -

Use Maltego to link usernames to people on the web.

Avenger - Half-doors Locality (Rest of US)

Telrad Conferencing Eorimmisdiste Ralg

100
p .
[ €

Doron Deke @
10 5 pe nrofiHgks) Rebecca Rachmany
e e e

HuntJ danny david.sanders3




People / Organization: Document Metadata

» Metadata to discover versions of software being used.

Important metadata:

imetype - application/msword
language - U.S. English
paragraph count - 5

line count - 21

itle - WINTER DRIVING TIPS
ord count - 447

page count - 1

- david: sanders3

creation date - 2009-03-03T13:23:007
plate - Normal.dotm
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People / Organization: Document Metadata

= Office on Windows vs Office on Mac vs OpenOffice

user@titanium:~/Desktop$ extract madewithopenoffice3.0linux.ods
date - 2009-88-21T11:31:42
T - A0 Ag_31T 237 =)
software - OpenOffice.org/3.8%Linux OpenOffice.org project/300m15%Build-9379
ILmeLypc - dppLiidLIuly VI, Uds s UPETIUUCUnEN L, spiregdsiice L
user@titanium:~/Desktop$
itanium:~/Desktop$
user@titanium:~/Desktop$ extract madewithopenoffice3.0linux.xls

imetype - & ication/vnd.ms- Lce - : . .
ngP ypzaaq?gg}égilé?gifgg?mﬁ offic user@titanium:~/Desktop$ extract madewithoffice2007win.xls
ate l T e mimetype - application/vnd.ms-excel

creation date - 2009-08-21T15:31:29Z |creation date - 2009-88-21T15:40:047
user@titanium:~/Desktop$ |} generator - Microsoft Excel

v e gy | " L ]

last saved by - gatesjpl

date - 2009-88-21T15:40:508Z

user@titanium:~/Desktop$%

user@titanium:~/Desktop$

user@titanium:~/Desktop$ extract madewithoffice2@88mac.x
mimetype - application/vnd.ms-files

creator - cg

generator - Microsoft Macintosh Excel

e
creation date - 2009-88-21T15:35:44Z
user@titanium:~/Desktop$ []

da L S0
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People / Organization: Document Metadata

= |ssues.

Libextract sux for newer pdfs.

Telrad_ArchitecturePatent_PR.pdf

http://www.telrad. com/uploaded/press/Telrad_ArchitecturePatent PR pdf

Creator=>"Acrobat PDFMaker 7.0.7 for Word",
Localcopy Dpen _EmailSubject=>"MVNO",

Producer=>"Acrobat Distiller 7.0.5 (Windows)",
SourceModified=>"D20060907143303",
_AuthorEmailDisplayName=>"Itshak Aizner",
ModDate=>"D20060907173408+03'00",
_AuthorEmail=>"itshak.aizner@telrad.com",
Title=>"For Immediate Release",
_AdHocReviewCyclelD=>"-169073906",
CreationDate=>"D20060907173340+03'00",

. Company=>"Telrad Networks Ltd.",
help us Wlth that pFOblem- _PreviousAdHocReviewCyclelD=>"1049106379",

Author=>"Rebecca Rachmany*
FOCA too.

Important metadata:

Ruby + pdf-parse can



People / Organization: Doc Metadata Tools

= Tools to getitdone  MALTEGO ue

O

Maltego

Metagoofil
PassiveRecon Firefox Plugin
FOCA

Goolag

Roll your own with ruby & rubygem pdf—reader



cakrna
People / Organization: Organization Profiling

= Online tools to find employees of companies
Most have APIs

Write your own tools to script infogathering
Write local transforms for Maltego

Name Email Username Phone Business

e
p l p I telrad networks ‘ Search

Telrad Networks

BETA

find people and companies*

Quick Facts

Telrad Networks has been developing carrier-grade communications equipment...

Telrad Networks is a leading provider of cutting-edge telecommunications solutions...

Forwardiard &L Print > Find Employees i) Find Competitors Telrad Networks has announced that it recently won Nortel's Europe, Middle East and (EMEA) Supplier Recognition Award for
Innovation...
Telrad Networks is a prov of cutting-edge telecommunications solutions compliant with the highest standards in a wide range

Telrad Networks's profile was cre of areas...

545 online sources

Contact Details
Telrad Networks*, -, €. 116-7198 Vantage Way, Delta, BC V4G 1K7, Canada* -...

Website: www.telrad.com
Telrad Networks. Suite 116 7198 Vantage Way, Delta, BC. (604) 95
Telrad Networks, -. (604) 952-5...

Telrad Networks, -. (604) 9

1ada411.yellowpage!

Business Listings

Ran Bukshpan Telrad Networks Ltd. Lod... $3$
President and Chief Executive mpany Listings -

Industry:  Telecommunication Equipme

Description

Telrad Networks has been developing carrier-grade communications Amir Kandell

Executive Vice President and Sales and

equipment for more than half a century. Telrad provides development
Marketing Division President
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= Tools to get it done
Maltego
Zoominfo S
Spoke
Xing
Spokeo
123people

Pipl

Info

find people and companies*




People / Organization: People Profiling

» Handles are awesome and usually unique.

friendscall. me/YourName

Digg

® Flickr

I Etsy

@ LinkedIn

?| Pandora
FriendsCall.Me
m Boing Boing

Facebook

® Flickr

£} Picasa
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f Delicious
Twitter

Q) StumbleUpon
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Technorati

ThemeForest

Ning

[ Photo.net

r; vi.sualize.us

Don't Let Squatters Get Ii.

0/

O
\V namechnk

matlon.net

Access Private Profi

"
Pimp My Profile

ecurity4all
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People / Organization: People Profiling

* Handles are awesome and usually unique.

tWeep ;

Tweepz 1 - 2 of 2 for indi303

indi303 (indi303)
wWe,
Weep:

Tweepz 1 - 1 of 1 for carnalOwnage

Location: NoVA
Web: hitp://carnalOwnage.attackresearch.com

= Chris Gates (carnalOwnage)
‘ Evidently se::urit;; isnt cool buti dont give a f**k

Find! |

vanced search

sort by: relevancy | # followers | # following | join date

followers:
following:
updates:

| Find! |

agvanceg searcn

sort by: relevancy | # followers | # following | join date

followers:
following:
updates:




People / Organization: People Profiling

= Especially if you can turn them into twitter
usernames or other social network profiles.

)l To AffTwitter [this person recieved Tweets from ?] CE TAS

‘ To AffTwitter [this person wrote Tweets to 7] CE TAS
|

All Transforms

‘]
indi303- 2| 3
Ingi3C . ' - o Person [convert] CE TAS
About the Twitter Affiliation entity | _ _ _ )
- —————— | To Tweets [that this person wrote] CE TAS

To Tweets [written to this person] CE TAS




People / Organization: People Profiling

= Then we can see who they write tweets to and
receive tweets from.

J ’ All ) To AffTwitter [this person recieved Tweets from ?] oE
"g’ I All Transforms ‘ To AffTwitter [this person wrd To AffTwitter [this pers
indi303- i < d b s

| | To Person [convert] CE TAS
About the Twitter Affiliation entity | _ _ : :
To Tweets [that this person wrote] CE TAS

— 74‘ o -
\ ‘ To Tweets [written to this person] CE TAS

100

&; &

Rob Fuller Paul Asgdoorian Jason M Oliver

100

A

angela davis Thomas Nicholson




People / Organization: People Profiling

= Then we can see who they write tweets to and
receive tweets from.

Window Help
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e
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.. {@ii | i i '
Mining View Centrality iy Edge Weighted View e Content :f:ﬁ:ta;'; Sy hatiia=tenkiny forkyes

Date 2009-02-17722:46:24Z

Pal
alpuadold

[

L o

Chris Gates

Author carnaldwnage (Chris Gates)

S
2
>
o
=

=

! Sat

Result ij Jennifer Jabbusch (Affiliation Twitter)

%
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00 wrote Tweets to 7]

2

s
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Daryl Kellison Jayson E Street Thurso ChrisJohnR)|

200
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People / Organization: People Profiling
= Then we can see who are common friends.

Window Help
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People / Organization: People Profiling

* Tons of information is placed into the public domain.

TweepSearch
In ur Tweeps, Crawlin’ their Bioz!

TweepSeargh, foank of emerica” ]z

Pro t'i'p:'Crlirck on an avatar to limit the search to that person’s followers.

About  Help

Sign in with Twi

Results: 1 - 20 of 54 for "bank of america”. Sort by: last update * | screen name | | followers
‘ This could be you! (@dacort on Twitter) - Seattle, WA
Interested in having your profile here? Contact dacort [at] tweepsearch.com for more details in order to help TweepSearch grow. Reserve
a keyword for 510 for 30 days, or share with five others for S5.

| friends |

3 @BofA_help / David Knapp Official Bank of America Twitter rep to help, listen and learn from our
Ban merica - Phoenix, AZ customers. To ensure privacy, never share account numbers in
-

futurebanking.bankofamerica... unsecured locations.

@mschiefmaker / Karen Biehl Owner of Eli the Celebrity Chihuahua, seen on the MilkBone box, FLNs
l NYC Wingman, Queer Eye, Good Morning America, BET's Rip the Runway,
| www.TheCelebrityChihuahua.com Bank of America ads

-

@BankOAmencaSux / Bank

ca Sux
updat

Warren, Make Money At Home..and Helping you Deposit It and Keep It Safe :) friend

E @DorvanCosta / Doryan Costa | am a Ban merica Manager, and Internet Marketer...Helping You followers:

WWW. IntevnethfestyleDreams updates:

@LynnSaratore / Lynn Saratore HR Generalist at CDW, previously 5r. Recruiter @ Hewitt and Staffing owWe
¥ . Chicago Manager @ Bank o ca friend

- dates:
www.linkedin.com/in/lynnsar... updates:




People / Organization: People Profiling

* Tons of information is placed into the public domain.

]Weepse af;gb |cisco | Goarch)

Pro tip: Click on an avatar to limit the search to that person’s followers.

Results: 1 - 20 of 1,118 for cisco. Sort by: last update | | screen name | | followers 1 | friends |
This could be you! (@dacort on Twitter) - Seattle, WA
Interested in having your profile here? Contact dacort [at] tweepsearch.com for more details in order to help TweepSearch grow. Reserve
a keyword for $10 for 30 days, or share with five others for S5.

@Padmasree / Padmasree CTO of Cisco followers: 410,3
California friends:
updates:

@CiscoSystems / Cisco Systems News and info about Cisco, our CEQ and execs. | am @John_Earnhardt followers: 13,
Silicon Valley and am your tourguide on our official Twitter feed. Cisco Support @ friends:

blogs.cisco.com/news/ http://www.cisco.com/tac updates:

@GlobalKnowledge / Global Worldwide Leader in IT and Business Training, focusing on Cisco, followers:
Knowledge Microsoft, and Project Management. www.globalknowledge.com friends:
Worldwide updates:
www.globalknowledge.com

@fableton / Leonard Fableton my kids are named whiteport, wild irish rose, seagrams 7, old style followers:

twitter classic draft, cisco, and mad dog2020 friends:
updates:

leonardfableton.com

@Cisco_X1Concept / Cisco Founder X1Concept Network Marketing and Internet Marketing Fan followers:
Kuala Lumpur Health Freak and Supplement Evangelist, Harley Fan, Reader, Listener, friends:

www.x1concept.com/blog Entrepreneur updates:

@jessicalearning / Jessica Duncan Social media fan, RPG video game enthusiast, training professional, followers:

California Cisco employee, Kindle owner, running and fitness addict, and lover of friends:

www.linkedin.com/in/jessica... new technology updates:
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People / Organization: People Profiling

* Tons of information is placed into the public domain.

ut Telrad

Company

News Solutions Technologies Products Contact

Home = Company = Board

Board

Chairman of the Board

Mr. Cohen is a founder of Fortissimo Capital. Prior to founding Fortissimo,

he was a General Partner at Jerusalem Venture Partners (JVP), an

international venture capital firm with over $650 million under

management. Mr. Cohen led investments in, and served on boards of - =
numerous companies, including: PowerDsine Ltd. (Nasdag: PDSN), >
Precise Software Solutions, Inc. (sold to Veritas Software Corporation.

Nasdaq: PRSE), T.sqware, Inc. (sold to Globespan Inc. Nasdag: GSPN),

Sheer Networks, Sphera Corporation, Teleknowledge Group, Celltick

Technologies, and Quarry Technologies.

Prior to joining JVP, Mr. Cohen held various executive positions in the Silicon Valley, and
was the Vice President of Business Development and also served as the General Manager
of the licensing division at DSP Group, Inc. (Nasdaq: DSPG). In addition, he served as the
Vice President of Marketing at VDOnet Corporation and as the Assistant to the President of
Intel Capital at Intel Corporation (Nasdag: INTC).

Maltego Mesh Beta Feedback]

| @A Mesh

This Page

v|  Marc Lesnick
Y| EliBlatt

— Yuval Cohen

Fortissimo Capi
Vice President
Jerusalem Glob
Intel Corporatidg
Industrial Engir
Aviv University
About Telrad
Expert Customiz
Technology Exp
Switching Equi|
General Partner

Jerusalem Venti

Google for "Yuval Cohen'

Search LinkedIn for "Yuval Cohen'
Search Wikipedia for "Yuval Cohen'
Search technorati for "Yuval Cohen'
Search Wink for "Yuval Cohen'
Search Facebook for "Yuval Cohen'
Search Spock for "Yuval Cohen'
Search wikiyou for "Yuval Cohen'
Search Google News for "Yuval Cohen'
Search IMDB for "Yuval Cohen'
Search zoominfo for "Yuval Cohen'
Search Zabasearch for "Yuval Cohen'
Search Yahoops for "Yuval Cohen'
Remove

Send to Maltego

’_L(Eci__’ ‘__Clea“r_—_‘ }_r\ ltego!

Dana narcad in N N77c




People / Organization: People Profiling Tools

JhC
= Tools to get it done MALTEGO O
Maltego

Maltego MeSh - thwart social media identit;theft

knowem.com .
N Friends call me...
riendscall.me

%
namechk.com \V namechk

usernamecheck.com B
tweepz.com

tweepsearch.com Twee p&ageb




Final Considerations

» [f someone doesn’t have strong Internet presence
can I become them?

= Create gmail accounts.

a

Register them on Linkedin.
Skype/Gtalk/MSN /be them on IRC or SILC.
Register them on Facebook/Myspace/Twitter/etc.

a

a

|

Create their blog.

= Or can I create a company employee and “make
new friends”?



virtual identity creator
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Educate Yourself

= Useful Resources

= Paterva
= Maltego. Go Buy It!
- http://www.paterva.com/web4/index.php/media/presentations

= Christian Martorella (Edge-Security)
= http://laramies.blogspot.com/
- http://www.edge-security.com/presentations.php

= Larry Pesche
- Document Metadata, the Silent Killer
- P2P Information Disclosure




Thank You!

Questions?



