CHRIS NICKERSON




égenda

G1JOY9

Methodology

e Gather Information
e Scan for Vulnerabilities

* Execute

e Dia tor Data




A Little about me.. ...

Chris Nickerson

Employment History:
Founder, Lares
Director ,Security Services Alternative Technology
Team Lead, KPMG
Lead Security Architect /Compliance Mgr., Sprint
Sr. Security Architect, Shook Hardy & Bacon —
L.JS NAVY s I:I:l:
Professional Certifications: LEAD AUDITORS
CISSP
CISA
150 17799
NSA IAM
CCNA
] Security Stuff
Created Risk Management and CSO structure for many fortune 5oo
Created Global Compliance /Penetration testing practices
Contributor to Social-Engineer.org
InformIT,Ethical Hacker.net
Exotic Liability Podcast / Site

Other media whorin




Why do SE Testing/Red Teaming?




Military tactics are like unto water; for water in its natural course runs away
from high places and hastens downwards.

Water shapes its course according to the nature of the ground over which it
flows; the soldier works out his victory in relation to the foe whom he is
facing.

He who can modify his tactics in relation to his opponent and thereby
succeed in winning, may be called a heaven-born captain.

The five elements (water, fire, wood, metal, earth) are not always equally
predominant; the four seasons make way for each other in turn.




Red Team Testing:

The term originated within the military to describe a team whose purpose is
to penetrate security of "friendly" installations, and thus test their security
measures. The members are professionals who install evidence of their
success, e.g. leave cardboard signs saying "bomb" in critical defense
installations, hand-lettered notes saying that “your codebooks have been
stolen" (they usually have not been) inside safes, etc. Sometimes, after a
successful penetration, a high-ranking security person will show up later for a
"security review," and "find" the evidence. Afterward, the term became
popular in the computer industry, where the security of computer systems Is
often tested by tiger teams.

How do you know you can put up a fight'if you have
never taken a punch?



Why should I doit?

* [t goes Beyond compliance
* |t simulates the REAL WORLD attacks

» Hackers don't have scopes.... Why should a
test?

* Do you really think testing .2% of your assets
makes the COMPANY secure?

= You never know the value of what you have




Why traditional Testing is Dead

= |t does not focus risk on Business, but on
exposure of vulnerability

= Testing that replicates an attacker (sparring
partner) has its hands tied.

* The perimeteris DEAD (give it up... its
over.....srsly..... For really realz... ok? Please?)

» | gotta stop ranting.. Look at the stats!




It's Just the beginning

Industry data points to significant increase in the
prevalence and criticality of client-side vulnerabilities

A “shift” towards finding vulnerabilities in client-side software
is occurring (SANS and Symantec security threat reports)

8 out of 20 categories in SANS Top 20 report relate directly to
client-side vulnerabilities

High profile incidents taking advantage of vulnerabilities in
client-side software

Feb og Adobe oday

Feb 09 MS09-002 via .doc

Chinese malware drive-by iframe autopwn sites



Some Stats

From Websense security LabsTM: State of Internet Security, Q3 — Q4, 2008:

Top 10 Web Attack Vectors in 2nd Half of 2008:
1. Browser vulnerabilities
2. Rogue antivirus/social engineering
3. SQL injection
4. Malicious Web 2.0 components (e.g. Facebook apps, third-party
widgets and gadgets, banner ads)
5. Adobe Flash vulnerabilities
6. DNS Cache Poisoning and DNS Zone file hijacking
7. ActiveX vulnerabilities
8. RealPlayer vulnerabilities
9. Apple QuickTime vulnerabilities
10. Adobe Acrobat Reader PDF vulnerabilities

http://securitylabs.websense.com/content/Assets/WSL_ReportQ3Q4FNL.PDF




No more Stats, Let’s talk how to!

How to steal a company




#1YOU GOTTA HAVE STYLE

External Direct
Server [ App Attack

External Indirect

Client Side / Phishing / Phone Calls
Internal Indirect

Key/CD Drops / Propaganda
Internal Direct

Social [ Electronic / Physical / Blended
Exotic Attacks
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THE METHOD: Take the EASY way in.
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DIDN’T YOU WATCH
GATES?




Offsite Information Gathering



Stuff To Find

Email Addresses
Server Addresses
Websites
Business names
Partners

Physical Address
Phone Numbers
Documents

Local Utilities
Service Companies
DNS

Banners

Ports
Vulnerabilities

Net Block

AS Name
Employee Info

Social Network
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Finding Information for-funand Profit:
Thenewgoogleforanalystsand hackersalike.




. Clez.net (External Profiling)

*CentralOps.net (Network Profiling)

*Robtex (Server profiling)

*Touchgraph (Show business relationships and
links)

«ServerSniff (Get Tons of webserver specific info
and verification)

*Netcraft ( usage info)

DomainTools (Domain info)

MySpace / Friendster / Twitter (know ya enemy)

I-And SOOO0O0O0 many more

ckflickr® ploxo

T O Ogle Linked ).

a place for friends
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TOUCHGRAPH FOR INTERWEBS.:
TOUCHGRAPH FOR FACEBOOK
http://www.youtube.com/watch?v=Y OsbWWvWdjA



NOT!

Social Networks Are yer Frnd!




Philippe Bogaerts (1)

Senior Field Systems Engineer F5 Metworks /
co-organizer BruCON (http:/fwaea. brucon. org)

Mamur Area, Belgium | Internet

Philippe Bogaerts back atworl @F5 Metworks and shifting gear to
g BruCOM a big success [

Senior Field Systems Engineer at F3

Benny Ketelslegers (2
Networks Cf

IT Security Officer at Retail Belgium + Co-organizing BRUCON at BruconCf

Belgiurn | Infarmation Technology and Serices * Founder, consultant and trainer at
RADARSEC SECURITY SERVICES

ent

. . . t ® |nternational Technical Manager at BeeVWare
Current » [T Security Officer at Hetail Belgium at Bae-Ware CF
................................................................ i « Technical Manager at Risc Technology
Past * |nformation Security Consultant at Belgiurn
Ascure [ * Tarr  Toar Loadr o Toindu
Metwork & Security EngineerTeam Leader at sesall .
\r’anGenechtn_an F'ack_aging | R ; ....é.r.g;F.]..%.._...Lé;;é.ﬁ..gg.é.é;gh;gl ...............................
Metwork Design Engineer at Proximus K} s Koninklijke School voor Onderofficieren
zee all... o KAT
"""""""" dations 14 paople h ded Phil
Education e Centrum voor Levende Talen O O P T P
* Solvay Business School nections A2 connections
. N :|SCZ:I 1sites s My Wehsite
Filip Waeytens (1) see Al » My Company
N - "™ L] 31' Dg
CU'FUUndEr.‘r Bﬂardmember at Bru[:l]n VZ"N ..............................................................................................................................
FIEEIFI|E have recomrmended BEHH'_I,I' lic Profile http:/fwssew. linkedin. com/infxxradar

Gent Area, Belgium | Computer & MNetwork Security

Current * Co-Founder / Boardmember at Brucon p:ffeeeewr. linkedin. comdindbketelslegers

VAW

« Senior Technical Consultant Applications
Security at Telindus Belgacom ICTCT

« team-member at Remote-Exploit

Past = [T/Metwork Security Specialist at
Belgacom CF
s IT security Manager at Esselte O
e Senior Security Engineer at Scanit CF
zee all..

Education « Coloma
« HEMACO

Linked IN Anyone?

Wehsites * Remote Exploit
= My Wiebsite




FACEBOOK

View Guest List

PN GGG Maybe Declined Mot Yet Responded

Soma Auger Add as Friend

B-art Degroote Add as Friend

Filip Verlaeckt add as Friend

Roger Sels Add as Friend
Belgiurm

Philippe Bogaerts &dd as Friend
F5 Metworks

| Brice Mees Add as Friend
Belgium

Brucon {brucon) on Twitter

L nfer . there! brucon is using Twitter, Twitker is a free service that leks wou keepin bouch

¥Yiew All Web Results §



Gathering Physical Intel Onsite



Perimeter Assessment

What do you see when you are walking up to the
target?

Cameras?

Door locks?

What vendors do they use?
What do their uniforms look like?
Hours of business? {5
Security guards?
Gates?
Unlforms’? SOQUTH ELEVATION
Smoking area? e
Parking lot?

% THE WHITE HOUSE %




TOOLBAG for onsite work

«Costumes

ID Cards * A Giant set of B@LL$
*Paperwork « Mylar Balloons

*Lock Picks A Blow Up Doll (not just
sLaptop for breaks on the job)
*Bag «String/Twine

*Phones ( to leave behind) « Helium

sLeave behinds «Cell Jammer

*Biz Cards *Appropriate Cables
«Candy sLineman’s set
eSmokes «Something to record

*A lighter audio




= Goodwillis
the best
costume
department
ever

Costuming




'm sorry, | don't speak your language!




4GB Spy Camcorder

Camera

Remote Observation



Facility Recon and Remote
Resource Copying




Badge Cloning



Dumpster Diving

= An extremely useful source of information.
» Most companies don‘t shred

= Tells you about customers, employees,
vendors, products, and distributors.




Parking Lot Shopping




.l ATET =

iate stager for over-szized stage... (89 bytes)

[*] Sending stage (2834 bytes)

[*] Sleeping before handling stage. ..

[*] Upleoading DLL (B1931 bytes)...

[*] Uplcad completed.

[*] Meterpreter session 1 opened (192 .168.2.108:4444 -> 1582.168.2.

113:1038)

Adobe -

Who Are You?

Mot all of the packages available via

Cydia are designed to be used by all

users. Please categorize yourself so
that Cydia can apply helpful filters.

This choice can be changed from
"Settings" under the "Manage" tab.




PRO-X FULL DETAILS

TOP OF THE RANGE SPYPHONE

orper now: €250 oroer how: €150

Convert this currency to USI] Convert this currency to USI]

LEARH ABOUT SPYPHOHE | No i ALL YOUR QUESTIONS
FEATURES HERE WY AHSWERED HERE

Admin
LIGHT FULL DETAILS | FULL DETAILS

BASIC SPY PHONE PHONFE RUG

EMAIL and Call Logs Spyphone to bug & room oF persan
ant Doy nload Remate ;
S Change SMS Matification

orper now: €100 oroer How: €100cre time)
Convert this currency to USI] Convert this currency to USD

o

Cell phone Bugging




InstaMapper

Demo - HOWTO - Signup - Login + FAQ - Forums - Blog - Contact us

Features

e  \\v\v.opengpstracker.com

Mapper, the object you track is a moving dot on a map, Positions are updated as often as

www.instamapper.com

Cell phone tracking



Scanning for vulnerabilities




If you hack a person, they are harder to

reboot!
* Manipulations points = Vu
" |nterests = Vu
= Habits " 3rc

= Leverage areas
* Points of similarity

= Date Specific events
(social events, etc)

= Ability to manipulate

nerable Apps
nerable Services
Party app usage

Free Sensitive Data

Templates

Stuff to Copy
(Corporate
Communication




Plan your attack




Get ready, Get Set...

= Time and Date

= Character

= Costume

= Methods

= Memorizing Data
* Entrance Strategy

Exit Strategy




This is not a good example of how you should get there.
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Making Copies

» The power of observation is not always as it
seems




Magic of a copy center...

Like Disneyland only for Social Engineering

Everything you need to forge anythingiis in
here

Lamination
Color copie
Cardstock
Cutters

Color Printe ,.




Badge Forgery

RFID
Digital camera pictures
Color copier

..and also, don’t scan
your badge and put it up
on flickr, | will find it....




Execute
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Altach

Fapy AL Fomard (11 Pk~ Ditele )|

: In, [iomar scoound - URGENTY
5] byl reamerd s st [134 KB]

As many of you may be awarg, the [T department at______|is constardly siriing 1o improwe the secunty of our systems i codes to batler profect both
employee &nd chepd indormation As we ngsd complabson of 1hig propse] we ke msde gl

af ENEfiweEnlE 10 [he pasiwond polcy oF your Usef
accourd. To redisce Ehe orgoing nsk to fhe organizatesn, we are askmg everyons to log inko i -{.__I—l wehsile below and confirn the secunfy changes
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LClherd Por sl Login Lmk
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:I T Support =188

eTax Forms

*Health / Benefits Change
*Corporate Parties
*Holiday events

/T Department

Manager / Authority Figures
*Discounts
*Travel / Product Deals




#& Holiday Prize Giveawa!

J File  Edit  VWiew Tools Meszage Help

jgwﬁéwa ()

Reply  Replp &l Fonward Print Delete Previous Mext Addresszes

From: Announcements
Date: Thursday, Movember 20, 2008 4:41 PM

| | [ ]
To: annoucementEpnze. com

I e n I e a C S Subject:  Holiday Prize Giveawayl
Attach: |2ﬂ FrizeGiveaway.xls [133 KE)

&g atoken of our appreciation for all of your efforts and hard work, you have been selected to be entered into a prize raffle. This year we are
awarding mdividuals with fabulous prizes such as LCD flat panel TVs, Apple (Phone, MNintende "Wi game consoles, and more!

Enrollment in the prize giveaway only takes a few seconds. Please review the fabulous prizes in the attached Excel spreadsheet
To enroll in the prize giveaway please click on the following link. We will be choosing winners tomorrow. All winners will be notified via emnail
Prize Giveaway Enrollment

Good luck and Happy Holidays!

| Security % x|

"CiiDacuments and Setkings! |_,Ln:n:a| Settingsi Temparary Internet

FilesiContent, IESIRZIZZZ 14 ecurityImprovements, xls" contains
MaCros,

Macros may conkain viruses, It is usually safe ta disable macros, buk if the
macros are legitimate, you might lose some Functionality,

Enable Macros More Info




Phone a Friend

-l T-Mobile = 7:45 PM = ]

[Caller ID Number To Display .]

| 1 Agc n?r
P;T:S : T?‘.' | wgz

e o KN
THE PHONE (Hlll |

An interactive forum theater p
where YOU determine the Dutcome1




RIST

remote intelligence and surveillance technology

Don't pick up every little bit of trash you
find and think it's your’s.

CDs

USB Keys
Flyers
Promo Items




NLP
*Breathing Techniques

In Person Touch

*Psychosomatic Presence
. Hly pecking this rhino’s JERRVUN
y incessantly pecKing This rhinos *Hypnotism
head, I've broken through to the IR HHSNECIITAR
brain. By "'"{'“F'"I“h"‘? 'HEE surface, Facial Feedback
I can makehim do anything Iwant. Temperature Reading

Communication Stances

I bet you «Satir Comm. Models
can't make «Classic Con’s
him fly and
sing Zeppelin
at the same
Hime.




Please don't call it SE unless it’s
ENGINEERED

KEVIN MITNICK

BRAMND

serving Size
Calories

WARNING: Calories from BS ... 250%

Mot for use in corpomate seftings.

Uze of thi product may cause
unexpected results on your nehwark,
social engineering , and other undesired
activity. Use with caution.

Percentages based on
& hour work day

INGREDIENTS

31337 sauce, el juice, extract of
pOwn, kametree fruit concentrate,
high frucose com symup, caffiene

ENERGY DRINK
For 31337 energy all day long!




A pack of smokes and a lighter will get you
anywhere...

Smoking areas are one of the most insecure
places

Offer a smoke, you just made a new friend

BS with them about their day, they may start
telling you unexpected secrets

They may even hold the

door for you

Smoking .
kills




Lock Picking



Go forthe Gold

Or Start over!













UUSER NAME: USER
NO PASSWORD







How to Find Sensitive Data

» Look inthe good

Spots

= Connected = Search is your friend
Ports/Services = Portal

= TNS/SQL Listeners = Windows Temp

= NFS Mounts

O

|IE/FF Cookie Dir

= Shared Drives = Bookmarks
MY Docs

I .
O

O

Stored PW's




Use What Know S

Exploit Take Picturgoet

Review and Record of EVERYT]
Paper documentation Gain accest

Check out all network
traffic

5% HTTP (5622)

=3 TMAP (0)

E3 LDAP (2)

i pors (0

stk SMB {36)

Telnet {91)
1

A
n ! [
(=] SNMP (225)

—

hink like the Business NOT L Ike a hacker!




The SEXY way

= Automated Tools
= Spyder (Thanks Cornell)
= Vericept
= Any other DLP Solution
= Power Shell Search
= Nessus

= GREP (make regex then.. grep -cEHilrs -f patterns
/[directory/to/search)

dbDataFinder

I .
O

- FileHunter



http://www.dbdatafinder.com/

Questions?.....
Concerns?......
Comments?......

eto RUN?




	RED TEAM TESTING� Chris Nickerson �LAres
	Agenda
	A Little about me . . . .
	Why do SE Testing/Red Teaming?
	Slide Number 5
	What’s Red Team Testing
	Why should I do it?
	Why traditional Testing is Dead
	It’s Just the beginning
	Some Stats
	How to steal a company
	Slide Number 12
	Process
	The METHOD
	THE METHOD: Take the EASY way in.
	Gathering Electronic Intel
	Slide Number 17
	Offsite  Information Gathering
	Slide Number 19
	GOOLAG�Finding Information for fun and Profit:� The new google for analysts and hackers alike.
	Slide Number 21
	Slide Number 22
	Social Networks Are yer Frnd!
	Slide Number 24
	Slide Number 25
	Gathering Physical Intel Onsite
	Perimeter Assessment
	TOOLBAG for onsite work
	Costuming
	I’m sorry, I don’t speak your language!
	Remote Observation
	Facility Recon and Remote Resource Copying
	Badge Cloning
	Dumpster Diving
	Parking Lot Shopping
	iPWN
	Cell phone Bugging
	Cell phone tracking
	Scanning for vulnerabilities
	If you hack a person, they are harder to reboot!
	Plan your attack
	Slide Number 42
	This is not a good example of how you should get there.�
	Making Copies
	Magic of a copy center…
	Badge Forgery
	Execute
	Phishing
	Client Side Attacks
	Phone a Friend
	RIST�remote intelligence and surveillance technology�Don’t pick up every little bit of trash you find and think it’s your’s.
	In Person
	Please don’t call it SE unless it’s ENGINEERED
	A pack of smokes and a lighter will get you anywhere…
	Slide Number 55
	Go for the Gold
	Slide Number 57
	Slide Number 58
	Slide Number 59
	Slide Number 60
	Slide Number 61
	How to Find Sensitive Data�
	Use What YOU Know
	The SEXY way�
	Questions?.....�Concerns?......�Comments?......�Time to RUN?�

