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Introduction

• Which concept of cyberwarfare?

– Cyberwar or cyberattacks?

• Are ``cyberattacks’’ restricted to a 
hypothetical ``cyberspace’’ only?

• Is there such thing as a cybernetic reality 
which would be independent from the real, 
physical world?

– Are our systems and networks an 
``independent’’ territory?

– Would cyberattacks concern virtual worlds only 
(e.g. Second Life)?



Introduction (2)
• How to conduct a cyberattacks? 

• What is the difference with conventional conduc of 
maneuver?

• Is is necessary to create a new army branch
(digital infantry, digital corps of engineer…)? 
– What about planning and conduct of maneuver aspects?

• What is a critical infrastructure?
– Is the concept of “bunker” still a valid one?

• What are the cybertattacks’ targets?

• Does the concept of cyberwar law make senses?

• What about the cyberwarrior’s ethics?



Introduction (3)

• Different views exist but what about their relevance?

• The operational background (military, police) 

COMBINED to the scientific/computer science 

backgroung is essential.

• An intelligence background is useful as well. 

• The talk will be put under that triple view.



Introduction (4)

• Aim of the talk:

– To explain what an attacker can really do.

• Get rid of what you call Ethics! Think like the attacker does!

– To generalize the concept of cyberattack.

• There exist far more critical approaches than website defacing or 

DoS/DDoS attacks.

• Let your imagination play!

– To generalize the concept of critical infrastructure 

• Organizing your systems and networks as bunkers becomes inefficient 

and futile. 



Introduction (5)

• This talk is based on different feedbacks and 

experience:

– Analyses of real cases and military experience.

– NATO InfoOps Course.

– Forensics analysis (technical court-ordered

appraisial).

– Analyses of existing doctrines.

– RESEARCH: from theory to (and for) the 

operational stuff!



Summary

• For a definition of the cyberattack concept.

• Critical infrastructure concept.

• Interdependencies between systems. 

• The different phases of a cyberattack.

– Key role of intelligence.

– Planning.

– Conduct of manoeuver. 

• A few exemples of « bricks of attacks ».

• Conclusion



For a definition of the 
cyberattack concept



Founding doctrine

• Colonels Qiao & Wang

« Unrestricted warfare » (1999)

• « The first rule of unrestricted warfare is that
there are no rules, with nothing forbidden.»

« Today there is nothing in the world that cannot
be considered as a potential weapon. »

Concept of « building the weapon to fit the fight. »



Founding doctrine (2)

(…) if attacking side secretly musters large amounts of capital 

without the enemy nation being aware of this at all and 
launches a sneak attack against its financial markets, then 
after causing a financial crisis, buries a computer virus and 
hacker detachment in the opponent's computer system in 
advance, while at the same time carrying out a network 
attack against the enemy so that the civilian electricity 
network, traffic dispatching network, financial transaction 
network, telephone communications network, and mass 
media network are completely paralyzed, this will cause the 
enemy nation to fall into social panic, street riots, and a 

political crisis. (…)



Concept of war

• Extreme form of communication between
two or more groups to protect or increase
its wealth, its interests or its influence
through action on
– resources (physical component),

– populations (human component),
– minds (intellectual and cultural component),
– territory (space),
– information.

• War ultimate action tagets the real, 
physical world!



Concept of cyberattack

• Attack targeting the real sphere (world). 

– Either directly through an Information and 

Communication System (ICS).

• E.g. : attack against people. 

– Or indirectly by attacking a ICS, one or more 

components in the real world are depending

on. 

• E.g. : attack against the ATM networks.



Concept of cyberattack (2)

• Three intrinsic characteristics:

–Obliteration of the space concept.

–Obliteration of the time concept. 

–Obliteration of the concept ofproof.

• Those are three fundamental

differences with classical

(conventional) war techniques. 



Obliteration of space



Obliteration of space (2)



Obliteration of time

• This primarily concerns the victim:

–Any attack is perceived as sudden and 
immediate.

• The victim can no longer:

–Perform intelligence operation.

–Conduct any maneuver.

• Very limited a posteriori analysis 
(debriefing and forensics).



Obliteration of time (2)

• As for the attacker, ability to go back in 
time (backward time) before the actual
attack time. 

– Immediacy in the conduct of maneuver.

–Delay in planning and intelligence 
phases. 

• The attacks can be prepared months 
ahead!



Obliteration of proof

• In the digital world

– Everything can be falsified.
– The concept of proof does no longer make sense.

• It is possible to usurp or forge any kind of data: 

– IP or MAC address.
– Email address.
– Any document.

• The complexity depends on the security tools in place on the target

system.

• The concept of digital retaliations or legitime defense has no validity.

– Bénichou/Lefranc Introduction to Network Self-defense: technical
and judicial issues. Journal in Computer Virology, 1-(1-2), 2005.



Total dematerialisation

• Cybertattackers exploit that
dematerialisation as musch as possible:
– Stop to be naive!

– Ethics does no longer make sense…

– … and any control attempt as well!

• what about UNO observers?
• what about international courts?

In the cyberspace EVERYTHING is
allowed (« Unrestricted warfare ! »)



Who are cyberwarriors?

• Any individual skilled in ICS

– nearly any student in computer 
science/computer security (graduate and 
undergraduate).

– critical problem of knowledge transfer in 
western university curriculum.

• However having a logistic support for the 
planning and the conduct of maneuver is
mandatory:

– Mafias’, terrorist groups’ and (rogue) state 
support.



Who are cyberwarriors?







Concept of critical
infrastructure 



Classical definition

« Critical infrastructures are the physical facilities
and information technology, networks, services and
assets which, in the event of disruption or
destruction, may have serious impacts on health,
safety or welfare of citizens or the work of
governments. Critical infrastructures are in many
sectors of the economy, including banking and
financial sectors, transport and distribution, energy,
utilities, health, food supply and communications,
and some government services (EC 12/12/2006) »

• Only the target is taken into account! Not its
environment!



Generalized definition

• To take into account human part of a system 
is essential:
– Decision-making level (always target the head!)

• « The fish always rots from the head » (Chinese saying)

– Technical staff.

– Staff with strong media impact (journalists, union 
leaders…).

– ... any human component on which the 
infrastructure relies to function properly.

• Those components are prioritary targets with
respect to the system interdependencies. 



Generalized definition (2)

• Take external components which are (seemingly) 
not critical:

– Subcontractors

– Suppliers.

• Take the political and public (media) 

dimension:
– Strong asymmetry between what the attacker can do and 

what the public power can do. 

– Managing the public opinion is a sensitive matter!

• There is a strong need for a precise mapping
of all interpendencies between those
components.



Generalized definition (3)

• Take external and relocated components into
account: 

– Data centers

– Oversight and supervision services (e.g. Tel. operators)

– Foreign suppliers

– Subcontractors.

– Foreign subcontractors…

• For those components, to establish

– their exact number,

– their reel impact on the interpendencies,

is very complex not to say impossible.   

• No control of their security is actually
possible!



Example: Windows XP

• December 2001 – Arrest of Afroze Abdul 
Razzak, in Bombay.

• Al-Qaida member hired in the Windows XP 

development teams in India.

• At that time, strongly suspected of having
introduced one of the first critical Windows 
XP vulnerabilities .

• This case has never been really clarified.





Example: Windows XP (2)

• Example of critical vulnerability:

Modify the code 

If(VarCritique == fonction (arguments))

{

….

}

into the following one

If(VarCritique = fonction(arguments)) 

{

….

}



Interdependencies of systems



Definition

• All direct and indirect dependencies between a 
target (final goal) and one or more components 
(primary objectives) on which this target 
depends.

• Managed through the dependencies matrix. 

• This matrix is built during the intelligence phase. 

• Enable to identify the non visible  or non obvious
dependencies.

• Strong support of graph theory concepts/tools.

• Application: optimized dynamic management of 
botnets (Filiol et al. – 2007).

• Development of Gorgias tool.



Dependencies matrix

• Let  C0 be a target and c1, c2, c3, c4, ci a given
number of components…

• Those components are physical, human parts, 
services…

• Any matrix entry is defined by

otherwise0

jcomponent on  depends  i  component  if1
ijc

• It is possible to generalize to matrices with integer (non binary) 

entries. 



Dependencies matrix (2)

Trivial but didactic case (sparse dependencies)

C0

Initial matrix Dependency of depth 5
between C0 and C5



Dependencies matrix (3)

Real case (dense dependencies)

C0

Initial matrix 93 dependencies of depth 5
between C0 and C5



• In both cases, there exist a dependency chain
between the target C0 and the C5 component.

• Component C5 is not protected enough against
cyberattacks.

• By attacking C5, the attacker tries to obtain a

« domino effect » by exploiting the existing

dependencies.

• In the real case (dense dependencies), the number

of possibilities is such

– that their exist a large number « variants » for the 
attacker (planning and conduct of maneuver phases).

– The mapping is far too complex to analyse, to provide a 
strong enough defense of target C0.

Dependencies matrix (4)



The different phases of a 
cyberattack



Backward time

• The attacker plans his attack with an inversed
time vision.
– How to plan in time in order to achieve the desired final 

effect?
– Think as chess player! 

• For the victim, the attack must appear sudden
and unaccountable.

AttackAttacker’s planning Analysis of the attack

T0T-∞



Intelligence phase

• It is an essential one since it enables to 

– identify critical components,

–build the dependencies matrix,

– to provide information for the planning 
and the conduct phases.

• Strategic upstream intelligence.

• Tactical intelligence (current action). 



Intelligence phase (2)

• Nature of intelligence: 
– Technical intelligence.

– Human (blogs, social networks, public places…)
• Just exploit the lack of professional discretion and of 

security backgroung (culture). 

– Open documents (e.g: public market offer)

– « Ambient » intelligence.

• Goal: to gain a precise image of the 
intended target whatever the aspect is. 
– Static image

– Dynamical





Intelligence phase (3)

• Gather technical intelligence:
– Very easy when you where to look!

– Used hard drives.

– Innocent looking file. 

– …

• Example: MAC address MAC at the 10th

Downing Street (CICR22).

• A large number of real cases.

• Facilitated by most of the Operating 
systems or so-called « security » software.









Planning phase

• Very essential phase too, its goal is
– to plan the general structure of maneuver, 
– to generate the required forces,
– to coordinate the different attacks bricks,
– to coordinate with the conventional pieces of the attack,
– to integrate the conduct of maneuver in the early phase:

• Management of the unexpected.
• Choice of variants.

• Actual work of a B5 HQ.
– The part strictly devoted to the cyberattack is managed in 

the context of the global effect to achieve.

• NATO InfoOps Vision translated into Black InfoOps.



Conduct phase

• It is the proper operational part.

• It is NOT a separate part BUT it
always support another part of the 
action course.

– Improvising is forbidden!

• Take part to the intelligence 
gathering.



Conduct phase (2)

• In the context of cyberattack, apply the 
partionning approach. 
– Prevent any coherent and global view of the 

intended target. 

– Maintain the attacker’s anonimity.

• Two kind of forces:
– Supply or support forces.

– Chock forces ( infantry/cavalry).

• Consider the same approach/techniques as 
in Infantry/Cavalry.

• Use spoofing techniques or incriminate third
parties.



A few exemples 
of « bricks of attacks ».



Cases studies

• Eric Filiol – Frédéric Raynal  (2009) « Cyberguerre : 
de l’attaque du bunker à l’attaque dans la 
profondeur ». Revue de Défense Nationale, mars 
2009. 

– Example of cyberattacks against a military operation.

• Eric Filiol (2009) Operational aspects of
cyberwarfare or cyber-terrorist attacks; what a
truly devastating attack could do? ECIW 2009, 8th

European Conference on Information Warfare and
Security, Military Academy, Lisbon, Portugal, 6-7
July 2009.
– Example of cyberattacks against civilian targets.



General Strategy
• A systematic attack against a state or its national

infrastructures is generally performed in three main steps:

– Step 1: desorganize or disrupt transportation networks.
• Railway, air control, road light traffic, communication networks…

– Step 2: attacks against the financial systems and against the 
communications networks. 

• Stock market exchange, telephone networks… 

– Step 3: attacks against resources and services distribution.
• Water supply, gas distribution, nuclear plants, electricity…

• Basically target anything which is managed by or depends on 
one or more ICS. 
– In other word quite everything!

• Everything elese is collapsing (domino effect).
• Target all infrastructure components!



A few « bricks of attacks ».

• Attacks against people
–Attack of the home computer of the union 

leader of big company (by putting 
sensitive data into his computer).

–Denounciation, press is alerted (by 
attackers).

–Strikes are triggered.

– False proofs are put that show that the 
company staff is involved.

–Strikes are becoming worse, 
demonstrations, blocking of the plant...





A few « bricks of attacks » (2)

• Attack against a small high technology, innovative
company (start up) in order to make it disappear
or to buy it.

• Attack far ahead to the desired effect.
– Attack of the company CEO and development engineers’s

computers. 

– Deposit of data accrediting the use of sofware piracy and 
software counterfeiting. 

– Denounciation + alert the media/press. 

– Lawsuit with respect to the LCEN (Penal code + 
Intellectual property Code).

– Prosecution.

– Financial exhaustion of the target company by a lengthy
legal process.

– Bankruptcy or the target company!



A few « bricks of attacks » (2bis)

• Attacks against persons seek to put off for a long 
period any person who has a critical role in the 
management of a critical infrastructure 
(particularly during crisis).
– Target the home computer.

– Target the mobile computers.

• The timing of these attacks must be carefully 
planned and coordinated.

• In this context, the concept of bunker remains 
illusory.



A few « bricks of attacks » (3)

• Triggering riots or clashes (blocking communication 
routes or areas).

• Deposit racist, violent, community video files on 
very visited websites.

• VinceNail vs Morsay case (since 2008 Q4).
– Insulting/racist videos uploaded on DailyMotion

– Morsay’s (violent) answer.

– Vince’s (violent) counter attack.

– …

– Limited riots in sensitive suburb areas.

• Exploit  the news.

• A large number of cases.





Other « attack bricks »     



Other « attack bricks »  (2)



Other « attack bricks »     (3)



Autres « briques de base » (4)



Other « attack bricks »     (5)



Other « attack bricks » (6)

• These cases can be systematized and coordinated 
for a devastating effect.

• Combination and coordination of these bricks at the 
planning stage.

– Imagination and tactical richness have the power!

• Importance of the management of the unexpected
and of the variants planning.

– Ability to change/modify the mission in action.

• The technical vision alone (hackers, pirates) is 
insufficient.

– Requires a real strategic and tactical thinking (doctrine).



Conclusion



How to protect ourself?

• First of all, is it possible to protect ourself easily?

– No if we accept our dependence on ICS as 
inevitable.

– That is where lies the actual difference between
Estonia and Georgia !

• The key factor is to exploit the human component 
totally and without any rectriction!

• Exploit and generalize the InfoOps power as 
well as the classical Humint techniques.



How to protect ourself? (2)

• Waht about the ability to resist when using non controlled
systems (hardware and software, standards…):

– Operating systems.

– Security software.

– Cryptologic concepts…

• Protection is a matter of digital sovereignty first!
– It is more a concepts/standards issue than a product issue. 

« The power of a country lies in its ability to impose 
standards »

Bernard Carayon (MP) – SSTIC 2004



How to protect ourself? (3)

• Economic revolution. It is critical to

– Make critical company come back to National soil as well as 
the national critical resources.

– To forbid subcontracting with respect to the national 
scientific/technical critical resources:

• Data centers

• Oversight and supervision centers.

• …

• Cultural revolution:

– Create a culture of security and professional discretion, as a 
priority among policy-makers…

– … as well as the notion of economic patriotrism!



Thanks for your attention!

Questions … and answers!


