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Who The Heck Am I?

� Paul Craig

� Principal Security Consultant – Security-Assessment.com

� Based in New Zealand

� I lead the Security-Assessment.com penetration testing teams.

� Avid hacker and technology enthusiast.� Avid hacker and technology enthusiast.

� Contact Me?

� paul@ha.cked.net

� http://ha.cked.net
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Agenda

� Background

� My affair with Kiosks

� Hacking Kiosks

� Objectives of Kiosk hacking.

� How we do it.� How we do it.

� What about Linux Kiosks?

� Kiosk Hacking Demos

� Popping shells on the most popular Kiosks.

� 5 Kiosks, as many shells as possible.
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Kiosks, iKAT and Me

� My affair with Kiosks began two years ago.

� “Damn those Airport Internet Kiosks are popular”

� “Bet I could hack that….”

� “Armed Asian police probably wouldn't like that”

� 16 months of hacking VM Kiosks at home later.� 16 months of hacking VM Kiosks at home later.

� Found common weaknesses in all Kiosk products.

� Turns out, you can hack every internet Kiosk!

� Its not even that hard.

� 100% hackable.
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� Kiosk vendors try to implement security features.

� Vendor websites tout security features.

� Security is also a functional requirement, and taken seriously.

� Its also a selling point, “secure” Kiosks are not cheap kiosks.
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� Kiosks are designed with two types of security.

� User Interface Security

� Graphically jailed into a Kiosk interface.

� Cut-down/reduced functionality desktop.

� Custom “Start” bar, full screen Kiosk application.

� No way to get back to “Windows” or run explorer, cmd.exe

� Activity Blacklist

� Everything you do is monitored, unlawful activity is prohibited.

� “Access to C:\ has been denied!”

� Configurable blacklists set to monitor:

� Windows/Buttons you click.

� Processes running.

� API’s being used.
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� I found three core security issues with all Kiosk vendors.

� Blacklists don’t work.

� 100 different ways to do anything on any OS!

� A Kiosk blacklist must stop EVERY method, they don’t.

� Websites visited from the Kiosk are not factored into the security model.� Websites visited from the Kiosk are not factored into the security model.

� Kiosk rely on default browser security policy when dealing with 
remote sites.

� This policy was not designed for a Kiosk/public environment.

� Underlying browser technology implements security by “User Interaction”

� Browser will trust the Kiosk user.

� “Are you sure you want to run this?”

� Don’t trust what I say!
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� My research was released in the form of a tool.

� Technically, its a website you visit from a Kiosk.

� Interactive Kiosk Attack Tool - http://ikat.ha.cked.net

� Exploits the three core Kiosk security weaknesses.

� Designed to pop shell on a Kiosk as fast as possible.

� Invaluable when auditing the security of a Kiosk.

� Its also free to download, if you want your own version.

� “iKAT Portable”
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� iKAT v1.0 launch 2008 – Defcon 16

� Kiosk research released at Defcon

� I showed the world iKAT.

� Rivera Kiosk hacked seconds after my talk!

� 23 Las Vegas Strip Kiosks hacked.

� iKAT popped shell anywhere in Vegas, in seconds. 

� HTTP logs show iKAT is being used, a lot, everywhere in the world.

� 4 Windows Kiosk vendors have extensively used iKAT

� New versions of Kiosk software released, blocking the URL.
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� “Submit your hacked Kiosk”

� I wonder who would tell me what Kiosks they hacked with iKAT?

� Purely voluntarily information.

� Logs indicate Kiosks hacked at� Logs indicate Kiosks hacked at

Lots of Hotels, Motels, Train Stations,

Libraries, Airports, Café’s, Malls, 

Universities, high schools, event centers.
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� “Paul, why the f&!# do you want to hack Kiosks?”

� Industries that use Kiosk software.
Cities Steel Industry Real Estate

Media Insurance Food & Drink

Churches Health Sector Consulting

Vending Machines Banking/Financial Services Electronics

Welfare Services Automobile Accommodation

Museums Government Authorities Communication

� NASA, Army, Navy, Calvary, Air Force, Government, Banks.

� Kiosks may be connected to a desktop LAN environment.

� Ideal network entry point. 

� No one else seems to be hacking Kiosks.
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� How iKAT Works:

� Employs everyday browser/client side technology.

� ActiveX , Java Applets, ClickOnce .NET

� JavaScript, VBScript, Flash

� URI Handlers, File Types

� iKAT Tries To Make ‘Stuff Happen’

� Interact with the Kiosk!

� Spawns processes!!

� Working within the boundaries of the Internet Security Zone.

� Provides an ‘escape path’ from a graphically jailed environment.

� Reliably produces a shell.
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� Java, ActiveX, ClickOnce, WPF

� Capable of spawning local processes.

� “Spawn Cmd.exe”

� Only ActiveX requires administrative authority.

� Most Kiosks will have either a Java runtime, or a .NET runtime � Most Kiosks will have either a Java runtime, or a .NET runtime 
installed.

� Client side runtimes can be detected

� If the runtime is installed, you win.
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� I have discovered the full potential of notepad.

� Common dialogs run applications.

� File Open/File Save = Explorer

� File View control is Explorer

� Notepad is a web browser!

� Thanks to WebDAV

� Download/Upload files

� Remote URI’s are supported.

� http://, ftp://
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� Using file type handlers

� Kiosks may let you download certain file types. 

� iKAT ‘offers’ the Kiosk over 100 different files. “Automatic Execution”

� Web enabled playlists� Web enabled playlists

� iKAT.ASX (Playlist file)

� WMP as a a web browser.

� In a lower security zone!

� Allows cmd.exe to spawn
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� Word documents – iKAT.docx

� Kiosk has Word installed? Word viewer?

� Binary objects (cmd.exe) embedded within.

� Click, Click, shell.

� Help files – iKATHelp.chm� Help files – iKATHelp.chm

� Perhaps you can download help files?

� iKAT help will spawn processes.

� Browse the file system

� Very helpful.

� iKAT supports many more file type tricks.

� Over 100 different file types!
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� Using Protocol Handlers (URI Handlers)

� We can invoke URI handlers by clicking external handler links.

� mailto:// will spawn your default mail client.

� Which may contain a common dialog.

� hcp:// will spawn the Windows help.� hcp:// will spawn the Windows help.

� Search for ”Command Prompt”

� “Click here to launch command prompt”

� mms:// will spawn Microsoft Media Player.

� Applescript:// will spawn the OSX AppleScript tool.

� iKAT automates URI handler invocation.
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� Unhandled Exceptions

� The fastest way to escape a Kiosk jail, is to just crash it!

� “Emo Kiosking”

� Create an unhandled exception in the browser, or any of its plug-ins.

� Who here has ever crashed a browser?� Who here has ever crashed a browser?

� Flash, ActiveX

� Java, JavaScript

� PDF files

� HTML Rendering

� Malformed Images

� Crash the Kiosk, Kiosk freaks out, Windows desktop.

� Only some Kiosks monitor unhandled exceptions, many do not. 19



� Which Shell To Pop?

� Kiosks try to block access to the console/command prompt.

� Native OS permissions on cmd.exe

� Hook calls to CreateProcess/AllocConsole

� Group policy/Registry Settings.

� iKAT tries 17 methods to get shell.

� Custom none-console shells

� Modified Windows console.

cmd.exe command.com win.com

cmd.exe

win.com

command.com

Loadfix.com

start.exe

sc create testsvc

binpath= "cmd /K start" 

type= own type= 

interact

loadfix.com

cmd.exe

loadfix.com

command.com

start 

loadfix.com

cmd.exe

start loadfix.com

command.com

start

loadfix.com

cmd.exe

%COMSPEC

%
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� “You cant hack my Kiosk, its a touch screen!”

� How do I navigate to http://ikat.ha.cked.net

� Without a keyboard?

� Select a letter� Select a letter

� Drag to an input field

� Google

� Agile fingers required!
� Touch screen = hack-able
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After the iKAT v1.0 Release

� Oh yeah mate?

� “Windows was designed for people at home”

� Most 15-year-olds can hack Windows.

� All OS’s are insecure!

� Physical access = You Win.
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� Hacking Linux Kiosks.

� Linux Kiosks are based on Mozilla/FireFox.

� Linux browsers have less functionality than Windows.

� ClickOnce, ActiveX, VBScript don’t exist.

� It took me over a week to break SiteKiosk 7 

� “Linux should take me months.”

� I tried to hack 8 different Linux Kiosks.

� All 8 Kiosks allowed command execution!

� 2 root privilege escalation vulnerabilities discovered! 

� I was expecting more..

� Kiosks were often built on default unhardened Linux installations.

� Wtf I thought Linux guys were hardcore.
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� Hacking Linux Kiosk’s 

� Objective: Spawn /usr/bin/xterm

� Accessing about:config

� Reconfigure Mozilla/Firefox to spawn xterm!

� Define an external view_source.editor.external.path� Define an external view_source.editor.external.path

� “View Source” -> Shell

� Define external handler for a file type .pdf -> /usr/bin/xterm

� Define protocol handler for mailto:// -> /usr/bin/xterm

� Disable silent printing.
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� Only one Kiosk allowed direct access to about:config ����

� about:config is an alias to chrome://global/content/config.xul

� Blacklist approach fails again.

� chrome://global/content/config.xul

� chrome://browser/content/preferences/preferences.xul� chrome://browser/content/preferences/preferences.xul

� Works on almost every Linux Kiosk tested! 
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� about:cache

� Read Memory, Disk, Offline cache information

� See previous requests made by other Kiosk users.

� Detailed information regarding the browser activity.

� about:cache?device=disk� about:cache?device=disk

� about:cache?device=memory

� about:cache?device=offline
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� iKAT Firefox Extension

� Some Linux Kiosks allow you to install your own FireFox Extensions!

� iKAT FireFox Extension for Windows & Linux

� FireFox XUL using Process.init to spawn /usr/bin/xterm!

� Java

� Signed Java applets can also spawn /usr/bin/xterm
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� Hang on, Is this 0day?

� Accessing chrome:// is not 0day

� Firefox is acting COMPLETELY as expected.

� Internet Explorer was designed to run .NET Applications

� .NET tools are running in the correct security zone.� .NET tools are running in the correct security zone.

� Java is capable of spawning processes.

� Everything is functioning as it was designed.

� These are features of the platform and the environment.

� Kiosks are fundamentally insecure

� Built on operating systems which trust local users.

� Authenticated local users should not be trusted.
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� Photo Kiosks

� It’s a Kiosk, fuck yeah, why not.

� Most run Windows.

� Its shouting ‘Hey Paul Hack Me’

� No internet connection.� No internet connection.

� Input vectors:

� Memory card

� CDRom

� USB

� May hold customers photos!
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� Introducing iKAT Photo

� Designed to aid exploitation of Photo Printing Kiosk’s!

� Extract it to a USB Stick/Memory Card

� Contains:

� Autorun.inf

� iKATPhoto.exe� iKATPhoto.exe

� All the iKAT Kiosk hacking tools.

� Heaps of malformed images.

� 100% touch screen centric.

� Automatic exploitation through Autorun.inf

� Manual exploitation using Common Dialogs.

� Unhandled exception through malformed images.
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� Conclusion:

� Kiosks can be hacked, you saw me do it in heaps today!

� Do not use Kiosks for sensitive, private information.

� Do not keep Kiosks on shared network infrastructure.

� Minimize your risk, because Kiosks are not secure.� Minimize your risk, because Kiosks are not secure.

� If you run a Kiosk, take security seriously.

� Your Kiosk is hack able, I promise you.

� Use iKAT yourself and witness the magic.

� iKAT portable available: Download and host your own iKAT!
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� Questions ?

� Email me: Paul@ha.cked.net

� iKAT: http://ikat.ha.cked.net
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