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Agenda

Web Exploit Delivery
Current Detection bypass techniques
NG Exploit Delivery (Script Fragmentation)

Note: The Perspective of this talk is as an 
attacker not as a defender
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Successful Web Exploitation

The vulnerable service or application is:
1) Active 
2) Accessible

The exploit is:
1) Reliable
2) Undetected
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Successful Evasion…

Passing content over the network that is 
indistinguishable from benign traffic or 
unable to be processed.
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Undetected ‐ Current methods

Content
Obfuscated code
Polymorphic obfuscation
Encrypted

Network
Serve content Once per IP
Fast fluxing domains

Misc.
Browser detection targeting
Crawler detection
VMWARE detection



Attackers in a web 1.0 world



Web 1.0 client/server 
communication
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• Web Server• Browser

HTTP/1.1 200 OK

GET / HTTP/1.1



Web 1.0

Synchronous
Click
Submit
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1 Request / 1 Response
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1 Request / 1 Response
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• Web Server• Browser

GET / HTTP/1.1

HTTP/1.1 200 OK



file on disk

C:\Documents and Settings\<USER>\Local 
Settings\Temporary Internet Files
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One‐step content transfer
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Compromise/Injection
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Iframe injection
Script injection

Compromised Site• Browser •Exploit Site



Detection Bypass Technique

Obfuscation
Polymorphic Obfuscation



Obfuscated malicious code
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Obfuscated malicious code
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• Remove white space
• Rename variables
• Rename functions
• Add anti-debugging
• Encode values
• Substitution cipher
• replace function



Obfuscation response

Security companies created simple JavaScript 
engines within their products

Detect known obfuscation algorithms

…BUT for the most part obfuscation is a successful 
technique to bypass detection

Is there more that attackers can do to foil
detection?



Multi‐part Attacker response
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• Web Server• Browser

GET / HTTP/1.1

HTTP/1.1 200 OK



Multi‐part Attacker response
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• Web Server• Browser

GET / HTTP/1.1

HTTP/1.1 200 OK



N Requests / N Responses

27

• Web Server• Browser

HTTP/1.1 200 OK

GET / HTTP/1.1

HTTP/1.1 200 OK

GET / HTTP/1.1

HTTP/1.1 200 OK

GET / HTTP/1.1

HTTP/1.1 200 OK

GET / HTTP/1.1

HTTP/1.1 200 OK

GET / HTTP/1.1



Multi‐part Attack Example
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Iframe contains more iframes
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Iframe contains +scripts 
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Current Techniques
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1) Obfuscation
2) Encryption
3) Multi‐part

But Is there EVEN MORE that attackers can
do to foil detection?



Enter Web 2.0



Web 2.0 Websites

Client fetching content from multiple Servers
Servers receiving content from Client
Gadgets 
Widgets
Mashups
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Web 2.0 ‐ Asynchronous
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Attacker in a Web 2.0 Universe

Exploit UGC
Exploit Transitive Trust
Exploit Free access/accounts
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Attacker in a Web 2.0 Universe

Exploit UGC
Exploit Transitive Trust
Exploit Free access/accounts
NO CHANGE – Exploit Delivery 

39



Web 2.0 Exploit Delivery



Definition

Script 
Active Content e.g. JavaScript, VBscript, etc.

Fragmentation
Little chunks of data

Script Fragmentation == Malicious AJAX
(Note: The use of AJAX for malicious use was briefly  mentioned at Toorcon 2007)

41



Familiar Fragmentation

Similar to TCP Fragmentation

TCP Fragmentation – Network layer
Script Fragmentation –Application layer
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Application Fragmentation

Asynchronous communication
Building custom protocols on app layer
No Standard (No RFC)

Browsers allow an unknown entity to execute 
arbitrary code (JavaScript) on the clients 
machine once it arrives – this is by design.



5 minute JavaScript lesson



Basics…

HTML
Browser Document Object Model (DOM)
JavaScript/JSON
Remote Requests ‐XMLHTTPRequest (XHR)
Cross‐Domains Requests ‐XDomainRequest 
(XDR)
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Basic HTML document and DOM
<html>

<body>
<div id=“target” />

</body>
</html>
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<html>
<body>

<div id=“target” />
</body>

</html>

HTML

DOM



JavaScript can change DOM
<script>
var d = 
document.getElementById(“target”);

var n = 
document.createElement(“script”);

n.text = “alert(‘test’);”
d.appendChild(n);
</script>
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New DOM
<html>

<body>
<div id=“target”>

<script>
alert(‘test’);
</script>

</div>
</body>

</html>
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DOM



Basic HTML document
<html>

<body>
</body>

</html>
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JavaScript can execute directly
var text = “alert(‘test’);”
eval(text);

50



DOM stays the same
<html>

<body>
</body>

</html>

51



The power of scripting
var text=“ale” + “rt(“ + “‘te” + 
“st’” + “);”

eval(text);
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XML HTTP Request Object
var client = new XMLHttpRequest();
client.onreadystatechange = handler; 
client.open("GET", "test.cgi");
client.send();
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var client = new XMLHttpRequest(); 
client.open("POST", "/log");
client.setRequestHeader("Content-Type", 

"text/plain;charset=UTF-8"); 
client.send(message);



XML Domain Request Object
var xdr= new XDomainRequest();
Xdr.onload= handler; 
xdr.open("GET",“http://test.com/test.cgi");
xdr.send();
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var xdr= new XMLHTTPRequest();
xdr.onload = handler; 
xdr.open("GET",“http://test.com/test.cgi");
xdr.send();



Lesson complete!
Phewww!@



Dynamic retrieval of data

<script>

xmlhttp.open(“GET”, “/index.php?q=2+2”, true);

var response = xmlhttp.responseText;

</script>
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“4”

•GET /index.php?q=2+2

Web ServerBrowser



So what can we do with 
dynamic retrieval of data?



Script Fragmentation attack
1. Store malicious content on server

2. SERVER: Serve client webpage with script fragmentation decoder routine.

3. CLIENT: Use XMLHTTPRequest object to request only small chunk of 
malicious content from server

4. SERVER: respond with requested chunk of malicious content

5. CLIENT: Use JavaScript variable to save chunks of data and continue to use 
JavaScript and XMLHTTPRequest object to request new chunk of data until 
there is no more data

6. CLIENT: Execute resulting code once all data is received
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Step 1

Store malicious content on server
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Web Server



Step 1
Store malicious content on server
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Web Server



Step 2
SERVER: Serve client webpage with script 
fragmentation decoder routine.
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•<DECODER>

Web ServerBrowser



Script Fragmentation decoder 
routine
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Steps in action
Step 2) CLIENT: use XMLHTTPRequest object to request 
only small chunk of malicious content from server

63

•GET /index.cgi?o=0&rl=3

Web ServerBrowser



Steps in action
Step 3) SERVER: respond with requested chunk of 
malicious content 
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•“var”

Web ServerBrowser



Steps in action
Step 4) CLIENT: store chunk and continually request 
more chunks until there is no more data.
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•GET /index.cgi?o=3&rl=3

•var text = “var he”;

Web ServerBrowser

•“ he”



Steps in action
Step 4) CLIENT: store chunk and continually request 
more chunks until there is no more data.
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•GET /index.cgi?o=6&rl=3

•var text = “var heapS”;

Web ServerBrowser

•“apS”



Steps in action
Step 4) CLIENT: store chunk and continually request 
more chunks until there is no more data.
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•GET /index.cgi?o=9&rl=3

•var text = “var heapSpra”;

Web ServerBrowser

•“pra”



Steps in action
Step 4) CLIENT: store chunk and continually request 
more chunks until there is no more data.
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•GET /index.cgi?o=12&rl=3

•var text = “var heapSprayTo”;

Web ServerBrowser

•“yTo”



Steps in action
Step 5) CLIENT: execute resulting code once all data 
is received.

69

•// Method 2
•var div = GetElementById(‘target’);
var n = document.CreateElement(“script”);
n.text = text; 
div.appendChild(n);

•// Method 1
•eval(text);

Browser



Options for data transfer
RAW (user‐defined)
XML
JSON
Etc.
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RAW data format
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•GET /index.cgi?o=0&rl=3&u=guid

Web ServerBrowser

•“var”



XML data format
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•GET /index.cgi?o=0&rl=3

Web ServerBrowser

•“<Data eof=“0” text=“var” />”



JSON data format
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// S = server resp.
var data = eval(S);
var text = data.text;

•GET /index.cgi?o=0&rl=3

Web ServerBrowser

•“{ 
• eof : “0”,
• text : “var”
•}”



Beyond the basics

Hide Decoder in Flash/PDF files
Randomize sequence of offsets
xor/encrypt data
Previous fragment contains decryption key 
for next fragment
Spread data across multiple web servers 
(botnet) (XDR)
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Demo
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No Script Fragmentation



With Script Fragmentation

Proof of concept (POC) exploited within 10‐
20s
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AV won’t detect Script 
Fragmentations

Initial page will hold decoder routine in script 
tag and then blank body.
The file on disk will never change
DOM in memory will never change 
(if using eval)

NO SUBSTANTIAL CONTENT 
TO SCAN AS MALICIOUS!
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Generic Decoder

Make decoder use a framework
Will make decoder generic

The less custom code, the harder it is to detect

Prototype
Dojo Toolkit
Yahoo UI
Etc.



Basic JS Engine

Simple JS Engine at gateway can’t hold that 
much state
Public JS Implementations are faulty –Check 
out Billy Hoffman’s talk at Blackhat 2008 
Vegas

80



Victory!

Script Fragmentation is a very successful 
evasion attack that current desktop and 
gateway AV do not detect.
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Final Remarks



Future Defenses

Better JavaScript emulation!@!
Gateway/Worker Gateway defense 
combination
Gateway/Client defense combination
Desktop AV have to inspect DOM/JS Engine
Browser vendors have to better expose 
DOM/Scripting functionality.
White list Active Content (e.g. NoScript)
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Thank you.

Questions?

Stephan Chenette, Websense Labs
schenette@websense.com
http://securitylabs.websense.com/

84

mailto:schenette@websense.com
http://securitylabs.websense.com/

	Script Fragmentation �Fear the New Web Attack Vector
	Agenda
	Slide Number 3
	Slide Number 4
	Successful Web Exploitation
	Successful Web Exploitation
	Successful Web Exploitation
	Successful Web Exploitation
	Successful Web Exploitation
	Successful Evasion…
	Undetected - Current methods
	Slide Number 12
	Web 1.0 client/server communication
	Web 1.0
	1 Request / 1 Response
	1 Request / 1 Response
	1 Request / 1 Response
	file on disk
	One-step content transfer
	Compromise/Injection
	Detection Bypass Technique
	Obfuscated malicious code
	Obfuscated malicious code
	Obfuscation response
	Multi-part Attacker response
	Multi-part Attacker response
	N Requests / N Responses
	Multi-part Attack Example
	Multi-part Attack Example
	Iframe contains more iframes
	Iframe contains more iframes
	Iframe contains +scripts 
	Slide Number 33
	Current Techniques
	Slide Number 35
	Web 2.0 Websites
	Web 2.0 - Asynchronous
	Attacker in a Web 2.0 Universe
	Attacker in a Web 2.0 Universe
	Slide Number 40
	Definition
	Familiar Fragmentation
	Application Fragmentation
	Slide Number 44
	Basics…
	Basic HTML document and DOM
	JavaScript can change DOM
	New DOM
	Basic HTML document
	JavaScript can execute directly
	DOM stays the same
	The power of scripting
	XML HTTP Request Object
	XML Domain Request Object
	Slide Number 55
	Dynamic retrieval of data
	Slide Number 57
	Script Fragmentation attack
	Step 1
	Step 1
	Step 2
	Script Fragmentation decoder routine
	Steps in action
	Steps in action
	Steps in action
	Steps in action
	Steps in action
	Steps in action
	Steps in action
	Options for data transfer
	RAW data format
	XML data format
	JSON data format
	Beyond the basics
	Demo
	No Script Fragmentation
	With Script Fragmentation
	AV won’t detect Script Fragmentations
	Generic Decoder
	Basic JS Engine
	Victory!
	Slide Number 82
	Future Defenses
	Thank you.

