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A reputation that took decades to builg
can be threatened by a single event
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Reputation: is the opinion (more technically, a
social evaluation) of the public toward a
person, a group of people, or an organization.
It is an important factor in many fields, such as
business, online communities or social status.



Reputation: is the opinion (more technically, a
social evaluation) of the public toward a
person, a group of people, or an organization.
It is an important factor in many fields, such as
business, online communities or social status.

Online Reputation is a factor in any online community
where trust is important. Examples include eBay, an auction
service which uses a system of customer feedback to
publicly rate each member's reputation.
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Best thing since
sliced bread?

“Reputation systems are the future
defense against
malicious code and SPAM”

“You are only as good
as your reputation”

“Reputation is the next stage in the antivirus evolution”
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Looking for Firefox or Thunderbird? You'll find them and a whole lot more at Mc

Mozilla Foundation Mozilla Store Other Mozilla Software

The Mozilla Foundation provides overal et F 0 -
support for Mozil pen source software

projects.
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Good *or* Bad

You are welcome to write some comments on the IframeCash
program.

THICIVOA QL 1TIidnaciviid

Looking for Firefox or Thunderbird? You'll find them and a whole lot more at Mozi

We welcome your suggestions that help us to improve money
earnings with the IframeCash. Just leave here a message how
are you doing with the IframeCash and share your knowledge
with other webmasters.

Mozilla Foundation Mozilla Store

The Mozilla Foundation provides overall
t for Mozilla open source software

re about the Foundation...

IframeCash

* % %

Mozilla.org Russian Business Network
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Learning Center, get the free
Visual Studio Express Edition
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Good *gone™ Bad

Jobs FAQs Abowt us Comats Site map
Source of: http://www.dolphinstadium.com/ - Firefox

—
DOLPHIN STADIUMT jit View Help

<HEAD>
script defer type-"text /a
script src="/ssi/dhtml " language=

anguage~"]:

<title>Dolphin Stadium</title>
meta http-equiv="Content-Type" content=
<link href=
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—-.--L«J&l f‘w_i | ——

AV d ¥/
‘e E
.

- SELECTYOURSERT, »

Super Bowl Site Owned from China
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Security Decisions

Web Reputation

Email Reputation
Domain Reputation
Bonus: Binary Reputation
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mysql>



mysql> SELECT COUNT FROM vurldb
WHERE hostname RLIKE

'(.+\.)?(googlepageslgeocitieslyahool
facebooklmyspacelgooglellive)\.com'

AND category IN ('Malicious Web Sites',

Spyware', 'Keylogger') AND
add_date BETWEEN 2008-02-01' AND
2008-02-29';

mysql> 3032
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The BLOG TAIL /WEB TWO
DOT UH OH

)gle dan's Google Account

Personal information - Edit My products - Edit

Blogger
@ Calendar

I Docs
™M Gmail -
Change password *® iGoogle -
Change security question
+ Page Creator -
« Picasa Web Albums -

Blogger: Allows embedded URLs to malicious code
Calendar + DOCS: allow embedded malicious code
GooglePages: allows upload of malicious code

Picasso Albums: allow embedded URL’s to
malicious code
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What'’s the Problem ?

The webs most visited sites are increasingly being used
to host malicious code

Spammers, and malcode groups have wised up to
industry use of reputation and are exploiting it

> 50% of malicious websites are compromised
/0% of top 100 sites rely on user uploaded content
P Y P

Most top sites have poor, if any, input validation



eBay input validation

eBay is unquestionably one of the most
popular websites (high reputation)

eBay does some input but not in real-time

) eBay - New & used electronics, cars, apparel, collectibles, sporting goods & more at low prices - Mozilla Firefox

Buy Sell My eBay Community Help

@ Live help | Site Map

All Categories v rch | Advanced Search

—

eBay Security &

Categories v | Motors | Express Resolution Center

Shop your Favorite Categories My eBay at a Glance

Start shopping now or learn how to us

Antiques

Don't just shop. Win!
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Seller Reputation

We blogged in the past of sellers making
their reputation go from 0 to “Power Seller”
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‘make me a
power seller”

¢




Congrats, your have been Owned

) eBay > Create your listing - Mozilla Firefox
File Edit View History Bookmarks Tools Help

a1

E - M ¢ u‘u\ &Y http://cqiS.ebay.com/ws/eBayISAPI.dI

+ Describe the item you're selling Add or remove options | Get help

Standard HTML

"% Check spelling

<html xminsv="urn:schemas-microsoft-comvml">

</object>
< St}'le -

.:: St}-le;‘
<'head>
<body>

<]




Adding malicious listings to eBay

) http:/ [ previewitem.ebay.com - Used Paper clip - Mozilla Firefox

Preview

(i) This listing is for preview only
This is how your page will look to buyers. Your item has not yet been submitted. To submit or edit your listing, please close the preview window
and use the "Edit" links or "List your item" button

J

Listed in category: Business & Industrial > Office, Printing & Shipping > Other Office Products

Used Paper clip ltem number: 51537508602

This item is being tracked in My eBay

Meet the seller
Starting bid US $49.99 Seller schenette ( 5 )

Your maximum bid: US $|— ‘W Feedback: 100% Positive
AL TELIL LY ace =i Member:  since Nov-16-98 in

(Enter US $49.99 or more United States
; - . \ See detailed feedback
m End time B Ask seller a guestlon
Add to Favorite Sellers
View seller's other items

Shipping costs Check item description and payment
instructions or contact seller for details

United States
ltem location Newport Beach, CA, United States
History 0 bids

Buy safely

1. Check the seller's reputation
Score: 5| 100% Positive

View larger picture See detailed feedback

You can also Watch This Item | 2. Learn how you are protected

Get mobile or IM alerts | Email to a friend ~Shop without sharing
PayPal your financial details
Listing and payment details: Show Learn more ~|

Done | (v 27.7MB [ 28 MB 48.2MB / 48.8 MB




eBay Sploit









90 minutes later.....

Account Security Notice: eBay Registration Suspension - Possible Unauthorized Account Use -
@gmail.COm Inbox |

suspension@ebay.com to me Mar 21 (3 days ago) Reply

Images are not displayed.
Display images below - Always display images from suspension@ebay.com

eBay sent this message

BBB‘_-,‘_:- g ered e IS Inclu to show this m _’:';'z'e::':" =Ba Learn mocre
Account Security Notice: eBay Registration Suspension - Possible Unauthorized Account Use
- @gmail.com

Dear ) )gmail.com)

Due to recent activity. including possible unauthorized listings, we have temporarily suspended activity on your account in order to allow us to
investigate this matter further. If you believe that this action may have been taken in error. or, if you feel that your account may have heen
tampered with, please contact our Live Help team so that we can provide additional information and work with you to resolve this issue

You can reach the Account Theft Live Help team by taking the following steps

- Click on the "Security Center” link at the bottom of most eBay pages

- Click on the "eBay Account Protection” link in the eBay Marketplace section. within the Online Security Resources box
- This will take you to the help page entitled Securing Your Account and Reporting Account Theft

- Scroll down the help page to the section entitled Contacting eBay

- Click on the "Live help” link

In the event that you are unable to contact eBay through Live Help after taking these steps. respond directly to this message to request
assistance. We will contact you by email after we have received your response

Please allow at least 72 hours for an email reply. Emailing us prior to receiving our reply will result in an additional delay. In order to handle
your concern as quickly and efficiently as possible. we encourage you to contact us through Live Help if you are able to do so
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Easy as Pie!

Home Smart Bookmarks ¥ Getting Started Latest Headlines® Apple~v Amazon eBay Yahoo! News~

Google Page Creator €3 '] »J VirusTotal - Free Online Virus ... (3 [

H45E | Slovens&ina | Dansk | Pycckuid | Roméand | Turkge | Nederlands | EAAnvika | Francais | Svenska | Portugués |

Italiano | FREPIr | fE4F 93 | Magyar | Deutsch | Cesky | Polski | Espafio

Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of viruses,
worms, trojans, and all kinds of malware
detected by antivirus engines. More information...

File 00009.exe received on 03.25.2008 20:02:12 (CET)
Current status: finished
Result: 26/32 (81.25%)

Antivirus Version Last Update Result




Everything has a price!
Buying good Reputation

... = Cleaning Up ID Theft is a..ﬁfb&tﬂ@job
‘"M""”Scom ey envor now [T

Domain Search:

E-mall
Password
— Remember Login
Login
SHOW DOMAINS Not a member yet?

Forgot password?

No limit to the number of results ) Notification of domains that meet Registered:
returned from searching
On-Hold:
MORE INFO MORE INFO
: Deleted:

MORE INFO JOIN NOW




Do you still own a Dreamcast.. ?

Expired Domain
dreamcast.com

News - GameGrep - Mozilla Firefox

t Headlines

Hardware

Dreamcast.

Platforms and Info on Neoseeker

Dreamcast com is a Scam!

days 15 hours agc

earances, the
a Icmtlnnt»—
»=n antlup a -
un th»— question, \ nmpt~d to

ently

Supermoderator Edlt (11/03/08) Do not submit
your details to the Dreamcast.com webSIte, it has been
confirmed a scam by Sega of Japan.

©

Dreamcast




IFRAME:
Content Injection

> 20,000 sites infected today (all had good
reputation)

ZDNet.com, news.com, history.com,
usatoday.com, etc. T he list goes on

This attack used search engine optimization
caching within high reputable sites to cache
malicious content



IFRAME:
Content Injection

% Blogdigger : Blog Search Engine - Search Blogs - Mozilla Firefox E]

File Edit View History Bookmarks Tools Help

<. S - "\ http:ffwww blogdigger findex.html v| B |G|’ paint.net

= 1 4]

<& - |[Cler:7 | [G]1: 44,600 | W L: 1,320,000 | %7 LD: 1,460,000 A7 I: 31500 | B8] Rank: 54391 | [l Age: Apr 02, 2003 | ™ 1: 422 | 4G whois | source | &4 Int. links: 6 | &b Exi®

Blogdigger

NEW!

Links Media Groups Local

rt by Da

out the NEV g Find blo




IFRAME:
Content Injection

Attacks are using a bot to automatically
search inside Blogdigger search engine.

In turn Blogdigger is caching the results.

) Blogdigger Search: help mygen myspace <IFRAME src=//195.225.178.21/5> - Mozilla Firefox
File Edit View History Bookmarks Tools Help

\— T \_’/ Lpd [N http: /fwww, blogdigger.com/search.jsp?q=help+mygen+myspace++++++++++%3CIFRAME%20src=)[195,225.178.21 /S%3E

. Search Links

Blogdigger’” hepmsenmapace Al o7 [Digih

evance

Results for help mygen myspace




IFRAME:
Content Injection

IFRAME is able to escape the parent tag

) Source of: http://www.blogdigger.com/search.jsp?q=help+mygen+myspace ++++++++++%3CIFRAME%20src=/ /19

File Edit VYiew Help

ead>
meta http-equiv=
<1link href
<link rel=

img sre="http

method=

/div>
<input type " name=¢ size="45" maxlength
<input type= >

3CIFRAME+srce

<div id="content">

4

Line 13, Col 1

9 B Q ?' ﬁ‘f( =3 :.: o (Untitled) eshark @ DriveDefender - Mozilla F... @, Source of: http://ww...




IFRAME:
Content Injection

Unsuspecting user who trust the site is
redirected automatically to this PUS site

¥) Trojan&SpywareScan - Mozilla Firefox

File Edit View History

=

Bookmarks Tools Help

http:/antispywaresuite.com/datafindex.php?02005c5f4a14443d03145b0c664d153e075e

F———
Home

Overview Download

TROJAN & SPYWARE SCAN

Powerful anti-troian protection

With Full Windows XP Service Pack 2 Security Center Support!
Free Download

Trojan&SpywareScan version: 3.0.3 Virus database: Fri Mar21 2008
Total: 145744 viruses Daily: 1436 viruses

Threats

BackdoorWin32.IRCBot.st
Woarm and backdoor Trojan
ofthe Windows platform,
spreads via AQL Instant
Messenger. Can spread to
the mostvulnerahle files in
your PC and to exploit
Server Service.

Update b:

being released and caused billions of damages. It was based on
an exploit which had been known and patched against for months.

eScan is a powerful and easy-to-use Trojan
es of Malware removal so i
nore than 100000 Trojan Ho
viruses, troja
: 0 and Ja
an&SpywareScan featu
abilities, together with high performan

You can

detection of In-the

Purchase

d0512510 40413443d50¢ | v | [ | [Gl+ | Google

T ———
Features

Trojan&SpywareScan is a powerful mix of
Anti-Malware,Anti-Virus, Anti-Trojan, Anti-Backdoor, Anti-Worm
and Anti-PornoDial in one program. It will rescue you from all types
of Yiruses on your PC.

[ powntoap_ S " BuyNow__ SN FEATURES__ |

Trojan&SpywareScan key features

@D Full Windows XP Service Pack 2
Support!

curity Center

@D RescueScan Technology - With Ultra-high speed scan
rescuing your PC from Viruses is a matter of seconds!

D Ultimate Live Update - Ev
modules are fully updated. /
your privacy and identity!

s more than

© Trojar areScan detects and remoy
A es, Hackers, Adware,

100000 Trojan hors y
Keyloggers and other harmwa

Trojan&SpywareScan lets you quickly scan files and access
other Antivirus features directly from Windows Explorer,

Removes the "active trojan” from a disk, even if it is blocking
the file;

Remaoves trojan files that are locked for writing (e.g. DLLs
which are being us

© Best backdoor and worm protection;

© Supports compressed files scan;
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Email VWreck-utation

Hacking Has been around for a lot longer than
“ Web Reputation

Several sender technologies: (SPF
DKIM,SenderlD)

Reputation systems have helped move the
problem
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Email VWreck-utation

Start your own company and add
SPF, SenderlID, etc records,
and move around

Hijack a “good” open relay
Use a webmail provider like Yahoo!, Gmail, Microsoft

Spread wealth to BLOGS (Splogs)



Email VVreck-utation
“Legit Sender’

dan hubbard [dhubbard858@ gmail.com]

To: Hubbard, Dan

# HOME

Cc:

Subject: Enjoy taking surveys? Get paid to take More.

Attachments: - N4
GoldNetMedia
Get Paid For Your Opinion. http://gifts.gemzulu.com/C/54/711/3¢ E

i -

$10 - 540 Dollars an Hour! Apply Online Today! Click Now

UNSUBSCRIBE

.

ﬁii

PRIVACY

’

SEARCH
&2 CONTACTS

)“ ‘\i\

CONTACT SUPPORT

GoldNetMedia is a leading provider of direct
marketing and database management solutions
which enable marketers to maximize the value of
their permission-based lists. Companies have the
ability to increase revenues from their newsletter
subscribers, customer data and prospect databases.

GoldNetMedia creates innovative direct response
campaigns to promote services and products online.
Companies with compelling products can benefit
from our expertise in testing, creative design,

campaign planning, optimization and tracking.

Unsubscribe Privacy Contact
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"Theres never been a better time to get a new car’

mail.yakdrive.com [67.218.177.112]
mail.jadeblond.com [67.218.177.54]
mail.routevery.com [67.218.177.53]
mail.filterwind.com [67.218.185.50]
mail.routevery.com [67.218.177.53]
mail.bendton.com [67.218.177.73]
mail.wellcometo.com [67.218.185.76]
mail.domesell.com [67.218.185.96]
mail.smashoot.com [67.218.185.94]
mail.arrivespark.com [67.218.185.117]
mail.spearmine.com [67.218.185.74]
mail.cleanfluff.com [67.218.171.33]
mail.thirdground.com [67.218.171.20]



Email: “Legit” SPF

This page shows general information on the domain domesell.com, its message volume and the
number of unique IPs sending email during the last 30 days, and IP addresses in this domain sending
substantial amounts of email.

Information for ‘"domesell.com’

. . . , . v Reputation
Is this your domain? Request more in depth information with our Domain Health Check ! Jraies

= Deviation from Avg Message Count = IPs Sending
Web Reputation 1000%
Reputation: Neutral
SmartFilter Category: Not Categorized I
; . 800%
Make Category Suggestions o
Nameservers: nsl.domainservice.com
ns2.domainservice.com

ns3.domainservice.com
ns4.domainservice.com

600%

400%

Deviation

200%

~

A A a3 A0 B
oL o L P Al e
Agﬁ% ~00% oo® Aoﬁ% ~o°

I% e e %

18

s L5 TrustedSource:
Daily Trend of Domain Mail Sending Behavior '

Sender Information
First seen: 2008-03-07

Message Volume
Daily avg 30 days:
Yesterday: (+157%)

SPF/SenderlID for domesell.com
Record present: spfl
Record: v=spfl ip4:67.218.185.0/24 a mx ~all




Email: “Legit” SPF

EMAIL & WEB REPUTATION LOOK UP

Enter IP address or Domain to look up Reputation

domesell.com Search

Web Reputation Score:

Country Jnited States of America Detailed Info:

WHOIS Information

Atlantic
Ocean

Africs

South
FOWYERED BY
FOW America

('OAng‘Mla

What Does My Reputation Score Mea




MS Live Sending SPAM

AEFLENES | Casine Promotions | Loyalty Club | Casino G | I I v |

o e e Ten

and Huge vanety=of medicinal

From:
Date:
To:

Subject:  Monkey Fingering her tight Ittle twat

World Wide
Shipping!

‘Well the image says it




nail.live.com

nail.live.com

n
3

nail.live.com
nail.live.com
nail.live.com

nail.live.com
nail.live.com
nail.live.com
nail.live.com

nail.live.com
nail.live.com
nail.live.com
nail.live.com

nail.live.com
nail.live.com
nail.live.com
nail.live.com

nail.live.com

1

nail.live.com
nail.live.com
nail.live.com

nail.live.com

nail.live.com
nail.live.com
nail.live.com

nail.live.com
nail.live.com
nail.live.com
nail.live.com

nail.live.com

MS Live Captchas

Request

GET /mail layoutcommon_12. 1.0069. 1213.aspx?theme=08&c
GET Jc.qifrf=8pi=7324&di=5718&ps=95176

GET /mail/todaylight.aspx?n=883086137

GET /p.aspx?ci=8000&pn=live.mail&u=854fa7b57df6fc09&
POST Jopen/s.php?2=microsoft_0021c217&n=08&v=1677849
GET /404.txt

GET /mail /newuserexperience.aspx?newuser =yes&n=65469
GET /mail/themecommon_12.1.0069. 1213.aspx?theme=08&c
GET /mail layoutcommon_12. 1.0069. 1213.aspx?theme=08&c
GET Jc.gif?rf=8pi=73248di=57078ps=95176

GET /p.aspx?ci=8000&pn=live.mail&u=1f12f66149c267eb&
GET /mail/todaylight.aspx?n=1124186679

GET /mail/newuserexperience.aspx?newuser =yes&n=9994
GET /mail/themecommon_12.1.0069. 1213.aspx?theme=08&c
GET /mail layoutcommon_12.1.0069. 1213.aspx?theme=08&c
GET Jc.qifrf=8pi=7324&di=5707&ps=95176

GET /p.aspx?ci=8000&pn=live.mail&wu=92982d59298ad833&
GET /mail/todaylight.aspx?n=358807188

GET /mail /newuserexperience.aspx?newuser =yes&n=15572
GET /mail/themecommon_12.1.0069. 1213.aspx?theme=08&c
GET /maillayoutcommon_12. 1.0069. 1213.aspx?theme=08&c
GET Jc.gifrf=8pi=7324&di=5707&ps=95176

GET /p.aspx?ci=8000&pn=live.mail&u=0e4e4b61a42e433e
GET /mail/todaylight.aspx?n=893777355

GET /mail /newuserexperience.aspx?newuser =yes&n=13147
GET /mail /themecommon_12.1.0069. 1213.aspx?theme =08&c
GET /mail layoutcommon_12. 1.0068. 1213.aspx?theme=08&c
GET Jc.qifrf=8pi=7324&di=5718&ps=95176

GET /mail/todaylight.aspx?n=873668214

GET /p.aspx?ci=8000&pn=live.mail&wu=a25a616273bad%8ad
GET /404.txt

GET /mail/newuserexperience.aspx?newuser =yes&n=47266
GET /mail /themecommon_12.1.0069. 1213.aspx?theme=08&c
GET /maillayoutcommon_12. 1.0069. 1213.aspx?theme=08&c
GET /fc.gif?rf=8pi=73248di=5718&ps=95176

GET /mail/todaylight.aspx?n=1456037085

GET /p.aspx?ci=8000&pn=live. mail&u=8c16745e21f79fa0&
GET /mail /newuserexperience.aspx?newuser =yes&n=19740
GET /mail /themecommon_12.1.0069. 1213.aspx?theme=08&c
GET /mail layoutcommon_12. 1.0069. 1213.aspx?theme=08&c
GET Jc.gifrf=8pi=73248di=57078ps=95176

GET /p.aspx?ci=8000&pn=live.mail&wu=26a73aaa3e39d5fd&
GET /mail/todaylight.aspx?n=2100915541

GET /mail /newuserexperience.aspx?newuser =yes&n=16125
GET /mail/themecommon_12.1.0069. 1213.aspx?theme=08&c
GET /mail layoutcommon_12. 1.0069. 1213.aspx?theme=08&c
GET /c.gif?rf=8pi=73248di=57078ps=95176

GET /mail/todaylight.
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Cruel Irony: Google
Redirects

Windows Vista (TM) Ultimate OEM Logo And Information

Windows Vista Activation And OEM Information
0 FA’R 5
24/7 6
A (1] ] den Gate‘ Ory
A D) < 5

4

System Type: x86

Select BIOS Manufacturer To Emulate Select OEM Manufacturer To Ins

Q@ ASUS Gateway Sony ASUS Fujitsu-Sien GE‘_"NG STAR"-E

Acer Hewlett-Packard Toshiba Acer Gateway -

o0 ¥ REE

WELCOME BONUS

- 92400 =

External Utilities FREE SOFTWARE
.DGWNI ||_I(9AI ID.

Dell Lenovo BenQ Gigabyte
Fujitsu-Siemens NEC Dell Hewlett-Par

Your Product ID: 83580-OEM-7332132-00031

Key Status: Valid

Activate ‘ Deactivate

Install Optional Key 2
Version: FF2.1.2.1.2 2 Renglel'

FREE Account

Loader: 2.1.2

Avazione di Wi 3 RECEIVE your e ] M [b =3 f.,y |
Attivazione di Windows e
B 17 aianaliamach ner ke ST [opd DRGSRl S WELCOME BONUS! BLACK JACK SLOTS ROULETTE VIDEO POKER CRAPS

Numero di serie: §9580-0EM-7332132-00031 ¥ Cambia "Product Key 4

ht://www.google.com/ pagead/iclk?sa=3DI&ai=3DoOfDzh&num=
=3D07504&adurl=3Dhttp://visamedicalopinion.com/run.exe



http://www.google.com/pagead/iclk?sa=3Dl&ai=3DoOfDzh&num=
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Moving largets

— CatGaurb | diddygirl@ua.fm | http://technorati.com/blogs/nickolson89.blogspot.com
He enrolled the tile invest to my plunge and my tree was inside her bond and | character her mares with both bikes and she pushed beaufiful puddling suburb spurt out her wow trying dely her

View full comment | Restore comment | Spaminess: 60% | 2008-02-18 13:55:07 | Post: How to fix that Rubygems mess on Leopard

cicSpeepKap | arbircava@mymail-in.net | http://officialmedicines.com/?aid=4749
you want whot all

View full comment | Restore comment | Spaminess: 60% | 2008-03-03 06:50:03 | Post: How to fix that Rubygems mess on Leoparc

lumanamas | lumanamas@lumanamas.com
Overnight Xanax Without A Prescription

View full comment | Restore comment | Spaminess: 70% | 2008-02-23 11:00:02 | Post: How to fix that Rubygems mess on Leopar

CatGaurb | nikkybikky@ua.fm | http://technorati.com/blogs/jyllian86.wordpress.com
Sweat severing to mar alone her forehead, Kath loosed Sarah distantly by the protein as she slammed the britney spears up skirt photo soothingly and forth, swatting gravelly as she bought the teen

View full comment | Restore comment | Spaminess: 70% | 2008-02-24 12:41:52 | Post: How to fix that Rubygems mess on Leopard

traxamasoh | traxamasoh@traxamasoh.com
phentermine overnight no prescription

View full comment | Restore comment | Spaminess: 70% | 2008-02-28 21:11:42 | Post: How to fix that Rubygems mess on Leopar

adinahemin | adinahemin@adinahemin.com | http://phentermine.metorx.com/phentermine-no-prior-prescription.html|
Soma without prescription

View full comment | Restore comment | Spaminess: 70% | 2008-03-05 19:14:54 | Post: How to fix that Rubygems mess on Leopard

xanhemados | xanhemados@xanhemados.com | http://xan.pharmacylog.com/buy-xanax-prescription.html

xanax for sale

View full comment | Restore comment | Spaminess: 70% | 2008-03- i Post: How to fix that Rubygems mess on Leopard

— jrcgmbqgnh ditgaju | mudze@mail.com | http:/ /www.oyirgmv.tvzgjmefn.com

oegkx acog ubyamg rxpu mukbn mbduy ixte
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Female Viagra Buy Cheapest Online - Discount!

Forumsbeitrage

ere:

1 Buy Female Viagra Cheap - Best Female Viagra Online! Click

& %

Avail our waived Doctor's Fee. Receive FDA Approved Medications

.
ra.html




oving largets:

Most Fascinating Casinos

Ead b : I |
¢
|
= { ==
4
N - s
— » e
Generous bonus offers: 1st Deposit, Special and Reload bonuses o ’ |
Great software design and game layout! Thrilling action’ ” b

Top Online Casinos to play blackjack, slots, roulette, craps, video poker and more then 80 other games

Online Casino Slots Blackjack Online Casinos Poker Baccarat Video Poker Roulette Craps

100% Match Bonus Jeveryiday
UP TO
$555 L
VIP The Crown Jewels
ABSOLUTELY PROGRAM

FREE

Daily Rewards!

Earn rewards points while you play at Golden Casino!

VISIT NOW




Domain Reputation

HACKING

IN A NUTSHBL

O'REILLY



Domain Reputation

Mostly used for email

Some people are re-factoring for Web

HACKING
N Domain tasting best example (age)

O'REILLY

Cousin / Likeliness of other domains used

We have something called LexiRep also



Domain VWreck-utation




Domain VWreck-utation

Web 80 - 20 rule works against this
Compromised sites are not accounted for

Domain stealing, acquiring, breaks age and
history algorithms

DNS spoofing, hacks ,etc

Do not account for URL’s, hostnames



Application reputation

Packer heuristics are commonly used to
categorize a malicious binary, because 90% of
all malicious binaries are packed.

Malicious authors have increasingly started

to try to fool application detection engines

into thinking the binary in question is not a
packed binary.



Storm Ecard
Application reputation

Sections look normal

V. Offset

00001000
00003000
000 1F000
00020000
00021000

V. Size

00001554
00018150
000000ED
00000170
00000798

R, Offset

00000400
00001A00
000 1CCO00
00000000
0001CEOOQ

Close \

R. Size

00001600
00018200
00000200
00000000
00000300

Flags

60000060
C0000040
40000040
CO000080
C0000040




text:
text:
text:
text:
text:
text:
text:

text:
text:
text:
- 004061283

text

084612A0
004612A0
084612A0
064612A0
0040612A0
004612A0
884612A1

0040812A6
0684612AD
08461283

55
89
83
C7
FF
ES

Storm Ecard
Application reputation

Entry point matches MinGW GCC

start

ES
EC 08
04 24 02 06 060+
15 FC 11 42 66
28 FE FF EE
start

public start

proc near
dword ptr
push ebp
mov ebp esp
sub esp 8
mov esp 8 2
call ds set app type
call sub_ 4611506

endp

goes into this func



.text:
.text:
.text:
.text:

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
-text:
.text:
.text:

664811580
86481151
86481153
86461154

8048115E
86481163
00481166
86481168
66461178
80481177
8648117A
8048117E
86481183
0648118A
8648118E
86461191
66481195
6648119A
8648119E
864811A3
004811A8
664811AA
864811AC
86461181
86481187
66481189
664611BF
604011BF
664811BF

55
89
53
83
c7
E8
83
ES
ES
c7
8D
89
Al
c7
89
8D
89
B8
89
ES
Al
85
74
A3
8B
85
OF

83

ES

EC
04
2D
EC
D5
D8
45
45
Ly
515)
04
a4
45
Ly
515)
Ly
5D
AB
ce
64
108
15
D2
85

FA

24
24
1"
04
0B
6c
F8
F8
24
E1
24
24
F4
24
515
24
18
515

E1

A1

EB

10
1
04
6c

08
42
04
515
42

1
12

10 40+
515)

515)
00 66+

515)
00 42+

42 68

Storm Ecard
Application reputation

loc_4611BF

push
mov
push
sub
mov
call

~sub

call
call
mov
lea
mov
mov
mov
mov
lea
mov
mov
mov
call
mov
test
jz
mov
mov
test
jnz

cmp

ebp
ebp esp
ebx
esp 24h
esp p8h var 28 offset sub_401000
SetUnhandledExceptionFilter
esp 4
sub_461D40
sub_481E40
E'Dp vuar o 8
eax ebp var 8
esp 28h var_18 eax
eax dword_41E100
esp 28h var 28 offset dword_ 420004
esp 28h var 1C eax
eax ebp var _C
esp 28h var_28 eax
eax offset dword_420000
esp 28h var 24 eax
__getmainargs
eax ds dword_4200A0
eax eax

short loc_461218
dword _41E118 eax
edx ds _iob

edx edx
loc_461260

NS ub 4611568

edx BFFFFFFEBh



Storm Ecard
Application reputation

How did it do this? There are multiple
programs to scramble the true identity....
i.e. DotFix Fake Signer, pseudo signer, etc

% DotFix FakeSigner v3.5 - Step 3 - Unregistered E]@

# pseudoSigner

STEP 3: Check general protect settings. This settings _
on protector's kernel Options

Signature [select from 30 signatures) Protection method Signature Section Name

Borland Deloh 3.0 Microsoft Yisual Basic 5.0 - 6.0 - W
Jorland Delphi 3.0

, o Include SEH frames [simpl
Borland Delphi 4.0 - 5.0 ~ protection for packed prog
Borland Delphi Setup Module
Borland Delphi v6.0
Borland Delphi 6.0 - +7.0

#| Create Backup

CExe 1.0a-1.0b -> Tinyware Inc :
CodeCrypt 0.164 -> defiler ~ ;i FEEE ALEIE e

[ ] Use random signature IJse anti tracing protection

Use fake signatures to stop pe identificators. Demo wversion has only 30 sign's, but registered version
have more than 230 fake signatures.Stolen Bytes Protection enabled only in registered wversion.

| Menu | | << Back | | MNest >> |
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make better decisions



Conclusion

Reputation systems for security are effective in long tail of
Internet

Reputation can be used with other parts of the equation to
make better decisions

Web reputation is less affective than email reputation based
on the new dynamics of the web, the large numbers of
compromised web-sites, and web two dot uh-oh
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Conclusion




THANKS !



