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Stale pointers are the new black
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Motivations
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Different approaches then..




. Or Static Analysis!

- Abstract interpretation

+ Data-flow analysis

- Pointer analysis

+ Shape analysis

- Model Checking

- Theorem Proving







How It works
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Intermediate language interlude




Enter REIL

-Small RISC instruction set (17 instructions)

* Arithmetic: ADD, SuB, MUL, DIV, MOD, BSH
* Bitwise: AND, OR, XOR

* Conditional: BISZ, JCC

- Data transfer: LDM, STM, STR

* Others: NOP, UNDEF, UNKN

- Register machine
-Unlimited number of temp regqisters
- Side effect free

- No exceptions, floating point, 64Bit, ..




Example: assembly x86 — REIL

00001EBO WebCore.idb: : _ ZNKTWebCorel6AbstractDatabasel4securityOoriginEv

Q0001ERBO push ebp

00001EB1 Mo ebp, e=p

GO001ERS3 Mo 2ax, ss:[ebptarg 0]
0O001ERG mo W eax, ds:[eax+0xC]

00001ERY leawve
00001EBA retn

Q01EBOOO sub esp, O0x4, gword to
O01EBOOL and gqword t0, OXFFFFFFFF, esp
O01EBOOZ stm ebp, , esSp

001EBL1OG str ezp, , &bp

Q01EB300 add 0x8, ebp, gword t0
001EB301 and gword t0, OXFFFFFFFF, tl
001EB302 ldm £l, , t2

O01EB303 str tZ, , eax

001EBGOO add 0xC, eax, gword t0
001EBGOL and gword t0, OXFFFFFFFF, tl
O01EBGOZ ldm £l, , t2

O01EBEO3 str t2, , Bax

O01EB900 str ebp, , E3p

O001EB901 ldm ezp, ., ebp

O01EB902 add esp, O0x4, gword to
O01EB903 and gqword t0, OXFFFFFFFF, &sp
O001EBROQ ldm esp, ., t0

O01EBROL add esp, O0x4, gword tl
O01EBROZ and gqword tl, gword OXFFFFFFFF, &sp
O01EBRO3 joo oxi, , t0




Single Static Assignment Form
|

MIRAGE
NIGHTCLUB




Flavours

- Non-pruned
- Semi-pruned

- Pruned




Non-locals




Algorithm

- Find non-locals
- Place phi-functions

- Recursively rename variables




A function

QO1ETOO0 sub 82D, Wi
001ET001 and rword 0xI
O01ETOOZ stm ebp, , B=Ep
O01ET100 str 22p, , 2bp
O01ET300 sub esp, 0x4, qw
O01ET301 and gword t0,
QO1ET7302 stm 0xX1ET8,
O01ET7303 jco oxi, , Ox1ETSB

QO01ETEO0 ldm &sp, . t0

Q01ETBO1 add esp, 0x4, gword tl

QO01lETBOZ and gword tl, OXFFFFFFFF, B2p

QO01lETBO3 str tl, , BCX

QO01ETI00 add 0xD96D04, ecx,

001ET7901 and ord tl, OXFFFFFFFF

Q01E7902 ldm . byte t2

Q001ET7903 or 0x0, byte t2, eax

QO01EEBQQ0 str ebp, , 8sp

Q01EB001 ldm 8zp, . &bp

Q01EBQ02 add ezp, Ox4, gword tO

Q01EBQ03 and quword tl, O0XFFFFFFFF, Bsp

Q01EEB100 ldm ezp, . t0

001E8101 add esp, Oxd4, gword tl1

Q01lEB102 and quword tl, ow i 0XFFFFFFFF, &2p

Q01EB103 joo 0xi, , t0




In SSA Form

Q01ET 000 sub esp 0, sub 4, ::|1--::1_':I
Q01E7 001 and gword | t0_1, | OXFFFFFFFF, esp 1
Q01E7 002 sStm ebp 0, , =8p 2

001ET 100 str esp 2, , ebp 1

Q01E7 300 sub esp &, sub 4, ::|1-':::|.':|
001E7 301 and gword | t0_2, | OXFFFFFFFF, 2sp 3
QO01ET 302 stm Ox1ET®, . esp_ 4

Q01E7 303 joo 0xl, , OxX1E7S8

Q01ET780O0 ldm

001ETE01 add 4, sub 4, gword tl 1
001ETEO2 and gword t1 1, OXFFFFFFFF, e=p 5
D01E7803 Etr ecx 1

Q01ET900 add ox 1, ::rr::r:l
001ET901 and _4,| UXFFFFFFFF, t1 2
001ET902 ldm tl 2, , byte t2 1

001ET903 or 0x0, byte t2 1, eax 1
001E8000 str ebp 1, , esp &

001EBQO1 ldm esp 6, , ebp 2

001EBOOZ add
001EBQO3 and
001EB100 ldm
001EB101 add
001EB102 and
001EB103 jee




I I t .
00321800 SCHm egi 18
003Z1E00 suly p &, qword 0 210

003zZ1EB0L arel ¢gqword £0_Z10, OxFFFFFFFF, esp 1532
00zZ1E0OZ stm 0x3Z220, . 25p_154
003Z1E03 Joo Oxl, , _ EN3WTIFSfastFreeEPv

ooz1z2200 add OxFFFFFFE4, ebp_1l, gword t0_189
00212801 arne gqwored £0_189, OxFFFFFFFF, tl 181
00313802 lcm tl 181, , tI 53

0o0zl3803 str tI_ 53, , eax 44

002132E00 anel eax_44, eax 44, t0 150
00313E01 arel t0_150, 0x80000000, tl1_ 1BZ
00313E0Z bsh tl_ 182, -31, byte SF_47
00213E02 bisz t0_190, , byte ZF 47

00213E04 stE byte 0x0, , byte CF_47
00313E05 sSLF byte 0x0, , byte OF_47
00313p00 joo byte ZF_47, , 0Ox315E

00z214E00 stm ebx 10 N
003214E00 suly esp_130, |sub 4, qword £0_1585
00314E01 ard WOLC 0" 1535, OxFFFFFFFF, esp_l3l

00314E0Z stm 0x3153, ,
O00214E032 joo Oxl, _ EZNEWTFIOStringlmplDlEw

[

0Dz15z00 stm ebx_10 . esp_133
00315800 sub esp 133, | sub_4, cword t£0_ 156
00315801 and quord O 196, OxFFFFFFEF

00315802 Stm O0x31E5E, esp_135 -
00315803 Joo Oxl, , _ EZN3WIFSfastFreeEPv

_ 4
00315E0O0 str REETUEN PHI ¢ esp 136 |
00315E01 suly ‘ eSP_ . sub_4, cquword £0_157
O0215EB0Z arcd quord tO_157, OxFFFFFFFF, esp 137
00315E03 SCHm 0x31&0, J[ esp_138 ‘

00315B04  jec 0xl, , OxL7ECCO




Detour...Abstract
Interpretation




Abstract Interpretation




Abstract Interpretation..formally

Give several semantics linked by
relations of abstraction




Abstract Interpretation..intuitively

Partial execution of the program which
tracks only part of information about its
semantics, without performing all the
calculations




MonoREIL

monorailkitteh




So what you need?

- The control flow graph of a function
- A way to walk the CFG

- The lattice
- |Its elements

- A way to combine lattice elements

- An Initial state

- REIL instructions effects on the
lattice




One constraint!

The lattice has to be noetherian




Noether...




...Emmy Noether




Now the analysis itself

CAUTION
HOT STUFF




Intraprocedural Analysis

" Pointer Analysis: Efficiency

" Shape Analysis: Precision

 Alias Set Analysis: Tradeoff between the two




Data Structures

ebp 1tl 2 ebp 0
esp1 t0_1

. esp 2

esp 0-4 P_ 112

to 2 esp_1 t0 2
esp 3
esp_2-4 esp_0-4 ebp O esp_2-4
t0_1 esp_2 *esp 3

push() and pop() on linked lists
30% faster

Hash consing

30% memory saving




Transfer Functions

ARITHMETIC INSTRUCTIONS

OPERATION

ADD x;, x2, ¥
SUB xq1, x2. ¥
PMUL xy, x0, ¥

DIV x;, %o, ¥
MOD x7, %2, ¥

BSH x1. %2, ¥

¥ is added to the alias set of x3 + %
¥ is added to the alias set of xy — xo
¥ is added to the alias set of x; - %

¥ is added to the alias set of [j_;
¥ is added to the alias set of x; mod %

| | Xq - E":E if Xa = 'D
¥ is added to the alias set of E_J:IE if X5 < 0

BITWISE INSTRUCTIONS

OPERATION

AND x3, x2, ¥ ¥ is added to the alias set of x;&x:
OR x1, X2, ¥ ¥ is added to the alias set of xy | x2
XOR xq, %0, ¥ is added to the alias set of x; & x2
LOGICAL INSTRUCTIONS OPERATION

BISZ x4, =, ¥ ¥ is removed from all alias sets

JCC x1,=, ¥ does not affect alias sets

DATA TRANSFER INSTRUCTIONS OPERATION

LDM xq.2, ) ¥ is added to the alias set of mem[x,]
STM x5, =2, ¥ mem[y] is added to the alias set of x;
STH x5, =, ¥ ¥ is added to the alias set of x;
OTHER INSTRUCTIONS OPERATION

NOP =, e, ¢ does not affect alias sets

UNMDEF &, =, ¥ is removed from all alias sets

does not affect alias sets




combinel()

- Filter out non-live variables from each
alias list:

+ live-out(inst) € vars(dom(inst))
+ Alias list n vars(sdom(®)):
- pop() from the list until
top(alias list) € vars(sdom(®))
- Add aliases defined by ® functions

- Unite the sets of lists




Data Structures Again

to 2

esp _2-4

*t1 2

esp_1

esp_0-4 ebp O
t0_1 esp_2

Alias lists

*esp 3

M

Points-to trees

@

@
O




Example: intraprocedural analysis

a01eEDOQ2 1 ) r p BEpP .
O01ED1ON str gsp £, , ebp 1
| Aa01EDA00 s5tr abp 1, , &35 I

REIL in SSA Form \

o esp 3
/ *esp 2 ebp 1

ebp_0 esp_2

Alias lists

Points-to trees




Data structures and C++ peculiarities

Heap Modeling and Aggregate Modeling:

Too slow OR too imprecise

ldentify constructors and destructors and
consequent Size Tracking

+

Define access to abstract data structures




Interprocedural Analysis




Tracking parameters and return

- IDA effectively tracks parameters

- return is identified by guessing the

calling convention




Algorithm

- Flow-insensitive
- Context-sensitive
- Fixed point analysis:

- walks on the PCG




Procedure Call Graph

f1()




Example: interprocedural analysis

{ ; o
| Lo AL
A}" 10 DO |

| Analysis result

PCG (detail)




Example: interprocedural analysis




Example: interprocedural analysis

f2(param)

TR

(eax_ 5:

f4(param} [ ]

Q O

o




Example: interprocedural analysis

f2(param)

TRl

{e5| 1)

f4(param)
0

Q O

o




Example: interprocedural analysis

f2(param)
f [
(eax_ 5! {em 1] -
f4(param}




Detour...Graph Theory for
Dummies

Person of the Year
=




A control flow graph




Dominators




Immediate dominator




Dominator tree

00Z4ET1Z
gpz4rczoo anid
onz4rzol and
ooz4rCzoz Lish
ooz4czoz biss
opz4czod str
00z4Cz08 str
00240208 T
aoz4Cson f3=1
opz4csol lem
onz4rsoz add
00z4Cs02 and
ooz4cEon L
ooz4CE0l add
gpz4rg0z anid
00z4CE02 jee

[
0wl, eam 2, £0_E

t0_£, 0D«G0000000, t1_5

tl 5, -31, byte 5F_1

t0_£, , byte ZF_1

Lyte 0.0, , byte [F 1

Lyte 0_0, , byte OF_1

w0_E, , eax 4

ebp 1, , esp 2

esp 2, , ehp 2

esp_2, sub_4, egword £0_7

gward t0_7, 0<FFFFTETF, esp_%

esp_ 4, , t0_0

esp 4, sub 4, gword t1 £

gword tl_£. ¢word 0=FFTFITIT, esp_5
0=l, , t0_8

00Z4BF10

=oTr

byte 8F 2, Inyte CF 2, Ioyte -:-r_;] [uuz-mru.

wf_l, . eaw §




Bug Detection

ﬁ??ﬂoaaa

anaaaaaan




Callgraph pruning

x x x
vava o




Algorithm

v: tracked alias
X: basic block of () that calls the destructor
B: basic block of f() that accesses v or calls a function that accesses v

For every couple (X, B) in f(), check the following:

Bug Warning
B '€ dom(X)
Stale pointer = B € dom(X) A
B € succ(X)
Memory leak X le Cll\om(B) Xle Cll\om(B)
X & succ(B) X &€ succ(B)

Iterate substituting f() with each of its callers




Example: use after free bug

2 3 4

Dominator tree

B € dom(X)




Example: use after free bug

B € dom(X)




Example: use after free bug (warning)

1
/ x
2 3 4
X
B
B !& dom(X)
A

B &€ succ(X)




Example: use after free bug (warning)

/
2 3 4
B !'& dom(X)

A
B &€ succ(X)




Example: no bugs




Example: no bugs




Example: use after free bug




Example: use after free bug (warning)




What's the catch

- We cannot handle all data structures

- We cannot handle function pointers
- We have false positives

- We have false negatives

- Some “smart pointers”-like interfaces
might not be covered

- The best use is for C++ life-span
iIssues




Future

- Increase the number of covered data

structure

- Use a solver to reduce false positives

- Import dynamic analysis data to

mitigate the function pointers

problem to reduce false negatives




That's all folks
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