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Who are we?

e Flora Bottaccio
» Security Analyst at ADVTOOLS

e Sebastien Andrivet
» Director, co-founder of ADVTOOLS
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ADVTOOLS

e Swiss company founded in 2002 in
Geneva

e Specialized in Information Securi

& Problems Diagnosis

» Pentesting
» Security Audits
» Forensics

» Secure Developme
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Agenda

e Qverviews
e Previous researches

e iIPhone/iPad application pentest
» Our methodology

e Live demonsirations

¢ Q&A
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e Web Applications
»HIML + CSS + Javascript
> Run inside Safari 4

 Natfive Applications: | 4
» Written in Objective-C (+ C/C++

» Compiled intfo CPU code: ARM/for
actual devices, x86 for I0S Simulator

e MonoTouch, Adobe Flash, ...
» Written in high-level {o ge

» Compiled info CPU.code
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1I0S Applications

e Distributed as “.ipa” files
> in fact simply zip files

 Deployed as “.app” directories
» like on Mac OS X

e Executable code is:
» encrypted with FairPlay DRM [AES
> signed with Apple’s signature
> decryption with GDB or Crackulous
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Objective-C

 Objective-C = C + Smalltal
 Object oriented language

e Created in early 1980s by
Stepstone

e Objective-C 2.0 released wit
Leopard (Mac OS X 10.5)

e Can be mixed with C ano +

A
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Reverse Engineering

e Not so obvious af first:
» ARM instruction set
» Objective-C & objc_msgSend
» Generated code sometimes/strange
» Few (working) scripts and tools
e Finally not so difficult

e Your best friend:

» Hex-Rays IDA Pro (W “Linux)
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Data storage

e plist files (Property lists)
» Used and abused
» Binary (depreciated) or XML

e Sglite 3
» From time to time
e Keychain
e Binary data files (aka unknown)

A
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iTunes & Bacl>ups

e Every time you connect yc\>pr
device 1o your computer,
backup is made

e Contains almost all data /
e By default, not encrypted /
e To mitigate security probl mé: /

£

B Cpen iTunes when this iPhone is connected

[_] Sync only checked songs and videos

[_| Prefer standard definition videos

[_] Convert higher bit rate songs to 128 kbps AAC
'Y O | Manually manage music and videos

_ ADVTOOLSSARL ™ Encrypt iPhone backup |ChEIEﬂE Password... |

e P




Previous researches

e In general, out of date

e Often inaccurate

e But contain inferesting information
e We will give here only some

examples
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\
\\

Foundstone
(McAfee / Intel)

\ /
Whitepaper - Disappointing | /
« Assumes a lot J /
« In particular, assumes y/ou

have the sourc:e code
. If you have the sources, yOL/
make a code rew;éw no’r a

pentest | A
Penetration Testing for iPhone / iPad / V4 /
Applications Y
/'/’/ /
i
/] sl
Author: ] / sgef
- Kunjan Shah 7 /' ~
Foundstone Prof;gls:;ynglc’gztﬁ?:; / ////
A /
,_,_»,/// //
=
v
/
/



Nicolas Seriot

iPhone Privacy

Nicolas Seriot*
http://seriot.ch

Black Hat DC 2010

Arlington, Virginia, USA * Nof exactly on the same
subject (about privacy)
Abstract « Excellent source of info

It is & little known fact that, despite Apple’s claims, any applica-

tions downloaded from the App Store to a standard iPhone can access ° H Owever, O |i_|__|_ e O U_I_ 0 ‘ d O Te

a significant quantity of personal data.

This paper explains what data are at risk and how to get them pro- (everY'I'hi n g iS 0 UiC kl v, O U‘I‘ Of

grammatically without the user’s knowledge. These dats mclude the

h ber, ansil ts scttings (@xcept pamwords), keyboard . .
Snc(;:"cc::!:csmsum::ﬂnﬁcc;: :nd t}lx:g:nwcfcrifwn cPs ]o:ntion. d O Te WI -I-h A p () | e (1 E VI C eS)

This paper shows how malicious applications could pass the mands-
tory App Store review unnoticed and harvest data through officially
sanctioned Apple APls. Some sttack secnarios and recommendations
are also presented.

Keywords: Apple, iPhone, Security, Privacy, App Store, Malware.

“Nicolas Seriot is software
ment at Sen:te and is now 3
Vaud (HEIG-VD). Nicolas

¢ engxneer in Switzerland. He has ta;
scientific collaborator at School of B
holds a Master's degree in Economie

.'-‘ghl iPhone develop-
usiness and Engineering
Crime investigation,




' DVLabs
(TippingPoint /| HP)

J, asour Reverse Engineering iPhone AppStore Binaries

' e Qur starting point for

&8 TEAM g
I recently had the need to peek under the hood of an iPhone application I
purchased through the AppStore and quickly came to discover that getting

.
started takes a bit more effort then simply dragging and dropping into IDA. I'm d e< ryp‘l-l O n Of O p ps

£ PUBLISHED certainly not the first person to have done this, but when faced with a new
APPEARAN challenge 1 like to figure it out the hard way at first, to better understand the

fine details. This blog entry details how to get an application into a reversable
state . SOI I I< e
’ ’
ZERO DAY INITIATIVE
FEEDS iPhene apps purchased through the AppStore live in your iTunes library under M .
the folder "Mobile Applications”. Each app is stored in a zip archive with a .IPA O SS U I I I p IO ns n O I I IOr( } V O I

extension. You can simply rename the file to .ZIP and decompress to view the

DID YOU KNOW... contents. I'll use the game Fieldrunners as the example in this blog, which is in
ease at least two Digital my opinion, the best iPhone game available. Decompressing and loading
Payload\Fieldrunners.app\Fieldruners into IDA 5.4 will properly parse the Mach-

abaut 10 new security filters, many O binary, list some symbols and provide you with very little and very odd

of which are turned on by default. ) )
looking disassembled code. Examining the string table reveals next to nothing.

This is because the binary is encrypted, the app is in an unacceptable state for
reverse engineering. The iPhone loader is respensible for decryptien at run-time
so I figured my best bet would be to jailbreak my phone and get on the actual
device. Jailbreaking is an impressively easy operation these days, requiring only
a few minutes with QuickPWN and installing some basic necessities like
OpenSSH and GDB. Once on the device, you have to find your target
applications directory and make a working copy of it:

$ cd /private/var/mobile/Applications/
# find . 1d
caesa §087/Fieldrunners.app

ame \*.app
E£D74-4DB3-AB9O—

The executable is a 32-bit Mach-0O file which consists of 3 main regions. A
header, followed by load commands, followed by segments/sections. Here is an
illustration {not my own, found it on Google):

Header

Load commands

Segment command 1 —

L

Segment command 2

Data
=

|5 Section 1 daia

= e

g Section 2 data -

2 -

@ Section 3 data




ARTeam

« About cracking, not

pentesting
 Brilliant
PATCHING APPLICATIONS FROM -« But very old now
APPLE'S  APPSTORE  WITH (2008 & 2007)

ADDITIONAL PROTECTION




Previous Researches

e Some interesting documents
available

* Nothing specifically about /
pentesting 10S application and /
that is realistic and useable

e This is one of the reasons we'make
this presentation tfoday

A
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Pentesting i10S
Applications

e Step 1: Preparing a device
o Step 2: Preparing a workstation
e Step 3: Preparing a networl

e Step 4: Pentesting

e Step 5: Report
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Step 1: Device

e Dedicated iPhone or iPad

e Jailbreak
> Avoid iPad 2 for the moment

e Install tools

A
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Tools

e Cydia e network-cmds
e APT 0.7 Strict * NMAP
e adv-cmds e OpensSS

e Darwin CC Tools e tcpdump

e GNU Debugger ¢ top

e inetutils e wget

e |sof e Crackulous

e MobileTerminal /
e netcat
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Default Passwords

By default, there are two users:
» roof
» mobile

e Passwords = alpine
 Be sure to change them:

> passwd

» passwd mobile
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Step 2 : Workstation

e Windows:
> OK

e Mac OS X (Show Leopard)
> Better

e Linux, FreeBSD, ...
» Good luck!
» Possible but you will need a@Windows

to run some tools (vi achine...)
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Some Tools

e Windows:
» SecureCRT or Putty, WINSCP
» plist Editor for Windows

e Mac OS X:
» ssh, SecureCRT, Cyberduck
» XCode

e Windows / Mac:

» SQLite Database Browser

> Apple iPhone Configuro’rio tili
» Wireshark

> Burp / Webscarab / ...

> DA Pro (+ ARM decempiler)
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Our Tools

* ADVsock2pipe
» Remote network captures (Windows)

 ADVinterceptor 2.0
» Communications interceptio
» DNS & Web Servers

e Will be released in June, 20

e GPLV3
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\

Step 3: Netw rk

Flrewall/’
.
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Step 4: Pentesting

o Step A: Install app. from iTunes |

* Step B: Reconnaissance (passive
» B.1: Network capture
> B.2: Interception
> B.3: Artfifacts
> B.4. Decrypt + Reverse engineering

o Step C: Aftack (active)
> C.1: Interception + ’rr'g
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\

Windows
pipe

. . - =
- g\f@gi@gﬁ-///' at /



http://www.wireshark.org/

B.2: Intercepﬁon /
Proxy method! /

Off Auto
1. Proxy
Server 192.168.0.5
Port
Authenticati OFF : -
S C Burp Suite Pro
WebScarab
@ >0 /
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B.2: Intercept\(on /

ADV] nterceptor /
\ ,,,.:‘

P

Ubnet Mask 209.200.
Router 172.25.0.1 é
DNS | 192.168.0.5 I

Search Domains localdomain

Meptor 2
NS Server,

Client ID
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/—

ADVTOOLSSARL

L g et




\

\

\
Inject SSL Certifi\\:ates /

A
* Root from Burp or ADVinterceptor |
e Use Apple iPhone Configuration /

ﬂ Devices

Applications
Provisioning Profiles
v Configuration Profiles
DEVICES
[ e iProne

LDAF
Mot Configured Credential '\E

CalDAV

Credential N
5 ot Configured 1 Hame

MName or description of the credential

Subscribed Calendars |AD\«‘tooIs Extermal Root CA |
Mot Configured

Certificate or Identity Data
# . CardDAV Certificates for incusion on device.
_ﬁj Not Configured View Certificate
£~ Web Clips
;@ Mot Configured
- | Credential €

Credentials

2 Payloads Configured Credential Name

Name or description of the credential
|AD\-‘tooIs Computer External CA |

SCEP
Mot Configured

Mobile Device Management ?’:ﬁﬁc“m ;Id:mw mdevi
Not Configured ertificates for inclusion on device.
View Certificate

Advanced
Mot Configured

@ Verified

ADVtools Burp Ro...
ADVTOOLS

Description

Signed

Received

Contains

Profile description.

iPCU CA 907cab88-d134-
482d-8371-cd087566e5e3

May 19, 2011
Certificate

-

More Details




SSH Client

VN l
—— (SecureCRT)

Lot v ®

My

Y ¥ T T
_ ADvToOis aag,-Wmdow;/?{n I>/}ac Book
//, /
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Demos

e Godalis to illustrate the previous
points, not to make a complete

pentest

e This is also to show the
catastrophic level of security of

some I0S apps
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Demo # 1

e An application that stores
“securely” password

e Data are encrypted... except th

1 <?xml wersion="1.0" encoding="UIF-8"?%>
pOSSWOr 2 <IDOCTYEE plist BUBLIC "-//Apple//DTD BLIST 1.0//EN"™ "http:/
2 = <plist wversiom="1.0">
4 = <dict>
5 <key>PilMemoryData</key>
13 = <array>
7 = <dict>
a8 <keyrDate</key>
9 <3tring®*Z2011-05-18</3tring>
10 <key>ID</key>
11 = <data>
12 ETQyvsrxb4ViocOulR4ERTgollST2pgMV+=097/0SpJCR=
13 </data>
14 <key*Name</ key>
1s = <datar
16 £PZChbJBAFy=EofENEMaZAi=—
17 </data>
1g <key>PH</key>
13 = <data>
20 o3gh+tpHFdNaJwY0ci53gCg—
21 </datax
22 <keyrUrl</key>
23 = <data>
24 Fo22l Z95Km MU 7+oy T 0OBHMQeUY 78 1T j oS Ty+Y=
25 </data>
2 </dict>

@ &0 #
2B
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<key>PH_EKey</key>
<3tring>*l235«</3string>




Demo # 2

 Network capture with
» fcpdump
» netcap
» ADVsock2pipe
» Wireshark

A
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Demo # 3

French application (passengers)

Interception with proxy method &
Burp

Password in clear inside the SSL
tunnel: not really a proble

Password also in clear in a file
(Property List): not good

A
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burp intruder repeater window about
target | proxy | spider | scanner [ intruder | repeater | sequencer | decoder | comparer | options [ alerts |

intercept | options | history |

Filter: showing all items

| # | host method URL params| mod | status | length | MIME type| extension
246  |hHips:Hwsssmsemmni o it GET  |/s1/iphone/lssmssssems=tussiSam/appli/serviceSt..| [ | L] [200 341 text
| 1247 |hitps /s s GET  |/appli/crisis s B H 200 381 text
1248 |hitps /mamensa ot fr GET |/s1/iphone/lsssssmssmssuaSam/appli/modules... 200  |727  |JSON
Ty ——" GET _ |/s1/iphone/isssmpmesidines Samjson/midSen... | || | L] 1200 671  |JSON
|‘ 250 mthW “e7 et GET IblssNoyagWMP-z 0/548508... L {200 533
(251 _|hitp e 22 e aet s d/0/0 P.z 0/s13521... L] 200 |533
/,.y' J:W . X! 4Samvis Vi... D i 1870 (i
| 253 T 200|534
<] Ii |
request | response |
| ‘raw | params | headers | hex |
||GET
/s1l/iphone/Mobiled s i Ses )/ json/midService/%7B%22MIDRequest $22%3A%7B%22callType$22%3A%22AU

password$Z22%3A%221t1sfastP22%7D%7D

THENTIFICATION%2Z2%2C%221ogin%22%3A%22anne s wan%22%2C42
HTTP/1.1

Host: wolsetscdesistuy sy, fr

User-Agent: . 4.1 CFNetwork/485.12.7 Darwin/10.4.0
Iphone-Identifier: e e i ot s s

Application-Version: 4.1

Application-User-Agent: iPhone (iPhone 0S8 4.2.1) - [320x480@1x]

Accept: */*

Accept-Language: en-—-us

Accept-Encoding: gzip, deflate

Cookie: MEEERGSession=Wisl Tl —riaaa e A T B R W e e
Connection: keep-alive

Proxy-Connection: keep-alive
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| 2 com e app.plist - plist Editor for Windows

1 <?xml version="1_0" encoding="UTIF-2"2>

2 <!DOCTYPE plist PUBLIC "-//Apple//DTID PLIST 1.0//EN" "http://www.apple.com/DIDs/Prope

3 - <plist versionw"1 0">

4 = <dict>

5 <key>kVSAuthenticationServiceleoginDidFinishSuccessfullyOnce</key>

3 <true/>

7 <key>kVSMainPassengerInformaticnServiceMainPassengerInformation</key>

8 - <data>

9 ¥nBsaXNOMDDUAQIDBAUIZGVUJIHRveEFgkb2 JQZWNOclgkdmVyc2lvblkkYXJ)aGlZZXLR
10 BgdUcmSvdIABrgkKN2ztDREIMTIIVHWIXgVSRudix s 3xAWCWWNDGEQERITFBUNFxgZGhace
11 B i S : :
12 L G T Bt 5 TG YL e el ol e LGl LG LGl
13 T I Al I Sl I IB i IE G TS T G Al T
14 A T LD TS o T Tl G el e D i M
1s B i et P P e~ =
16 L G ol Gl A s G A G it ST T = L el T
17 BT 5 g el T ol T e Sl G T N S W il T
i8 A ol T TGSl LA A YN TG DD ol T I TS T AT 8 S
19 e . e
20 B o  — e s e
21 T TELT G i B e L e G S i ol G et S
22 bGl0eUNhemReViINGaWRIbG10eUNhemTSPDINYEJiQVEQF1ZTUGF ze2VuZ2VySHSmb3Je
23 YXRpbZ5£EBZWU1Bhc3N1lbmdlckluZmSybWF0aWSuEgABhgBLEAS0UOtleWVkQXIjaGle
24 ZXIACARRABYAHWACADIANQAGADWASWBRAIARNWCMATKAPACZALOAXGDNANYASADDAPWE
25 AWELAROBIWEUAToBRQFJAVEBXAFe AWABYgFkAWYBaAFQANWBbgTwAXIBewF1AXcBeQF 6
26 R B T R R H t A IBSWHS AL 4CCWINARIC
27 e R R e e i e ¥ g C ) QKQAPBCr gKZAr YCzWwLo
28 S AL A M A A AT =
239 </data>
30 <key>kVSMainPassengerInformaticnServiceMainPassengerInformationlsAvailable</key>
31 <true/>
32 <key>kVSTravelCatalog</key>
33 - <data>
34 ¥YnBsaXNOMDDUAQIDBAUIFxhUJHRveFgkb2 JqZWNOclgkdmVye2lvblkk¥XJ)aGl2ZXLR
35 BgdUcm9vdIABowk KDk e i amV  dHNWIGN s YXNZO IACORARERZY
36 JGNsYXNzZXNaJGN s YilSsu = Il alitan?mx 1 QX Sy YXIXT 1INBenJheVhOUOSL
37 amVidF50U01 1dGF i b s i agieo® WX 11 ZEFy Y2 hpdmVyCBZWHygyNT o8
38 QREZLV11eYGVueX2M1U i s Uttt i CUCOUABRARRRARRAARRARRARARADD
39 </data>
40 <key>kVSUserDefaultsConfigurationVezrsion</key>
41
42 <key>kVSUsexrLogin</key>
43 <string>annesssasmsc/string>
44 <kcy>kVSUuzPauvozd</ koy>
45

47 </Pl$lt>




Demo # 4

e French retailer

* Interception with
» ADVinterceptor + Burp

e No SSL

e First message (CheckLogi
» Password “encrypted” with/CRCé4

e Second message (Login)

» Password in clear! /
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e

346 |hftpise GET |t st “aisiuamis2=18Ing=en_US&os=.. | [V ] 200 |41 |GF o)
347 |niip s tisiezamsion com GET __|iImssism mmsmtissn st O (] |204  [192 |
348 [hitp: /s GET  |hiiwr—sss s ayion%208x1=1%208x2=_ |  [v] 1 |200 411 GIF Wl
349 |http:/sgerT e m-cen GET  |ites—ssss s w=mis7-1RIng=en_US&os=... [v] 1 |zo00 411 GIF i
360 |hitp ettt com GET  |Imssimm sttt L] [ | 204  |192 |
351 |nitp: e GET  |hi ~ eeayion%208x1=1%208x2= | [v] 1 |200 411 GIF

¥
353 |hitp: e GET  |lcosest s s wal json?__sequence=Get.. |  [v] L] |200 171229 [JSOM ]
354 |hitp: /i . GET  |fcowesm e ns sl json?__sequence=Get... v L] |200 982 JSON i
355  |hitp: /i GET  |fcomestms e oses i json?__sequence=Logi..| [v] (] [200 779 JSON  [i{=
356 |http: /T e GET  |lhinw=—sss s oanier:Panier_vide&s2=.. | [v] L] |200 411 GIF bl
357 |hitp:iisge e e GET i sssss Sasmins panier Panier&s2=18&Ing...| [v] ] |zo0 411 GIF -
1] T | | »]
reguest rresponse |
raw rparams rheaders rhex |
GET =
{0 o0 s oo/ U json?  sequence=CheckLogin&login=anne — . = o (dgmail.coms

password=1AEBAESSFCCEE4F0gsuse = ==1 HTTE/1.1

Host: msses s com

User-Agent: ms  —iphone/Z2.0 CFNetwork/485.12.7 Darwin/10.4.0
Accept: */*

Accept-Language: en—-us

Accept-Encoding: gzip, deflate

Pragma: no-cache

Connection: keep-alive

[password

| 1 match
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Thank you

To contact us:

flora@advtools.com
sebastien@adviools.com

www.advtools.
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