Vulnerability research in Windows Kernel
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Windows Kernel interactions

System calls
DeviceloControl
Interruptions

Kernel network services







Windows Kernel interactions

Executable

Ntdll / User32 / Gdi32 uM’/" fa/nd
SYSENTER
]{a/m'w/l .fam,c{

nt!KiFastCallEntry

nt!KeServiceDescriptorTable

Win32k SDT

win32k!W32pServiceTable




loCtIFuzzer (just one kernel function)
NtCrash2 (Mark Russinovich)

e Old fuzzer (Int 2E)

e Static fuzzing

* Low code covering

 Fuzz Nt kernel & Win32k

e Code is available on archive.org ;-)
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My own fugping method

Problems of NtCrash?2 :
 Just inject bad code
« Don’t test any Handle
* No fuzzing of pointed datas

Solution : Hot fuzzing !
Tamper arguments based on a valid

system call W




(M/(J/WLWWM

‘ ) Latent Conditions
Active Failures '

,'\

Error Trajectory

L

Defenses
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Hook a SDT kernel function
Tamper its arguments

Nt SDT

ZeroFuzz!NtReadFile

ZeroFuzz!NtReadFile Fuzz arguments

NS

nt!NtReadFile

[...]



FuzzedFunction(Argumentl , 0 )

FuzzedFunction(Ox00000000 , 0 )
FuzzedFunction(OxFFFFFFFF , O )
FuzzedFunction(0Ox80000000 , 0 )
FuzzedFunction(Ox7FFFFO00 , 0 )

FuzzedFunction(Argumenti], 0 )
AAAAA[...JAAAAA

FuzzedFunction(Argumentl , 0x00000000 )
FuzzedFunction(Argumentl , OxFFFFFFFF )




00401238 00000001 00000000 0022ff94 75a43c45 7ffdf000

00401238 00000001 00000000 0022ff94 75a43c45 7ffdf0O00

00401238 00000001 00000000 0022ff94 75a43c45 7ffdf000

002288 00000001 00000000 0022ff94 75a43c45 7ffdf0O00
0022ff88 00000001 00000000 0022ff94 75a43c45 7ffdf000

002288 00000001 00000000 0022ff94 75a43c45 7ffdf0O00

W i<




We hook all entries of Nt table and

Win32k table
Just one fuzzing module

Problems :

« Retrieve id of system call

« Retrieve number of arguments

« Fuzz just for a limited user

« Make sure we’re called from the user

land W







Retrieve |D of system call

Parsing the call stack to found the Zw...
Stack

nt!KiFastCallEntry+24

Stacked Call

ntdll!KiFastSystemCallRet
Stacked Call

Stacked Call ntdlllZwReadFile

B8 B7000000 MOV EAX, 0B7
BA OO0O3FETF MOV EDX, 7FFE0300

Stacked Call FF12 CALL DWORD PTR DS: [EDX]

C2 2400 RETN 24




Retrieve ID of system call

Sub O0xB to get the ID




Retrieve nhumber of arguments

Add 0x1 to get how much argument
are present (you must div by 4)

B8 B7000000 MOV EAX,0B7

BA OOO3FETF MOV EDX, 7FFE0300

FF1l2 CALL DWORD PTR DS: [EDX]
c2(2400 RETN
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Fuzz just for a limited user




Fuzz just for a limited user

If we fuzz interactions between smss,
csrss, Isass, etc and the kernel we’ll have
probably a no reproducible crash.

For each process a SID is used, it’s the
identifier of user rights.

We can get a user SID and when a
function is called to check if user SID is

Sdme. ﬂ




Make sure we're called of call from the

user land

Kernel Land can to call SDT and at this

moment we can enter in a Ioop - (
Nt SDT

ZeroFuzz!NtReadFile

ZeroFuzz!NtReadFile ‘ Fuzz arguments

ntINtReadFile




Make sure we’re called of call from the
user land

Before call a SDT function the kernel change his
“PreviousMode” to “KernelMode”.

Nt SDT

ZeroFuzz!NtReadFile

Kernel Function

Yes PreviousMode ==
KernelMode ?

Fuzzing Function




Be sure of call from the user land

Parsing call stack to found :
* ntdll'KiFastSystemCallRet
« A user land call stack
 ID of the function
 Not KernelMode access

If one check isn’t valid we pass the

execution to the real function. W




ForoFuryy

Win32k SDT

nt!KiFastCallEntry
win32kIW32pServiceTable pmm— Hook (Win32k)

Stack
;
nt!KeServiceDescriptorTable 7 ZeroFuzz

Stacked Call

Real Win32k
Stacked Call Real Nt SDT

~ A\ AN\

Real Nt Real Win32k ,
Function Function

Stacked Call



f

Gatch




ForoFuryy

Advantages :
« Handles are respected
« Code coverage is optimized
« Few false positives with a limited
user

Disadvantages:
Lot of side effects
« Hard tracing

 Difficult replay W




:@Q/TTW :




Fuzz Datas pointed (value O0x0EE3£938) of argument : 1, Walue Ox0, function : 0
Fuzz Datas pointed (value Ox0&ldfsec) of argument © 2, Walue Ox&l, function
Fuzz argument 1, Walue Oxoooooooon, function Oxz? (39 Nt (PID ZEEE, TID ZE
Fuzz DWORD=s (value Ox0bdbcl80) pointed of arguament 4 Nt (PID 29, TID 290
Fuzz Datas pointed (value Ox0&ldfecc) of arcument : £, Walue OxfEffff££, funct
Fuzz Datas pointed (value Ox0&ldfecc) of arcument : £, Walue Ox0, function : 0
Fuzz DWORD=s {(walue Ox0&1d£f354) pointed of arcument z Nt (PID z34, TID 34
Fuzz argqument Z, Walue Ox05cddeEe, function Ox149 (3z9) MN: (PID zd3&, TID
Fuzz argqument 1, Value : 0x00000000, function : [ l: ¥ (rIp - 2426, TID : 34
*** Fatal System Error: O0x0000000a

{0xFFFFFFFC,0x000000FF , 0x00000001 , Oz

Ereak instruction exception - code 20000003 (first chance)

L fatal system error has occurred.
Debugger entered on first try:; Bugcheck callbacks hawe not been inwvoked.

A fatal system error has ococurred.

Connected to Windows 7 7600 %86 cowpatible target at
Loading Kernel Symbhols

(Tue May 24 14:E59:L53 624 2011

Loading User Symbols

x181
Oxed
S5

ion
xea

2433
Y]

G

Que fairve 7
Inzstaller <I>
Dezinstaller
Charger <L»
Decharger <U>
Call Driver <G>

*Le driver vas etre charge...

D>

[OK]

Pl“'DH’l“'ElITIITIE termine avec SUCCES.

Que faire 7
Inzstaller <I>
Dezinstaller
Charger (L3>
Decharger <U>
Call Driver <G>

Fuzz to a special user 7 (Y-/H> [Y]

Uzer name : toto

D>

RuLlz **t*?* Mouwahahahahaha




Imall amalyye. ..

kd> 'analyze -v
[..]

WRITE_ADDRESS: fffffffc Hernel honier
[ 4

CURRENT IRQL: 2

FAULTING IP:
ntl**kkkkkkkkkkkkkkk

kkkkkkkkx 897

Te)ig dword ptr [ebx+8],esi

eax=c0000005 cx=853101c0 edx=00000400 _e<31=05000000 edi=844c3a78
eip= *** ki mEsp=tuaCoacy ebp=844c3a80 iopl=0 nv up di ng nz ac po cy
cs=0008 ss=0010 ds=0023 es=0023 £s=0030 gs£0000 e£1=00010093
nt!****************.'.SC:

*kkkk k%% 897308 mov

ds:0023: fEEEEEEC=22272227

kd> !'peb

PEB at 7££de000
[..]

Base TimeStamp Module
ec0000 4d65d5c3 Feb 24 04:51:31 2011 C:\Program Files\Internet
Explorer\iexplore.exe

[..]
USERNAME=toto . . .
[ Ioto is a limited, user W




You can:
* Fuzz functions one by one
« Select a limited user to fuzz
« Have a kernel tracing

Deme !
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rogramme termine avec SUCCES.

Que faire 7 Gue faire 7
Installer <I> Installer <I>
Desinstaller (D3> Desinstaller <D>
Charger CL> Charger C(L2>
Decharger <U> Decharger <U>
Call Driver <C» Call Driver <C»
Cmd.exe (5> Cmd.exe (52>

[AB]1 Htoskernl SDT [A]1 Mtoskernl SDT
[11 Win32k SDT [11 Win32k SDT
[R]1 RBandom Fuzz :=-P [E]1 Random Fuzz :-P
Select SDT to Fuzz = [RI] Select SDT to Fu=z & [A]
uge to a special user 7 {(Y/H> [Y]
ser name = toto

of the user is @ §-1-5-21-1386481858-323789324-313879924-10801 List of SSDT 7 (¥~-H> [H]

Select vour function ID to FuZz - 1
here are 388 Fuzzable functions in Mt Kernel Thiz Function have 8 arguments
here are 765 Fuzzable functions in Win3d2k Kernel Argument YrN> [Y]

Argument YA N> [M]
Argument CYsN> [Y1]
g selected Argument Yo N> [Y]
unction 668 is selected Argument CYsH> [H]
here are 3 args to fuzzRuLlz tttt Argument YA N> [M]
ouahahahahaha Argument YoN> [Y]
Argument YA N> [M]
uzz to a special wser ¥ (Yo/M> [Y1]
ser name : toto

uLlz **** Mounahahahahaha

http://www.sysdream.com/sites/default/files/ZeroFuzz.v0.1.zip



http://www.sysdream.com/sites/default/files/ZeroFuzz.v0.1.zip

S.leberre@sysdream.com

g C . heurs@ghostsinthestack.org

SYSDREAM : http://www.sysdream.com

@ SYSDREAM

GhostsinTheStack : http://ghostsinthestack.org

THOSTSHRBTHEFS TIdCKE

Stéfan LE BERRE (Heurs) W



http://www.sysdream.com/
http://ghostsinthestack.org/

‘597\0/0/7

Trance
Virtualabs

3










