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Pain 1n the arse
Loudmouth

Security Punk

Tells lies (professionally)

Is called all sorts of bad
words.. That I will likely say

throughout this talk
Cant code well

Talks Shit

Drinks a LOT

Is an overall J3rk
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- Clutch cam fitted as standard to allow operation
12 Pin key bitting system even if the key has been left in the other side
roduces over 40 million

ey differs Patented active mobile

element to provide
greater guarantee against
cloning

Hardened steel pin and

driver in first position

protects from drilling

and gives high durability

Special driver profile
provides "pick protection”

Reversible flat key / DIN compatible Sintered steel cam
provides push pull resistance to

Patented mobile element prevent the cylinder being forced

ensures restriction of key out of the lockcase

blanks

Patented laminated steel BKP Bump resistant device fitted
A COde Card 8n5|ures Only CISA core that provides snap as standard
authorised additional keys are resistance to both flexural
cut and pulling test. The core
is also visible from both
3 keys supplied as standard ends to provide a visual
deterrent
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the credential of
Certified Information Spstems Security Professional

Having met all of the certification requirements, which inclubde the professional experience
prerequisite, adboption ol the (32 )* Lode of Cthies, and successiul perlormance on the required
competence examination, subject to recertilication cvery three pears, this individual 18 entitled to all
of the rights and privileges associated with this destgnation, as deflined in the (IS L)* Birlaws
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Does 1t

matter?







Don’t 1like

1t 7




TROLLING

It's kind of like this but on the intarwebs.







§ “1 JUSP/DININTSTOO!
BF-RF-X 1 roo. root 14056 Sep 25 01:28 /usr/bin/efstoo)
'usr/bin/efstool "poel -e 'print "A*x3000;'°
pentation Tault
idd ~g /usr/bin/efstocl
) debgging symbols Tound), ..(gdb) run “perl -e ‘print "A*x3000;°
Irting \cogram: /usr/bin/efr%ool “perl -e ‘print *A®x3000;°
) debuggi e synbe¢s found).. .10 debugging symbols found)...
g
\! N\ sym
N n fa

\

fffdd60: Oxbfffef93 Ox fffeldl bbfffe848 0x4002463f

e THEARCOE EXBLOI TATION

WifddaO: 0100000000 OxOOb*OCOO GxGO000000 0x00000000
W ifddbO: 0x00000000 0x00000L 300 0x00000000 0x00000000
WffddcO: 0x00000000 Oxbfffddol Ox00000000 0x00000000
1 1fdddo: Ox41414141 Ox41414141 Ox4l414141 x41414141
fffddeO: Ox41414141 Ox41414141 Oxd141414] Oxe1414141
Wfddfro: Ox41414141 Ox4141414]1 Gudldlaial 0x4,41414]
WifdeOO: Ox41414141 Ox41414141 (NG E et Ox414) 41
fffdelO: Ox41414141 Ox41414141 Ox4,434141 Ox41414) 1
Ib) quit
. program 1s running. Exit anyway? (y or n) y
o x -c shellcode
100L9 c031 46b0 db31 c931 80cd 16eb 315b 88cD

1 300 260 F 1333 1 311 315 200 353 026
W20 07 GhAQ RANA Nrdd NhhD AMARA RANA NeRA







War Dialing for Dummies

1. Pick up phone 2. Dial phone 3. Hang up phone




OWASP Top 10 — 2007 (Previous)

OWASP Top 10 — 2010 (New)

A2 — Injection Flaws

Al - Injection

A1l - Cross Site Scripting (XSS)

A2 — Cross Site Scripting (XSS)

A7 — Broken Authentication and Session Management

A3 - Broken Authentication and Session Management

A4 - Insecure Direct Object Reference

A4 - Insecure Direct Object References

AS — Cross Site Request Forgery (CSRF)

AS — Cross Site Request Forgery (CSRF)

<was T10 2004 A10 - Insecure Configuration Management>

A6 — Security Misconfiguration (NEW)

A10 — Failure to Restrict UBL Access

A7 — Failure to Restrict URL Access

<notin T10 2007>

A8 — Unvalidated Redirects and Forwards (NEW)

A8 - Insecure Cryptographic Storage

A9 - Insecure Cryptographic Storage

A9 — Insecure Communications

A10 - Insufficient Transport Layer Protection

A3 — Malicious File Execution

<dropped from T10 2010>

A6 — Information Leakage and Improper Error Handling

<dropped from T10 2010>




anNno=xk0ID
there's a hack for that
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o) CANT CHANGE T HEE‘E LL ALUJA% THEF?E Ll ALWAYS THERELL ALWAYS
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THERELL ALWAYS THERELL ALWAYS IM LEAVING 4OV GEOREE.
Bt CREEL. APATHV {OURE TOO CYMICAL.
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SOME KIDS JUST DON'T GET IT.
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Like any new

thing




I1ts Scary







We need to

feel SAFE!










©Original Artist
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Reprod uction rights obtainable from
www. CartoonStock.com
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YIURE WRONGL... RULES ARE NOT JUST ROUGH
GUIDELINES.”




'SITANDARD S







COMPLIANCE

We will NOT...
Oh wait, maybe we will.

VERY DEMOTIVATIONAL, .com










F'rom that

moment on. .







SO they
created some

new standards
for us to live

oy
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PCI Compliance







PRESIDENT’S
COMMISSION on
CRITICAL

INFRASTRUCTURE
PROTECTION

FIPS 140-.2

€ LEVEL 3 )

VALIDATED

GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY



INSTITUTE FOR SECURITY AND OPEN METHODOLOGIES
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ENCRYPTION










T've been
telling you tTo

uSe an tVtruS

since 2007,

you fools!

AV/Anti-
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Security Infrastructure

N h 4 h 4

Strong Auth




The guy with the pet crow looks after all their money.




APPLICATIONS

Audit Security Event Business Insidor Theoat Data Privacy Database

Compliance “"‘(;9['”'“" Intelligence Detection Protection Sonitaring
-

‘ SENCOCTIAUIOEICH I CIVET,
HACRAUEH LSOTH D UJNCe REPOTLS: R E Po RTI N G
SUATELISDS ST SMAT

GEEAFNERC G Bte)
SUSIOTTERET

EVENT
eeLrme | O MANAGEMENT = meoenr 000

MONITORING MANAGEMENT

(  AUTOMATED f{C USER-DRIVEN

CLASSIFICATION SEARCH
NORMALIZATICN INVESTIGATION
PRIODRITIZATION TRENDING

AGGREGATION VISUALIZATION
CORRELATION DATA MINING

LOG MANAGEMENT

SYSTEM LOGS AUDIT LOGS DATABASE LOGS APPLICATION LOGS
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Firewalls

How many can

ﬁ

e

block

1TC.

D,

"ectively

£s?




As proven by NSS labs testing in @
April 2011. NSS Labs

Web briefing today
Thursda April 21, l10am—1lam PDT

Security. Certified.




No one likes Sad Panda.




Other than

make us sad...

What has all this done for us?




Made
corporations
aware of the

risk













Misdirected
security
funding and

goals

(0% of the budget for
securlty 1s spent on 5%
of the assets for
compliance)




/blog /archives/2

http://www.schneier.con

tp://iang.org/papers/market for silver



THE SECRET TO SUCCESS 1S KNOWING WHO TO BLAME FOR YOUR FAILURES.







Unimportan:







Why doesn’

WOrk??







We have our
s1ghts set on

compliance NO-

SECURITY
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Criminals want

us to suck at
securlty




llegal drug

market: est.

S400 billion




Cybercrime

market: est.
S600+ billion










FFocus on,

protecting wha

cters MOST to
the company




What DO they

care about?

You don’t always know..
Admit 1t!







1ITHE BRAND










HOW To 1dentify

what to protect
and test




STEP #1 YOUR OPINION DOESN'T
MATTER




ASSIMILATION

STEP #2 THINK LIKE “THEM”




STEP #3: DO WORK




FOCUS ON TH.
BUSINESS




YOUR DADDY

who is he and what does he do?




WHAT ARE YOUR
PRODUCTS? HOW DO.

YOUR TESTING

AND/OR SECURITY
STRATEGY INCREAS:
THEIR PROT: TON




YOUR S COME

AND WH.
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Last login: Mar 12 07:03:29 on console

Welcome to os4!
telnet -a -b ABSOLUT 192.168.100.1:8080
enter login: ##HEHHFH
enter passw: #HHFHFF
invalid passw ERROR (retype)

OK you are SUCCESFULLY logged in

cd /usr/.ABSOLUT/SECRETS

ls -1 -a BACKDOORVIRUSES
~YrwWXr-xr-- TROJANHORSE#BF1
~r-Xr-xr-- TROJANHORSE#CAO
-r=-Xr—-xXr—-- TROJANHORSE#CB9
- YWXrw-r—-- TROJANHORSE#CFF
- =XY==Y==- TROJANHORSE#D2C
~Y=Xr—--r-- TROJANHORSE#DSA
~r=-Xr-xr-x TROJANHORSE#DAG6
~Yr=-Xr--r—-- TROJANHORSE#DD7
=Y =XYr==Y-- TROJANHORSE#DF2
- YrWXr—--r—-- TROJANHORSE#EA3
-rwXrw-r-- TROJANHORSE#EB4
-Y=Xr==Y-- TROJANHORSE#EDS
=Y =XY==Y=-=- TROJANHORSE#FA3
> sudo -sP TROJANHORSE#D2C
System is about to reboot
Killing all processes

ABSOLUT HACKER.

ABSOLUT COUMTRY OF SWEDEN VODKA £ LOGO, ABSOLUT, ABSOLUT BOTTLE DESION AND ABSOLUT CALLUGRAPHY ARE TRADEMASRKS
OWNED BY Vi & SPRIT AB. THOGE WHO APFRECIATE QUALITY ENJOY IT RESPOMNEIELY. THIS AD WAS MADE BY AXY 2000.
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DO YOU HAVE A
COMPETITOR?Y WHAT

WOULD THEY WANT TO
HAVE ACCESS TO?




Application
Security

Access
Control

Cryptography

Operations

Business Continuity &
Disaster Recovery Planning

Information Security

CISSP CBK & Risk Management
Domains

Security

Physical
Security

Telecommunications
& Network Security

Legal, Regulations,

Compliance & Investigations

| Security Architecture

& Design

Ok.. Too simple? How bout we go all formal then?




* Information that would be severely damaging to
the company and brand.

 Information that would impede or cause
significant financial damage to the organization if
made public or shared internally.

 Information generally available to all or most
employees but not approved for general
circulation outside the organization

* Information approved for general circulation
outside the organization




Integrity

Confidentiality




Confidentiality

Integrity




Confidentiality

Patient Data

Credit card
Numbers

Marketing
Information

Cash

Integrity

Availability




Confidentiality

Patient Data

Credit card
Numbers

Marketing
Information

Cash

Integrity

Availability




Patient
Data

Credit card
Numbers

Marketing
Information

Cash

Confidentiality

Integrity lAvaiIabiIity

1.6
1.6

HIGH
MEDIUM
LOW




HOLY S#*t!!!
THAT PART WAS

BORING

But we had to do i1t to make
sure we have a PROCESS to let
them tell us what they care
about..... Even when they don’t
know what 1t 1is..




Let’s get real*
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ARE,

L CUR.

INFORMAT ION

1Y PROGRAMS

A PHYSICAL

MAN

)

O TATION OF

OUR OWN VANITY










#1 NEWYORK TIMES BEST SELLER
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The making of a g

* MOSSAD =liggse,,

officer
\\\ |

VICTOR OSTROVSKY

WITH

CLAIRE HOY

=LANCE BURTON, MASTLE MAGICIAY

THE OFFICIAL

C.I.LA. MANUAL
OF TRICKERY
AND DECEPTION

H. KEITH MELTON

B es st o
ROBERT WALLACE




L) &

DECEPTION

Hide where you're least likely to be found
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E Plan of a (imaginary) fortified castle.

Source: A brief history of fortified casties in France
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What do you

have to lose?




YOU HAVE

ALREADY BEREE

HACKED




[BEGIN]

9021 (MUOD |
-




“GOD,
grant me the serenity to
accept people that will
not secure their
networks, the courage to

face them when they
blame me for their
problems, and the wilsdom
go out partyin’
afterwards!”




1. We admitted we were
powerless over securility

— that our environments
had become unmanageable.




2. Came to believe that
a power greater than

ourselves could restore
us to beilng secure




3. Made a decision to
turn our will and our

lives over to the care
of best practilice as we
understand tThem.




4. Made a searching and
fearless i1nventory of

our environments and 1ts
assets, both i1nformation
and physical.




5. Admitted to ourselves
and those assisting us

1n our recovery the
exact natures of our
Wrongs




6. Were entirely ready
to have an i1ndependent
assessment of our

environment and accept
the recommendations
suggested to remove the
flaws 1dentified.




/. Humbly ask for help

remediating our flaws.




8. Made a list of all
the persons we 1gnored

and became willing to
make amends to them all




9. Made direct amends to
such people wherever

posslble, except when to
do so would i1njure the
brand or the company.




10. Continue to take
corporate 1nventory and

when we were find flaws
promptly admitted 1t




11. Sought through
policy, process and
procedure to 1mprove our
consclous understanding

of best practilices as we

understand them and only
for knowledge of 1ts
willl for us and the

power to carry that out




12. Having had a corporate
awakening as the result of
these steps, we tried to
carry this message to

other organilzations and to
practice these principles
in all our affairs
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future.

fear 1s our
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“The more
sophisticated
the

technology, the
more vulnerable
1t 1s to

primitive
attack. People
often overlook
the obvious”
Dr. WHO










