
COMPLIANCE
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hi. =)



Thanks





And…..





Anyway...



I’m Chris





My 

Credentials?





-me

• Pain in the arse

• Loudmouth 

• Security Punk

• Tells lies (professionally)

• Is called all sorts of bad 

words..  That I will likely say 

throughout this talk

• Cant code well

• Talks $hit

• Drinks a LOT

• Is an overall J3rk











Does it 

matter?



Nope.



Don’t like 

it?





Also





0day

























Like any new 

thing



Its Scary





We need to 

feel SAFE!



So 













Trivia?





From that 

moment on..





So they 

created some 

new standards 

for us to live 

by



SARBANES-OXLEY
Implement controls to Protect the 
validity of Financial reporting 



HIPAA
Implement controls to Protect 

PHI



PCI
Implement controls to Protect 

Credit Card Data



HITECH
Implement controls OR You will 
have to disclose that PHI was 

compromised













ENCRYPTION







AV/Anti-

Badware



Strong Auth









Trivia

Round

2



Of the

6

Top Firewalls

How many can 

effectively 

block TCP ports?



As proven by NSS labs testing in 

April 2011. Web briefing today 

Thursday, April 21, 10am-11am PDT





Other than 

make us sad…

What has all this done for us?



Made 

corporations 

aware of the 

risk







THANK YOU!!!!



Misdirected 

security 

funding and 

goals 
(80% of the budget for 

security is spent on 5% 

of the assets for 

compliance)



http://iang.org/papers/market_for_silver http://www.schneier.com/blog/archives/200





Urgent



Unimportant



_______ YOU!!!!



Why doesn’t it 

work?



Inefficient



We have our 

sights set on 

compliance NOT 

SECURITY







Criminals want 

us to suck at 

security



Illegal drug 

market: est. 

$400 billion



Cybercrime 

market: est. 

$600+ billion







Focus on, 

protecting what 

matters MOST to 

the company



You don’t always know… 

Admit it!

What DO they 

care about?



THE PRODUCT 

LINE



THE BRAND



THE EMPLOYEES



THE BOTTOM LINE



HOW To identify 

what to protect 

and test



STEP #1 YOUR OPINION DOESN’T 
MATTER



STEP #2 THINK LIKE “THEM”



STEP #3: DO WORK
Yea… this is the boring stuff…but u gotta do it….



FOCUS ON THE 

BUSINESS





WHAT ARE YOUR 

PRODUCTS? HOW DOES 

YOUR TESTING 

AND/OR SECURITY 

STRATEGY INCREASE 

THEIR PROTECTION



IDENTIFY WHERE 

YOUR $ COMES FROM 

AND WHERE IT GOES





DO YOU HAVE A 

COMPETITOR? WHAT 

WOULD THEY WANT TO 

HAVE ACCESS TO?



Ok… Too simple? How bout we go all formal then?



• Information that would be severely damaging to 
the company and brand.Secret

• Information  that would  impede or cause  
significant financial damage to the  organization if 
made public or shared internally.

Confidential

• Information generally available to all or most 
employees but not approved for general 
circulation outside the organization

Internal Use 
Only

• Information approved for general circulation 
outside the organizationPublic



Confidentiality

Integrity

Availability



Criticality

Confidentiality 

Integrity

Availability



Risk Factors

Confidentiality Integrity Availability

Patient Data

Credit card

Numbers

Marketing 

Information

Cash



Risk Factors

Confidentiality Integrity Availability

Patient Data H H H
Credit card

Numbers
H M M

Marketing 

Information
L M L

Cash L M L

Legal/ Compliance/ Financial risk

Inconvenience

Possible Image/Brand 

Effect

Possible profitability loss



Risk Factors

Confidentiality Integrity Availability SCORE

Patient 

Data H H H 5

Credit card

Numbers H M M 4.3

Marketing 

Information M M L 1.6

Cash

L M L 1.6

HIGH 5

MEDIUM 3

LOW 1

X

X

Changed to H after 

conversation of how it  

impacts profitability 

Changed to L after 

conversation of how it  was 

already public information 



But we had to do it to make 
sure we have a PROCESS to let 
them tell us what they care 

about……. Even when they don’t 
know what it is…

HOLY S#*t!!! 

THAT PART WAS 

BORING



Let’s get real*

















INFORMATION 

SECURITY PROGRAMS 

ARE A PHYSICAL 

MANIFESTATION OF 

OUR OWN VANITY

Thanks tim





STEP 0

EDUCATION











What do you 

have to lose?



YOU HAVE 

ALREADY BEEN 

HACKED





“GOD,

grant me the serenity to 

accept people that will 

not secure their 

networks, the courage to 

face them when they 

blame me for their 

problems, and the wisdom 

go out partyin’ 

afterwards!”



1. We admitted we were 

powerless over security 

– that our environments 

had become unmanageable.



2. Came to believe that 

a power greater than 

ourselves could restore 

us to being secure



3. Made a decision to 

turn our will and our 

lives over to the care 

of best practice as we 

understand them.



4. Made a searching and 

fearless inventory of 

our environments and its 

assets, both information 

and physical.



5. Admitted to ourselves 

and those assisting us 

in our recovery the 

exact natures of our 

wrongs



6. Were entirely ready 

to have an independent 

assessment of our 

environment and accept 

the recommendations 

suggested to remove the 

flaws identified.



7. Humbly ask for help 

remediating our flaws.



8. Made a list of all 

the persons we ignored 

and became willing to 

make amends to them all



9. Made direct amends to 

such people wherever 

possible, except when to 

do so would injure the 

brand or the company.



10. Continue to take 

corporate inventory and 

when we were find flaws 

promptly admitted it



11. Sought through 

policy, process and 

procedure to improve our 

conscious understanding 

of best practices as we 

understand them and only 

for knowledge of its 

will for us and the 

power to carry that out



12. Having had a corporate 

awakening as the result of 

these steps, we tried to 

carry this message to 

other organizations and to 

practice these principles 

in all our affairs



Time to move on 

to something 

new and get 

over the past 

we fear is our 

future.



“The more 

sophisticated 

the 

technology, the 

more vulnerable 

it is to 

primitive 

attack. People 

often overlook 

the obvious” –

Dr. WHO






