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Agenda

• Quick intro to my org and team

• What is “The Cloud” and what does it 

have to do with Trusted Computing

• What is Trusted Computing

• What are we doing with Trusted 

Computing

• Where I think it is going to go
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OUR SECURITY TEAM



The Cloud

• Definitions: Gartner, NIST, Wikipedia all have 

definitions

• SPI model

• Elastic Computing

• Self Provisioning

• Alternate Definition: Where attackers go to do 

fun and interesting things with credit card 

data that they have obtained



Front end of the cloud



What is really important

Hard Disk Image + Volatile Memory + Network Traffic

= 

Rapid Detection, Effective Analysis and Good Decisions



Blade Computing



A Few Additional Boot Options



What does this have to do with Trusted 

Computing?

• As a cloud provider we get asked questions like:

• Where are my servers?

• How do you know?

• How do you protect against a hypervisor 

compromise?

• What do you do to validate against hardware 

attacks?

• How do you handle secure multi-tenancy?

• Up to now it has been a missing piece of our security 

instrumentation…



Timeline

• 2008: Invisible Things Lab reports some TXT bugs to Intel

• 2009: ITL presents at BlackHat on some vulnerabilities

• 2009: Our fed customers were asking about trusted computing

• 2010: RSA Conference:  RSA/Intel/VMWare start talking about what 

they are doing with Trusted Computing

• 2010: Dell ships replacement system boards with malware on them

• 2010: Our commercial customers were asking about trusted 

computing

• 2011: RSA Conference:  Intel shows working code and integrations 

with vSphere

• 2011: You will see GA support in VMWare

• 2011: ITL releases qubes OS that will support txt



What is trusted computing?

• The term "trusted computing" refers to applications 

that leverage hardware-based "roots of trust" at the 

edge of the network and at the endpoints -

sometimes referred to as "hardware anchors in a sea 

of untrusted software" - for higher assurance. 

• Better virtual machine separation based on 

hardware controls

• Cryptographic channels based on hardware controls

• Validation and attestation of the platform



Intel Trusted Execution Technology (TXT) 

•TXT enforces control through measurement, 

memory locking and sealing secrets

• Allows greater control of launch stack 

and enables isolation in boot process

Helps prevent highjacking

by rootkit

TPM

TXT technology incorporates 

multiple components

Makes Platforms More Robust 
Against Software-based  Attacks

Westmere-EPWestmere-EP

Intel® 5520 
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Platform hardware
with VT-x support

Rootkit Hypervisor
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Guest
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• TXT helps prevent attacks 
•Attempts to insert non-trusted VMM 
(rootkit hypervisor) 

•Reset attacks designed to compromise 
platform secrets in memory

•BIOS and firmware update attacks

VT

Cloud Trust



Enterprises

Hardware and Software Vendors

The Feds

Who Cares?

Service Providers



Terms and definitions

• TPM-Trusted Platform Module

• PCR- Platform Configuration Register

• TXT- Trusted Execution Technology

• MLE- Measured Launch Environment

• Attestation- Reliably measuring and 

reporting on a configuration

• GRC-Governance Risk Compliance



POC

• Demonstrate that the technology actually worked

• What does working mean?

• BIOS supports TXT/TPM

• We can boot to a hypervisor on  a trusted platform

• We can validate whether or not the hypervisor is trusted

• Identify some use cases for the technology

• How does this fit in with our existing security?



POC
Embedded vSphere Hypervisor Using Intel TXT

• All layers of the cloud require trust and security guarantees, even HW platforms 

that launch & run the VMware vCloud operating system 

• Recently, hypervisors (e.g. VMware ESXi Server) are being “embedded” in platforms as 

they leave the factory

• Future versions of VMware vSphere will provide these guarantees at the software, 

network, and storage levels.

• VMware's vSphere hypervisor can be optimized to use Intel TXT to provide these 

guarantees at the hardware level:

• Allows vSphere to securely boot and measure its launch environment.

• Measurements provided to VMware's vCenter can attest to integrity of each 

platform running vSphere hypervisor   

• vCenter Apps can allow the customer to build policies & compliance activities that 

leverage these attestations 

• Can be used to manage the operation and migration of workloads within the cloud



Enable in BIOS (dependent on HW Vendor)



Enabling Trusted Boot



PCR (Platform Config Register) Values



Intel Developing Plug-ins now



vSphere can send alerts to your SIEM



W

Trust established at Hypervisor launch can be utilized in 
migration and deployment decisions
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Intel TXT Server Usage Models

• Addresses a critical need in virtualized and cloud-

based use models

• Provides control to ensure only trustable hypervisor 

is run on platform 

• Protecting server prior to virtualization software 

boot

• Launch-time protections that complement run-time 

malware protections – A/V, 

intrusion detection, etc.

• Supports compliance and audit activities

• Supports migration of VMs onto other trusted 

platforms

• Pools of platforms with trusted hypervisor

• VM Migration controlled across resource pools

• Similar to clearing airport checkpoint and then 

moving freely between gates

Powerful Complement to Runtime Protections 
in Virtualized Environments

Green designates Intel® TXT enabled

POC Summary



Limitations

• Currently only boot time checks

• Am I going to migrate all my VM’s to another platform, reboot, and re-

validate?  (no)

• Plans are to add run time checks

• Not all hardware vendors support yet

• Currently Dell and HP support, Cisco is going to but doesn’t yet

• Currently no enforcement, only notification

• Will depend on vendors writing polices to enforce

• Hytrust

• Catbird

• vShield Zones

• Cisco N1K



RSA
enVision

RSA
Beacon

VMware vCenter 

Server

Intel Westmere Processor 
w/Intel Trusted Execution Technology 

RSA Archer

Compliance Reporting

A tenant running a Tier 1 application in the cloud requires:

–Best security practices: 
–e.g. VMware hardening guidelines

–Pass a PCI audit
–e.g. since they hold credit card data

–Assured that they are booting from a secure root of trust
–Protection from inserted root kit, blue pill attacks



GRC Integration and Reporting



Conclusion

• Chain of trust from user device/workstation all the way to the 

server

• We are making some decisions on where/how/when to 

enable in our infrastructure

• Testing some of the tools that actually can do enforcement

• Keeping our eye on current and future developments in the 

space

• Technology is not a fix all super security technology that is 

going to save us from all things evil

• One more gap that is starting to get filled in a Defense in 

Depth posture



Links

• Intel® Trusted Execution Technology White Paper

• http://www.intel.com/technology/security/downloads/arch-overview.pdf

• Intel® Trusted Execution Technology Overview 

http://www.intel.com/technology/security/downloads/TrustedExec_Overview.pdf

• Intel® TXT Software Developer Guide 

http://download.intel.com/technology/security/downloads/315168.pdf

• Intel evaluation of Intel® TXT 

http://download.intel.com/it/pdf/Evolution_Integrity_Checking_Intel_Trusted_Execution_Te

chnology_Intel_IT_Perspective.pdf> 

• Intel® Trusted Execution Technology Server Platforms Availability Matrix 

http://download.intel.com/technology/malwarereduction/TXT_Ready_Server_Platforms_Av

ailability_Matrix_12_23_2010.pdf

• http://en.wikipedia.org/wiki/Trusted_Computing_Group

• http://qubes-os.org/FAQ.html

• http://www.trustedcomputinggroup.org
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