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(or how | walked in & Misbehaved!)
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IEM, IAM, ETC...
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Hacker/Social Engineer

INFOSEC talk = slide like this ;-)

u (Tzu) “Ping-fa”(The Art of War)
eption. Hence, ...... "’
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----- Forwarded Message ----

From: Jayson Street <badguy@badstuff.com>
Sent: Mon, February 14, 2011 12:18:22 AM
Subject: Fw: ongoing issues at <Victim CO>

Jayson

As you can tell from this email <Collateral owner> is not very happy and would like this
resolved quickly. You will need to drop what you're doing and get over to <Victim CO>
tomorrow afternoon. If you have any questions contact me or the person

at the location at the number below. Do a good job there will be a lot of eyes

on this project. Make sure to keep your presence quite and low key. If you think

that they are putting on a show for you or letting too many people know about

you being there just contact <Victim CEO> or myself.

Thanks,
<Collateral CIO>

----- Forwarded Message ----

From: <redact> <<redact>@<redact>.com>
To:<redact> <<redact>@<redact>.com>
Cc: <redact> <<redact>@<redact>.com>
Sent: Mon, <redact> 00, 0000 3:46:23 PM

Subject: ongoing issues at <Victim CO.>
Hello <Victim CEO>,

I keep having issues with the network while I am in New York. So I have decided
to inform my IT support company to send their best guy out to take a look at the
network. I want him to inspect the servers and look at the overall

infrastructure to make sure everything is working right. I will also expect him

to give us input and recommendations if any improvements need to be done. I
unannounced to get a real picture on how the network is running. I hope this

will be taken care of before I am back in New York.

<Collateral CIOp let your guy know to not show up until the afternoon so as not to be too
disruptive. If you have any questions feel free to give <Victim CEO> a call at
212-<redact>

<Collateral owner>







2. Rules =
‘| aim to misbehave.”
“‘Let’s go be bad guys.”

---------



3. Outcomes = I'm this guy

STRATAGEM 1 SOLUTIONS http://allstate.com
"’QEEEN_’-SE,.THROUGH DISCOVERY"



Also proper credit is due my Sensei

FREE E-BOOK DOWNLOAD

No Tech A

H ' i

A Guide to Social Engineering, L AL AU &
Dumpster Diving, and Shoulder Surfing '

« I've always had to keep super-cool secrets to myself, The head of the - ; - _\ - , 3 ’.l" |
underground said so. But now, I'm airing all the underground’s dirty laundry. T g 3
« Every book purchased can feed one African child for an entire month through i 455 Phgr el R ET

a partnership with Action For Empowerment (AOET.org). See inside for more details.

HACKERS FOR CHARITY.ORG

Johnny Long

Scott Pinzon, CISSP, Technical Editor
Kevin D. Mitnick, Foreword Contributor

http://www.lares.com/




xment Is reactive not Proactive

st way to get management excited about
er plan is to burn down the building

he street.”
ecurity Officer, Dow Chemical Co. -2008




1. Steal Everything

Even baby ducks know how to spot them!
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. Steal Everything
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Countermeasures of theft

sk and door when ever you leave (even for a short time).
ve your wallet, purse, credit cards, cash, checkbook, or other valuables

pen exterior doors. If you see a door propped, close it.

eople you do not know to “tailgate” behind you into the building! Every
0 is authorized to be in your building should have either card access or
tely tell them that you cannot allow them in and that they need to

curity |

our Company ID card to anyone. If you misplace it, report it to security
ly.

our laptop computer, cell-phone, book bag, purse or other valuables
d.

uspicious pérson or someone you don'’t believe should be in or around
g call Security or the police immediately.

dex. php?option=cofr1_content&task=view&id=366



2. Kill Everyone

POSTED AY

WORKPLACE VIOLENCE

He may be a geek but you never know when he'll take his FPS to
IRL!

fakeposters.com
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2. Kill Everyone
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2. Kill Everyone




2. Kill Everyone

And just to bring it home...




2. Kill Everyone

2010, 11,06 01:10.52
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termeasures for violence in the workplace

and employees to recognize the warning signs of potential workplace violence.
hreat, hire extra security and provide employees with sufficient warning and
employees/victims know that reporting workplace violence, harassment, and/or
ect their job status.

that receptionists can use to alert a coworker if a potentially dangerous individual
eption area.

ning sessions to teach managers and supervisors how to recognize the warning signs
inimize potentially violent situations in the workplace.

ety checks and maintenance of features in and around the workplace, including
, alarms, security lighting, surveillance cameras, and/or metal detectors.

0/10/04/workplace-violence-prevention-tips-for-employers/ ‘



There is a spy among us

3. Cause total Financial ruin

ESPIONAGE




3. Cause total Financial ruin
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Cause total Financial ruin
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3. Cause total Financial ruin

= & =
2 - Account | Wishlists | Fortunes | Bug Us
: e BIG St s e

1-888-GEEKSTUFF or Live Chat

Welcome, Jaysonl
QUANTITATIVELY 1,58 § (thinkgeek@fOrb1dd3n.com) [ logout ]

SUPERIOR
) Fls ; ™ Loot: Your cart is lonely
WHAT'S NEW OMGWTFUNI! GEEK POINTS CUSTOMER SERVICE

Home > Gadgets > Security & Spy Stuff >

Spy Keylogger

find stuff Q

T-Shirts & Apparel
Geek Toys
Gadgets

For recordkeeping, family security, or old

Buy this and
fashioned snooping vy ancoam

150 Geek Points
« Records what people type for later review

« Spy on your kids, coworkers, parents
Share the AWESOME:
« Works with most wired keyboards
« Read more... t n

$58.98-$74.08 (save up to 47%) o] O mborass Aotion Bhote:
$39.99 v In stock
t : (772, SENDUS
)
ecurity & Spy Stuff |Please select... 3| Q X&%ﬁ
e SHOTS
Quantity: l1_
Home & Office
or add to wishlist Yous Fellow Smart
Computer Stuff Masses Also Bought:
Click to zoom
Caffeine & Edibles Spycam Car Key Fob
Camera

Electronics . l >
Geek Kids "N
()

Books Main Additional
Description
Hollow Spy Coins
For recordkeeping, family security, or old fashioned snooping
Until such time as the CerebroSilica Brain-O-Matic 3000 interface between your grey-matter and your %3
computer is invented, the best way to dump what's in your mind into your computer is through a keyboard.
Everything from your quarterly sales figures to your personal private journal entry to your credit card numbers
Earn Geek Points! get typed into your keyboard.
W Yes, | want to accrue Phantom Keystroker V2
points to get free stuff Normally, you wouldn't worry about such things. You're careful with your
when | buy other stuff! passwords, keep your anti-virus up to date, and patch regularly so you're __—
(Terms and Conditions) pretty sure your operating system is secure. Still, those keystrokes are
recordable - all anyone needs is a tiny device the size of a fingertip, and
suddenly all your deepest darkest secrets become public.
TV-B-Gone
Naturally, we have that device. These keyloggers act as the "man-in-the- .
middle,” monitoring each keystroke as it flies down your cable into your -,

computer. You notice nothing, since every key you type gets dutifully



>ause total Financial ruin

Near
Certainty

Highly
Likely

Likely

Likelihood

Low

Likelihosd

Exiremely
Improbable

Minimal  Miner  Majer  Seress

Severity / Impact

Risk Value Legend
Low: < 5— Green
Med: »5, € 12 = Yellow
High: > 12 - Red
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yuntermeasure for Corporate Espionage

nformation stolen is in the physical form, companies should shred all documents
Jiscarded

e company information unless it is absolutely necessary. Then immediately place the
secure envelope or place until it reaches the intended party. Information lying around
e easily copied, photographed, or stolen.

printed documents in a locked file cabinet. Keep the cabinets locked when the
in use.

nvest in technology that prevents documents with sensitive company information from

access controls within software indicating authorized parties that are allowed to print
specific documents. This will prevent individuals from carelessly printing materials
se the company to unnecessary risks.

nother method to protect sensitive company information. When a document is printed,
information in the print fields where the encryption occurs. The information encrypted
ed by individuals who possess the authority to view the information. !






y now what can we do?

understanding where the opponent's
Sses are you cannot borrow their strength to use
hem. (Cheng Man Ching)

.dissectingthehack.com
1dd3n.com

dhacker.net
.social-engineer.org/
agard.com

me

leexpress.com/ »I—

@jaysonstreet on Twitter



let’'s learn from others

5sion and Questions??7??

eral minutes of uncomfortable
e It's your choice.

X

This concludes my presentation Thank You



Those Links Again

.dissectingthehack.com
1dd3n.com
idhacker.net
.sociél-engineer.org/
agard.com
.me
ieexpress.com/

treet on Twitter




