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some tasks

works and what it does, and neither what are the limitations
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EXPERIENCE BUILDING THE LAB TO BUILD YOUR OWN!
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— Usually just show
— How do | execute my own analysis scripts?
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* In the same dz
sample from different partners (and sc
same partner too!)
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0 dispatch new

se inserting its (INT) “RTT”
- he insertion is

The central database is upda W
element using DHCP and DNS name to speC|fy what it does i

any new device. Each device has a minimal instance of the scheduler -> Scheduler election in
case of failure of the central unit.
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int main(int argc, char **argy

printf(“My plugin result.”);
return 1;

}
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— Do you need mal\ f
send us your plugin and get the results of it
executed against millions of analyzed samples?
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e Syslog is u /ery
— Multiple debugging options
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UNPACK

PECompact

virtual
machine
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= Supportin:g IR

the malware
— SSL Inspection (pre-loaded keys)
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* Implements inotify-like interface for Windows
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driver
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90%). Also, most:
engines of the anti-virus,
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ﬂ Welcame, root. Change password / Log out
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Qualys Feed Server Dashboard
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Administration

: of the Year and Be r olution at t opean April 26, 2011
Auth

B Dim 1 artne April 19, 2011
B I b at Ma the Internet March 29, 2011

Europe Awards March 3, 2011

ON



£ DASHEOARD

Home » Feed_server » Decompress

Select Decompress Log to change

I e e s o o B O O

May 11

GLOBAL STATISTICS

Search

;||ﬂ 0 of 100

Level . Module

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

decompress_daemon.py
decompress_daemon.py
decompress_daemon.py
decompress_daemon.py
decompress_daemon.py
decompress_dasmon.py
tecompress_dasmon.py
decomprass_dasmon.py
decomprass_dasmon.py
decomprass_dasmon.py
decompress_dasmon.py
decompress_daemon.py
decompress_daemon.py
decompress_daemon.py

decompress_daemon.py

Timesw@amp

May 11, 2011, 1:25 a.m.
May 11, 2011, 1:25 a.m.
May 11, 2011, 1:25 a.m.
May 11, 2011, 1:25 a.m.
May 11, 2011, 1:25 a.m.
May 11, 2011, 1:25 a.m.
May 11, 2011, 1:25 a.m.
May 11, 2011, 1:25 a.rm.
May 11, 2011, 1:25 arm.
May 11, 2011, 1:25 arm.
May 11, 2011, 1:25 am.
May 11, 2011, 1:25 a.m.
May 11, 2011, 1:25 a.m.
May 11, 2011, 1:25 a.m.

May 11, 2011, 1:25 a.m.

LOG TABLES ~

ADMINISTRATION

cted

Message

The file Ywork!qualysiscriptsidissect_pe-0.1.0/compressed_test'extractedtempldc12228/2363d4 1fc92819cch859286826 87 3b9 zip' has been decompressed
The file Yworklqualysiscripts/dissect_pe-0.1.0/compressed_test'extractedtempldc 12228/af8358154 11e800b2b30b57hbb8db0536 zip' has been decompressed
The file Yworkqualysiscriptsidissect_pe-0.1.0/compressed_test'extracteditempl/dc12228/765 11c7Tafd& 1636 111518 1b2f3dbT zip' has been decompressed
The file Ywork!qualysiscripts/dissect_pe-0.1.0/compressed_test'extracteditempldc 12228/01c 1d48f 2L 767 15f8864892a12h7hE zip' has been decompressed
The file Yworkqualysiscriptsidissect_pe-0.1.0/compressed_test'extracteditempl/dc12228/3aa333a7a464f0cB6be344c5185fbecT zip' has been decompressed
The file tworklqualysiscriptsidissect_pe-0.1L.0/compressed_test/extracteditempl/de 12228/9a49a7 adef96cdffEfcds228c 122ddee . zip' has been decompressed
The file tworklqualysiscriptsidissect_pe-0.1.0/compressed_test/extracteditemplde 12228/69d27 4cd 1leTh44febf4debacd 1824225 zip' has been decompressed

The file tworklqualysiscripts/dissect_pe-0. 1L0/comprassed_test'extracteditempl/de 12228/f500659cabs 4298610 1:3a5059978d zip' has been decompressed

The file tworklqualysiscriptsidissect_pe-0.10/comprassed_test'extracteditemplde 12228/1f0 3682625 1f4 2261595801952 17 94168 zip' has been decompressed

The file "worklqualysiscriptsidissect_pe-0. 10/compressed_testlextracteditempl/dc 12228/38c3 17402300491 4b4 1efe 3759980271 zip' has been decompressed
The file tworklqualysiscriptsidissect_pe-0.10/compressed_test'extracteditempl/dc 12228/86fe503786930db94cdab82c4aas 37 zip' has been decompressed
The file Ywork!qualysiscripts/dissect_pe-0.1.0/compressed_test'extractedtempldc12228/cab 1c357cfacd 122527932518 1c85b34 zip' has been decompressed
The file Yworkqualysiscripts/dissect_pe-0.1.0/compressed_test'extractedtempldc12228/becifde29eded202c49b3dcf8atba016 zip' has been decompressed
The file Ywork!qualys/scriptsidissect_pe-0.1.0/compressed_test'extracteditempldc12228/23a76cbel3498c5922ecdd5ead 3afff0 zip' has been decompressed

The file Yworkqualysiscriptsidissect_pe-0.1.0/compressed_testlextracteditempl/dc12228/f4cdb02 1182692 2150c4864818035694 zip' has been decompressed

Add Decompress Log

By level
All
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By timestamp
Any date
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Home = Gle

Fartner Name:

Malware Stats
Type
TrojanDownloader2
VB

unknown

Kryptic

Agert
TrojanDownlozcler

Kryptic2

Summary
Total Collection 918

Total Analyzed 22
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£ DASHEOARD PARTHER STATISTICS

Home t
Malware Stats
Type Cauit
VB 3
LT 5
Krypess 1
AgEre 1

TrogarDowniondsr 6

Summary
Total Colection 912

Totsl Anabyzed 16 %
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chart by amCharts.com

Geographic Distribution of Threats

China A B
Spain ¥
Russzian

Federation United States

United China

Sraxil Kingdom

United
Kingdom Brazil

United
States

Spain Russian
Federation

Germany

ON



Total Samples On Database

Detected Samples

Latest Thraats Capture Analysis

Total samples Ay Datection Poap Capturad Unique Samplas
CollectHon Statistcs

AY Detection Rate
8,738

Mot Detacted

ON



Last Seen
2009-12-14 12:08:25
2009-12-14 10:34:53
2009-12-14 15:50:25
2009-12-16 12:05:37
2009-12-16 14:05:32

2009-12-16 14:06:30

Domain | Ilalweare TURL | Site Achasor | Google Safe Browsing | Zens Tracker | Ivlalware Diormain | Dornain Feg | Country,

hadwrares com LISTED
freehostia.comm
shrmalto

roscorm-wn o, nwed net

gpde net
flapT1 com
wapdodait. ni LISTED

estoniashi

s downloadavrl 5 com

2009-12-16 16:07:11
2009-12-16 16:31:.08
2009-12-16 16:31:51
2009-12-16 16:3T:18
2009-12-16 16:58:24
2009-12-16 17:31:27

2009-12-16 18:01:14

testavrdown.corm

sunrnicra-1 o lnend net

1 o Uraed, et

dealio . corm

testavrdown.com LISTED
wipdodait.rm LISTED
orbitdowrnloader corm ---

LISTED
LISTED

LISTED

LISTED

LISTED
LISTED

2h-roay-2014

13-none-2010

27-oet-2010

14-dec-2010
0%9-aug-2010

0E-sep-2010

09-aug-2010

17-0ct-2011

CH




Tizae

2010-05-17 10:57:31
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2010-05-13 14:20:17
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_ Output files

— Dissection
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