
Hunter / Gather���
���

Finding that low hanging fruit. 

Sean Arries	


Security Engineer	



Terremark Worldwide	


	


	





About Me..	


•  Member of the Terremark’s Threat Intelligence Team, a 
division of the Secure Information Services group. The Team 
provides clients around the world with rapid incident 
response, memory forensics, malware reversing and other 
critical security services including evaluating security posture 
through vulnerability assessments and penetration testing.  
The team is also tasked with staying up to date with the latest 
threats in the Information Security ���
world.  ( we have a good time )	


 

 
•  personally.. I like web stuff…. 
Python.. And riding my 
motorcycles..	


 
 

 



What this is... 	



•  It is a methodology to owning your target the lazy way, 
instead of the Chinese way.. 	



	


•  Basic and used by APTs everywhere.. From their parents 

basement owning your network and stealing your Certs!	



•  Having a strong methodology is just as important as having 
the exploits.. 	



•  What is the point in having exploits from an attackers point 
of view if you can’t use the exploits to your full benefit in 
penetrating your targets?	





Why we need to know this….	



•  Most organizations today use some form of ‘known’ web 
application. Whether its an open source or closed source 
application.	



	


•  These applications are the gate keepers to the internal 

network. 	


	


•  Understanding how to find vulnerable web applications has 

a couple side effects.	


•  Discovering a detailed inventory of what an organization has 

exposed to the internet	


•  Aids in creating a comprehensive web application planning and 

assessment methodology 	





How do we raise the attack surface?	



•  www.targethost.com 	



•  Small attack surface.. Single host.. Attacker may not find 
a way on, at first look.	



•  Raising the attack surface with a simple methodology.. 	


•  1. Finding sub domains.	


•  2. Finding net blocks.	


•  3. Finding web servers.	


•  4. Finding vhost domains on target IP	


•  5. Finger print web applications on target domain / 

vhost. 	





Attack surface to Attack success?	



•  With company (X) having (XX) net blocks, there could be 
(XXX) amount of domains per-IP with (XXXX) web 
applications per-domain per-IP.	



•  If target is a small time web site hosted on shared hosting 
we only have to fingerprint applications on domains for one 
IP.. How many out dated WordPress blogs can we find in 
200 Domain names?	



•  What if the target is slightly larger? 	


•  Then company (X) probably has a few net blocks at least.. Probably 

old Jboss.. Old Blogs.. Or some phpMyAdmin somewhere or 
SOMETHING.. How many old PHP blogs can we find on 200 IP’s?	



•  Lazy people make it possible for lazy people to own them. 	


•  Don’t update or patch or keep up with your applications? You will 

get owned.. 	





Applying these tactics..	



•  Since we are talking about penetration and offensive 
security here.. What better than an example to show how 
to theoretically have “non-consensual ways” with a porn 
site :D	



	


•  Target: xhamster.com – russian owned porn network. 	



•  Note: We will just recon the network in a few examples, since we 
don’t want to cause any harm.	



•  And of course we didn’t go any farther than mapping out what’s 
what.. :>	



 

•  Now lets get on with it..	





Finding Subdomains..	



•   Google Dorks - site: | inurl: | filetype: | intext: | intitle:���
	



 
 
 
 
 
 
 
 
 

 



Finding Sub domains cont...	



•  Brute force sub domains.	


•  Not very hard to write a few lines to brute force .domain.ext	


•  Or, if you’re lame.. Or have budget and no in house people.	



•  Acunetix – Webinspect – dnsmap – knock	





Finding NetBlocks..	



•  Good old ./whois	


	


•  If you like a web app	



•  www.ripe.net	


•  www.arin.net	


•  bgp.he.net 	


	



•  Now we know what ���
other net block’s ���
relate to our target ���
network..	





Finding Web Servers..	



•  NMAP	


•  Works fine for me..	


	



•  Acunetix 	


•  Has a built in web server finder	



•  WebInspect	


•  Has a built in web server finder	



	


•  In this case if you want to reinvent the wheel and write 

your own, your call.	


 



Finding.. More web servers!���
	


•  Useful nmap command to find common webservers on a target range:	



•  nmap --open -p80,443 –PN -n 88.208.16.0/20 \ 
  | grep ‘Nmap scan’ \ 
  | awk '{print $5}' > xham_ip.txt 

 



Find Virtual Hosted Domains..	



•  Currently, there are no commercial applications doing this. ���
(doing it well.. anyways)	



•  There are a bunch of websites that do this. 	


•  http://www.yougetsignal.com/tools/web-sites-on-web-server/	


•  http://ip2web.web-max.ca/	


•  http://bing.com  -- IP:74.125.45.17	



•  Microso:’s Bing is the way to go. 	


•  Bing has a API for interface	


•  http://www.bing.com/developers ßsignup for your api key	


•  http://pastebin.com/mYdLvf1R  - pastebin to my ip2vhost.py script	





All we care about.. 	



 

•  http://api.bing.net/xml.aspx?Appid=’+bing_api_key
+’&query=IP:’+hostIP
+’&sources=web&web.count=50&Adult=Off&web.offset=’+st
r(index)	



•  Now are data is returned in nice easy to parse xml.. Pick a 
library of your choice and do it..	



•  (you will need to sort and uniq the domains returned)	





Ip2vhost.py  -- http://pastebin.com/mYdLvf1R 	





Web Application Enumeration..	



•  WhatWeb by Andrew Horton	


•  Developed in Ruby	


•  Detects over 900 different web applications	


•  Very active development	


•  First “public” tool of its type	


•  Carries out detection via simple regex detection	


•  Does version detection of know applications	


•  Has the function to crawl a site for other web applications	


•  Can load a list of urls J	



•  Very light impact. Nothing more then a request to the 
index page, is required to determine most web applications	



•  http://www.morningstarsecurity.com/research/whatweb	







VULNERBILITY INFORMATION 	



•  Now that we knows what’s out there, its time to find some 
vulnerabilities for those web applications	



•  http://cve.mitre.org/	



•  http://www.exploit-db.com/	



•  http://osvdb.org/	



•  My favorite... Audit the application and find new 0day for 
yourself. 	



J 
 



 
Being able to do this all “automattic”.. In a clean way.. Would 

be beneficial to any offensive attack that is straight to the 
point.. Which is getting that low hanging fruit on a owned IP 

space and owning the target from there.	



 



Demo.. Sort of. You get the idea. 	





Possibilities for this framework	



•  Define web app 0day or public bugs and have the 
framework hunt out these sites for you.	



	


•  Add functionality to the detection modules that find out 

variables about known web applications found.. Such as 
exploit specific variables.. (registration on or off)	



•  Add randomization into the scanning.. User-agent 
randomization, path bruteforcing for know applications.. 
i.e /blog/, /forum/. Include subdomain bruteforcing also. 	



	


•  Exploitation / Post Exploitation via web apps.. Or the 

interpreter :>	





	


Questions?	



	


	



If none.	


Go hack something…	



	




