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sameacca Whois this guy?

=  Sean M. Bodmer, CISSP, CEH. DODCPT,NSACIA
= Senior Threat Intelligence Analyst

= Brief Bio

Purveyor of unorthodox ideas
Interested in learning more about Sith and their economy
Over 14 Years in IT Systems Security

= Attack & Exploitation

= Intelligence Analysis & Attribution I e e e, e v

» Cyber Counter-Intelligence

Over 9 Years in Intelligence and Counter-Intelligence Operations

Co-Author: Hacking Exposed Malware & Rootkits 15t Edition
= |SBN:0071591184

Co-Authoring : Tradecraft: Countering Cyber-Espionage and Advanced Cyber Threats
= |SBN:0071772499 (Release Expected Q1 2012)
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= arix 2011 Q1 Sith Achievements

= Anonymous
« Attacking/Infiltrating numerous enterprises

e Government
e Private Sector

= RSA

* Seeds and components of source stolen

= Energy Firms Pummeled
» Targeted by purported State Sponsored Cyber Threats (SSCT)

= Millions of systems breached
* Millions of identities and $$S stolen
= Spy-Zeus (SpyEye 1.3+)
* |nlate 2010 the source for Zeus Kit was sold to the Roman team

* Inearly 2011 Spy-Zeus (SpyEye 1.3) was seen in the wild
* Largest threatin Q1 to-date
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= aiisx Q12011 Jedi Achievements

= Coreflood Takedown
> 2m botnet under control of the US Do)

* That makes me nervous for other reasons...

= 1 Romanian Hacker Prosecuted
e For crimes from 2006 (Shout-Outs to BMW)

= 5 Arrested over WikiLeaks related cyber-attacks
 BFD... that didn't even dent the Anon group

= 3 Arrested over SpyEye Assisted Bank Fraud

* Another BFD... low level cyber-criminals

= Am I missing anything??
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samearca Who's keeping score?
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Malware Author(s)

 Original malware creator(s)

 Offer malware “off-the-rack”
or custom built

* May offer DIY construction Kits

* Money-back guarantee if detected

e 24x7 support

Botnet Master

* Individual or criminal team that
owns the botnet

e Maintains and controls the botnet

* Holds admin credentials for CnC

Botnet Operator
* Operates a section of the botnet
for direct financial gain

* Issues commands to the bot agents tool, and every vector has a price

* May be the Botnet Master

Distribution Provider (MSP) S

 Attracts and infects victims '
Specialized distribution network

Global & targeted content delivery
Delivery through Spam/drive-by/USB/etc.
Offers 24x7 support

Resilience Provider (MSP)

* Provides CnC resilience services

» Anti-takedown network construction
 Bullet-proof domain hosting

» Fast-flux DNS services

e Offers 24x7 Support %ﬂ‘ J‘

Hacking Ecosystem |
* Each piece of information, each

Thank You George Lucas
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GangstaBucks.com - it pays tlm time!
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Path to the main control panel: urbotnet.cn/spy

the ma

Aiternative path

yourbotnetz.cn/spyaye/

Path to the formgrabber control panel: http:/ /s yourbotnet.cn/spyeye/fc

Encryption key: [Your Enc, Key

Maks config & gt build

_yourbosnes_en/spyeye/main/be_version chec
_yourbotnes? en/s=pyeye/main/bt_version_che

Aesionlrl
Aetionlrlz

LatestExelzl . youzbotnet.on/ spyeye/main/bt_getexs .phE”
EnockHdrs .yourbotnet.on/spyeye/main/br_knock hdrs.p
RightTimeUrl . yourbotnet. cn/f spyeye/main/ datevime . php”
IncHistorylrl _yourbotnet en/=pyeye/main/bin/pagel heml’

. youzbotnet. on/ spyeye/main/bin/ ua . html”

. youzbotnet . on/ spyeye/main/bt_plg_clkbak c
. yourbotnet.cn/ spyeye/main/by_plg kvip.php
_microsoft. com®

a1 en®
PormgrakberFathlUzl : “hetp://wwr. yousbotnet.onf spyeye/ fozmgrabbex/website:
FormgrabberPashZUzl : “huoup://www. yourbotnet. cn/spyeye/ formgrabber/webaive:

Get build

Are you infacted by SpyEye?

Your system is clean

B 2eus Builder

r—Infarmation
r—Current version inform

Wersion: 1.2.4.2

Build time: 14:15:23 1
amer

—Spyware status on this

Spyware not Founded

]

[ FF Injects

OFF ]

Path to the main control panal:
Alternative path to the main control panel:
Path to the SpyEye Collector:
Encryption key:

Connectar interual (sec):

Compress build by UPK v3.04w:

kill Zeus:

Clear cockies every startup (15, FE):
WebInjects.txt (Zeus format):

Screenshots. txt:

Plugin #1 DL0
Plugin #2 D04
Plugin #3 DLL

--

[http /7 www. yourbatnet. enfspyeye/main/gste.phe

http i/ www.yourbotnetz.enfspyeye/main/gate. php

1.2.2.4:443

Your Enc., Key

anmE

Encryption key (for config):

|smthrandomkey |

Clear cookies every startup (15, FFh

Delete non-exportable certificates:

ama

Don't send hitp-reports:

PR anti-Rapport:
FF webinjacts:

0 OpGraifarnarabhet:
\B Chrome tormgrabber

Cormprezs build by UPX v3.07w: W

Make config 2 get build |

Are you infected by SpyEye?

B Zeus Builder

Builder

Information
Current version information
Version: 1.2.5.1

Builder
Settings

Build time: 14:51:42 15.06.2

Spyware status on this syster
Spyware not founded on this

Make build without ZLIB suppot

(Spyve may vsa mlib for unpacking 9zip or defiste
sontent at FF webinfects ... se, this optiva can save
15-16 KB):

9

Make LITE-config r
(without webinjacts, plugins & screenshots ]t

* EXE name | [Recyde.Bin

o Mutex name i [Systemservice

- [ Make config & get build

2eus Builder |

i~ Information

[ Current wersion

Wersion: 2,0.58.9

Build time: 22:33:59 11.03,2011 GMT
Signature: Death huckster

Encrypkion key:

r—Information about active bok

InFormation:

Bak nok Founded.

Refresh Remawve bot




— :A._..A Why are you crying? \
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DAMBALLA

Take Back Command-and-Control

Thank You
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Sean Bodmer

email: sbhodmer@damballa.com
Web: http://www.damballa.com Blog: http://blog.damballa.com




