
 Steps
◦ Information Gathering
 Network Mapping

◦ Scanning
◦ Vulnerability Identification
◦ Penetration
◦ Gaining Access and Privilege Escalation
◦ Enumerating Further
◦ Compromising Remote Users and Sites
◦ Maintaining Access
◦ Covering Tracks



 Leveraging public information and records
◦ Internet registrars

◦ Whois

◦ Nslookup

◦ Wayback machine

◦ Competitive intelligence 

◦ Job listings

◦ Blogs

◦ Social network sites

◦ etc



 Identify live systems

 Identify open ports

 Identify and enumerate services

 Identify vulnerabilities



 Vulnerability
◦ Weakness in a system or a network

 Protocol flaw

 Configuration error

 bug

 Goal
◦ Identifying weaknesses to leverage for access

 Privileged access is preferred

 Never underestimate any access

 Regardless of the level



 Leveraging a vulnerability
◦ Identify a weakness to achieve access

 All systems have vulnerabilities
◦ Not all vulnerabilities have exploits!

 Have to match the vulnerability to the exploit

 What if you find none?

 Components of penetration
◦ Vulnerability

◦ Vector

◦ Payload

 Shell code etc



 Methods of access
◦ Shell
◦ Reverse shell
◦ Backdoors

 Escalating Privileges
◦ Level of access not root or admin
 Have to get the OS to grant admin

◦ Windows
 Has had problems with directory execution

 Allowed relative path names

◦ Unix/Linux
 Has the chroot option

 Have to break the chroot
 Abuse su or sudo permissions



 Once Access is Gained
◦ You are local!
 run local commands

 netstat

 route

 nslookup

 ipconfig/ifconfig

 Identify the interfaces

 Show multi-homed targets



 Take advantage of compromised host
◦ Set source of the exploit to that of the target

 Pivoting

Bastion
host

WWW
server

FTP
server

Services subnet



 Ensure we have access!
◦ Targets can crash

◦ Service can stop

◦ Target can receive a patch or update

 Once in
◦ Plant a backdoor

◦ Migrate the exploit to another process

 Explorer 

◦ Plant a keystroke logger
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 The keys to the kingdom

 This stored procedure allows us to execute 
code
◦ Opens a shell via SQL 

 Command syntax
◦ exec master..xp_cmdshell 'dir'

◦ exec master..cmdshell 'ping 10.1.1.1'

◦ exec master..cmdshell 'tftp 10.1.1.10'

◦ Etc

 Only limit is the imagination





 Excellent for speed

 What if the vulnerability does not have an 
exploit in the framework?

 Quit?

 Old School!



 Port

 Service
◦ Grab the banner





 cd /pentest/exploits/exploitdb/

 searchsploit wuftp


