


 Consists of
◦ Install a write blocker

◦ Take an image of the media

◦ Make a copy of the image

◦ Verify the copy

◦ Analyze the image 

◦ Collect evidence

◦ Maintain chain of custody



 Traditional does not provide the complete 
picture

 Malware

 Processes

 Connections 

 Memory 



 All data is not preserved

 Presence of malware invalidates and weakens 
evidence admissibility

 How do you proceed when a “box” has a 
BSOD?
◦ Key information can be lost if traditional forensics 

is used



 Analyzing information before carrying out the 
traditional approach.
◦ Capturing volatile memory
 RAM

 Process antecedence

 Identify running context

 Current connections

 Remote hack?

 Spawned processes

 Handles

 Registry

 Files

 etc



 First appeared in the UK 2003
◦ Case 1:

 Suspect claimed a Trojan had conducted an attack and 
then after the attack erased itself

 Jury agreed and he was acquitted

 Set a precedence and set UK investigations back a large 
amount

◦ Case 2:

 Child pornography suspect

 Cleared after 11 Trojan Programs were found on suspects 
computer



◦ Case 3: July 2009

 Child pornography suspect

 Cleared after claiming Trojan downloaded images

 Investigators did not collect “live” memory

 Expect to see more of this in the future

 Once word gets out, more defence teams will 
use it



 Systems have large amounts of RAM today

 Defense team can argue that failing to collect 
the memory could
◦ Have missed key exculpatory evidence

◦ Could have cleared the suspect

 Expert witness cannot refute this
◦ If the memory was not taken then it is gone 

Forever!

 Can cast that shadow of a doubt in the judges 
or jury’s mind



 System date and time
 Current network connections
 Open ports
 Processes that opened ports
 Cached NetBIOS names
 Users currently logged on
 Internal routing
 Running processes and services
 Open files
 Process memory dumps



 To display these we use the netstat command



 After Windows XP SP2
◦ netstat -ab



 We list with the nbtstat command



 Several choices
◦ net user

◦ Psloggedon

◦ net session

◦ net file



 We return to the versatile netstat command
◦ neststat -rn



 We have to run several tools to extract 
needed information
◦ Executable image

◦ Command used to invoke

◦ Runtime

◦ Security context

◦ DLLs and modules

◦ Memory





 Ring 3
◦ User

 Ring 2
◦ Not used

 Ring 1
◦ Not used

 Ring 0
◦ kernel





 Tools
◦ Pulist

 User context

◦ Pslist

 Local and remote

 -t displays process tree

◦ listDLLs

◦ Handle

◦ Tlist

◦ Tasklist





 On the previous slide what is the PID of the 
Trojan?







 Debugging 

 tools



◦ psservice



 psfile



 pmdump
◦ www.ntsecurity.nu

 userdmp
◦ Microsoft debugging tools

http://www.ntsecurity.nu/


 Process dissection
◦ Process explorer



 More dissection
◦ Dependency walker



 Game Over!



 None of the previous tools will work in most 
cases

 Perpetrators write their tools to avoid these

 Have to analyze the raw image

 Can do manually

 Tools work the best
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