Memory Forensics
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Traditional Forensics

» Consists of
> Install a write blocker
- Take an image of the media
- Make a copy of the image
- Verify the copy
- Analyze the image
> Collect evidence
> Maintain chain of custody




“Live” Forensics

» Traditional does not provide the complete
picture

» Malware
» Processes
» Connections

» Memory




Limitations of “Traditional”
Forensics

» All data is not preserved

» Presence of malware invalidates and weakens
evidence admissibility

» How do you proceed when a “box” has a
BSOD?

- Key information can be lost if traditional forensics
is used




“Live” Forensics

» Analyzing information before carrying out the
traditional approach.
> Capturing volatile memory
- RAM
- Process antecedence
- ldentify running context
- Current connections
- Remote hack?
- Spawned processes
- Handles
- Registry
- Files

- etc




Examples of the Trojan Defense

» First appeared in the UK 2003

- Case 1:
- Suspect claimed a Trojan had conducted an attack and
then after the attack erased itself
- Jury agreed and he was acquitted

- Set a precedence and set UK investigations back a large
amount

- Case 2:
- Child pornography suspect

- Cleared after 11 Trojan Programs were found on suspects
computer
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Examples of the Trojan Defense
(cont)

- Case 3: July 2009
- Child pornography suspect
- Cleared after claiming Trojan downloaded images
- Investigators did not collect “live” memory

» Expect to see more of this in the future

» Once word gets out, more defence teams will
use it
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Importance of collecting “live”
memory

» Systems have large amounts of RAM today

» Defense team can argue that failing to collect
the memory could
- Have missed key exculpatory evidence
- Could have cleared the suspect

» Expert witness cannot refute this

- |If the memory was not taken then it is gone
Forever!

» Can cast that shadow of a doubt in the judges
or jury’s mind




Volatile Data

» System date and time

» Current network connections

» Open ports

» Processes that opened ports

» Cached NetBIOS names

» Users currently logged on

» Internal routing

» Running processes and services
» Open files

» Process memory dumps




Current network connections and

Open ports

» To display these we use the netstat command
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Processes that opened ports

» After Windows XP SP2
o netstat -ab

unDeE IntexrnalHost -1 AZ2HL e 1312
c o wiaindows~sustemIF2Z~WEZ2 32 _4A1 1

Ce~WINDOWSE ~systemI3I2Z~WLDAF3Z _Jd11

Co~WIMNMDOWS -~ S ugstemI2Z~winrnmnyx»_.dl1 1l

c:\wlnduwshsystemEZHHEZ _FZ2_4Al1l1l

coewidindows s uustemIFZ I cime _dAd11L

[suchnst exe 1

uDeE InterrnalHost =1 9800A S = I 1292
co~waiandows~syustemd22~ W2 32 _A11

= mwindows-suyustemIZ2Z-~ssdpsx»uv _dl1ll

CeWINDOWE ~systemI3F2Z2-~ADUAFIFZE _Jd11

Ce~-WIHNDOWS~syuystemIZ~-~IlkernelFZ _4AdA1 1

Crsevchost _exe 1

uDeE IntexrnalHost ot SE I 3 1312

[ =~ Hw1nduws\system32\w32t1me [= B B B
ntdll A1 1
Ce~-WIHDOWS~syuystemIZ2Z~Ilkerxrnel1FZ2 _4Ad11
Crsevchost _exe 1




Cached NetBIOS Names

» We list with the nbtstat command

o~ nhbitstak

Displavs protocol statistics and cur»ent TCPA-IF conniections wusing HNBT
CHetBIOS ouex TCP-IF3>_
MEBTETAT rC r—a HemoteMame 1 r—A TF addyres=s 1 F—c= 1 C—m 1
CL—=1 CL—R1 CL—RR1 CL—= 1 rL—= 1 Cintexuwvall 1
—a Cadapte» status 3 Lists the »emote machine' s mame table giuven dit= rmnoame
—RA CAdapte» status ¥ Lists the »emote machine' s mame table given it =
IF addyres= o
—= Ccachese 2 Lists MHBT " = cache of »emote Cmachinel names und the iz
addy»resses
—r Cnnames ¥ Lists Jocal HNHNetBIOS names o
— Cresoluvedld Lists mames »esoaolued by bhbr»oadcast and wvia WINS
—R CHe1looaodl? Purges and »eloads the »emote cache name table
—= CEessdons 3 Lidsts sessions table with the destination IFPF addyresses
—= Csessdons Lists sessions table conuverting destination i

add»esses to compute» MHMETEBIOS noames o




Users Currently Logged On

» Several choices
o net user
> Psloggedon
o net session
- net file

o~ 2net uasers

TR R RS R Administyroator Guoe st
Hew i

The commoannd completed succocessfol Lol




» We return to the versatile netstat command
o neststat —-rn

Internal routing
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Running Processes

» We have to run several tools to extract
needed information
- Executable image
- Command used to invoke

Runtime

Security context

DLLs and modules

Memory

(0]

(©)

O

(0]




Windows Architecture I

Application

v W L
Worl-
: Server - -
gé&;\tﬂ:i%g et SEcurlty: > Win3z2 | | POSIX 05/2
Integral subsystems Environment subsystems
User mode

Executive Services

Securi Virtual e
Socty)| IPC |[Memonprocesgl PP :
Menitor | [Manage 'mﬂﬁﬁ Manager|Manage @

Object Manager

Executive

Kernel mode drivers Microkernel

Hardware Abstraction Layer (HAL)

Kernel mode

Hard:




Windows and Rings

» Ring 3

- User
» Ring 2

- Not used
» Ring 1

- Not used
» Ring O

o kernel

Least privileged

_ . Most privileged
Device drivers

Device drivers

Applications




User and Kernel Mode




Running Processes (cont)

» Tools
> Pulist
- User context
> Pslist
-+ Local and remote
- -t displays process tree

> listDLLs
- Handle
o Tlist

> Tasklist




Pslist
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Trivia

» On the previous slide what is the PID of the
Trojan?




Pslist -t

Formation For I HNTERMALHOST
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Pxrocess
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inF o
wvrddl £ oy w2

LF AL

UMwasr-eSexrw
I1=sass

1logorn
Seruvices

alg
swcho=sit
suwvcho=t
swcho=sit
suwvcho=t
swcho=sit
sppoo 1=
dime it

CcCEIrss
win
F oo
p=list
UMurareT o
QkRes2k

=ms s
m=uvchost

AR

Mauume

Idle
SEyustem
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Tasklist

S rrtasklidist ~swuc

Image Mame PID Sexrvices

pstem Idle Process ©Yn HMA

=t em =1 M.~ A

S S o e G412 M-A

SRS S - e &67a HM-A

adnlogon - exxe AR MMA

eruvices o Be =11 Eventlog.,., FPlugPlowg

Isass o Bxe 56 PolicuwvAgent. P»r»otectedStoxrage. SamSs
vochost - exe 16 DocomLlLaunch, TermSexruvice

wvuchost _exxe 1001 HpopcSs

uvchost _exe 1120 AuvdioSy»w . Brx»rowserx», CruouptSuc,., Dhocp. dmsexruoes ..

EHRSvc ., EventSgstem. helpsuvuoc .o J Ehre S e S B e
Janmanworkstation, MHMetman, Hla,., RasHMan -
Schedule s=ec logon SEHMNS | Shaxedlcce=s= ,
She L1IHWDetection. TapiSy»uv, Themes, Tix»rkWks .
WI3IZ2Z2Time ., winmgmbt. wsocswuoc . wuawmsesrw .. WACSUC

vchost _exe 1172 Dnscache

uvuchost _exe 1292 LomHost= HemoteRegistyu o SESEDFPFS RO WebClient
Do 1w _exe 1476 Spoo lex

dnetinfo_exe 1656 I TSADMINM. SHMTPSUC,. WISUC
AF mogzx - exxe 1744 UMWAF

MuuareSeruvice _exe 1872 UMTools

AdnuUnc - e3xe 1936 winuvncoc

1o - exxe S88 LG

2 Lo 3 e 1 - B oe 44 M.-A

KResZlk _exe 1-=1461A KM--A

Muraxr-eT oy exe 4122 MR

Muasr-elUserxr . exxe 21 MR

dxef ox o exe &e8iRn HM-A

o _ e 268 HKM.--A

vuchost - exe 2011 HM.A

mdl - e e 2 M-A

asklist _exe 11 6=t HM-A

O REALE S o B D 1724 MR




Tlist

» Debugging
» tools

780
744
756
16
1804
1128
11772
1292
1476
1656
1744
1872
1936

588

744
1468
1272

244

680

468
2844

780
1888

1872

winlogon.exe

Command Line: winlogon.exe

services.exe

Command Line: C:s\WINDOWSszuystem3Z2sservices.exe

lsaszs.exe

Command Line: C:s\WINDOWSszustemdZ2-lsass._exe

suchost.exe

Command Line: C:sWINDOWSszustemdZ2xsvuchost —k DcomLaunch
suchost.exe

Command Line: C:sWINDOWSsszustemdZ2ssvwchost -k »pess
suchost.exe

Command Line: C:sWINDOWS“SustemdZxsvuchost.exe —k netsvcs
suchost.exe

Command Line: C:sWINDOWS“SustemdZssvuchost.exe —k HNetworkService
suchost.exe

Command Line: C:sWINDOWS“SustemdZ2ssvuchost.exe —k LocalService
spoolsv.exe

Command Line: C:sWINDOWSszustemdZuspoolsv.exe
inetinfo.exe

Command Line: C:sWINDOWSszustemdZxinetsrusinetinfo.exe
wdf ngr . exe

Command Line: C:sWINDOWSsszystem3d2 wdfmgr.exe

UMuarefervice .exe

Command Line: "C:“\Program Files“UMuware-UMuware Tools“UMuareService.exe"
winvnc.exe WinUNC Tray Icon

Cﬁmmand Line: "C:sWINDOWSsszustemdZ2wncocwinunc.exe' —service

alg.exe

Command Line: C:s\WINDOWSsSuystem3dZ2-alg.exe

explorer.exe Program Manager

Command Line: C:s\WINDOWS“Explorer . EXE

QkRez2k.exe QkRe=2k

Command Line: "C:sWINDOWS“zustemdZ2~QkReszZk.exe"

UMuvareTrav.exe

Command Line: "C:“\Program Files“UMuwareUMuware Tools“UMwareTray.exe"
UMuarelser.exe

Command Line: "C:“\Program Files“UMuwareUMuware Tools“UMuwarellzer.exe"
firefox.exe Downloads

Command Line: "C:“\Program Files“Mozilla Firefoxfirefox.exe"

nc.exe

Command Line: nc -1 —-d —p 38884

suchost.exe

Command Line: svchost —d -1 —p 44888

cnd . exe Command Prompt — TLIST —c
Command Line: "C:s\WINDOWS“system32xcnd.exe"
notepad.exe relnotes — Motepad

Command Line: "C: \HINDOHS\systENEENNOTEPHD EXE" C:sProgram FilessDebugging

Tools for Windows <x86>“relnotes.txt

tlist.exe
Command Line: TLIST —c



Running Services

o psservice

o~ Iopsseruice ST

PFe=Seyrvice v 22 — SDeyrwuvice dinfFformation and configuyration wbti 13
Copyr»dight (032 20001 — 2008 Marxrk RHRussinowvich
Cuusinternals — wiurwo.sugyusinternals _ocom

PsSex»uvice lists o conty»ols sexruvices on & l1local ox »»»emotbte suustemo

lsage - pssexruvice L~ GCompuitex L—u Usexmoauame Iy FPasswaordlll <cmd> <opbtn=s>>
Cmd i one of the Ffollowvwing =

OFLLE 3~ P Queries the status of a sexruvice

conf ig Gueries the configuyration

setconf dig TSets the confF iguxation

start Starts a seruvice

=t o e Stops a serxruuvice

restart Stops and then »estarts a seruvice

LS Fouses O Seruice

conit Continues a paused sexruice

depend Enumer»oates the serxrwuices that depend on the one specified
F Immd SEearches Ffor an dn=s=tance of a serruice onn the netwuoxrlk
Ssecuritu Hepox»ts the secu»ity peyrmissions assigned to a seruvice

= +the uwusernoame and password to 1log dnto the emote compuibtex Iin coases where
oy aSaccount does not have permissions to pexforxr-m the action o =ypec iF oo

Omitting a command guerxies the actiuve sexrvices on the specifFied compubtenr o
Entex» —7F fFforxr help on a particulas command o

EERUICE HAME:= WISUC
DISPLAY HAME:=: Woxrld Wide Welbh Publishing
rouvides Web conmectiuvity aoand administyx»ation thrxrough the Intexrneit Imnformation

200 WINIZ2Z SHARE_FPROCESS

<3 RUNMNI HG
CETOPPABLE. PAUSABLE., ACCEFPTS SHUTDOWH >

[ 5 ] C 3l D>

[ % ] Lo i B v e ]

A A

F2Z2_ _EXIT CODE

UTCE EHRIT CODE
CKPOIMNT
T




Open Files

» psfile

=~ opsfFildle -7

sfile w1 _ B2 — psfile
opyeright — 2001 HMa»xrk BRous=sidnmnowvich
psidnternals

=File l1lists ox» closes Files opened z»emobte Lo
sage = p=FfFile C~~HemoteComputex» [—umua U=sexrrmnaome L—y» Fasswordlll CCLIA I pathl

—an Sypecifies optional umasex» moame Forxr l1loginmn to
remohte Ccomputeaen o

— Specifies password For ey moame o

I Id of rFile to pxrdint idinfor-mation forr o clo=se o
Path Full o» parrtial path of Files to matoch o

— Closes File ddentified by File Ido

mitting aa file ddentirfFie» has PsFile 1lidist all Files opened »emotbte Lol




Process Memory Dumps

y pmdump

o

» userdmp
Microsoft debugging tools

mmdlaamyy A 2 — T3 Z2EAaAaZt Arxrne Uidstr»om (arrne _uvidstyx»omEPntsecwuy»itor_rmwm )
— http-~nmtsecuritoy_nmnutoo Lo oem s~

[ % | Suyu=stem idle ppy»roces=
=4 Su=stem
&5 =1 S S e
[ = =] CSErSDS o B
il ] ] winlogomn - exxe
e 5 ] SEerru dC e s o B e
=1 Isoass - e
suchost _exxe
swuchost - exxe
swuchost - exxe
suchost _exxe
swCchost oexxe

Sspoo 1Lswu _ aace
1net1nfn [ o
wdfmgr-exe

UM rarxr-eS e ice - 8xe
LA AN T - e
alog - exxe

e Cye Lo e 2 B e
RDERes2Z2lk - esxce

UM rareTrony . exxe
UM raxr-elU=s ez - e
F izreForx _ ezxwe
Mmoo e
swuchost - es>xce
notepad - e
cmd - e e

s e LT e e D
cmadl - e e

T LA TR - SO

e

M
ASSARNNAGIOB MANKEEY

RWEAREAMAD WA INER
ANSANSANSANANARRNNGAS

REEN
4
Wb
nE

S = 2 wnrmc e 2@44 [ T=N ) s N . [—l



http://www.ntsecurity.nu/

Process Memory Dumps (cont)

Process

» Process dissection ~=%er=
> Process explorer -:?Ef!fim
[ carss.exe

= [ winlogon exe
=[] services.exe
[] swchost exe
[] swchost exe
[] swchost exe
[] swchost exe
[] swchost exe
[ spoolsy.exe
[ inetinfo.exe
[ wadfrnar.exe

WhiwareServic, .

k@ winvnc.exe

[ alg.exe

[ uzerdump.exe
[ lzazz.exe

= _-f explorer. exe
@ OkRez2k. exe
i) Y ware Tray. exe
iz Y warel ser. exe

firefo. exe

_ﬂ notepad. exe

- B crnd. exe
L procexp.exe

"I nc.exe
[ swchost. exe

FID| CPU  Description
0 96497
h'a Hardware [nterupts
nia Deferred Procedure Calls
4
E04 Windows MT Seszion Mana...
E7E Client Server Runtime Process
oo Windows MT Logon Applicat...
44 1.52 Services and Controller app
916 Generic Hozst Process for Wi
1004 Generic Hozst Process for Wi
1120 Generic Hozst Process for Wi
1172 Generic Hozst Process for Wi
1292 Generic Hozst Process for Wi
1476 Spooler SubSystem App
1656 Internet [nformation Services
1744 WWindows User Mode Driver ...
1872 Whdware Tools Service
1336 WHC zerver for Wind2
atata] Application Layer Gateway 5.
1444 Uzer Dump Service/Comma...
Fial=] LS4 Shell [Export Werzion]
944 WWindows Explarer
1460
1272 Yidware Toolz tray application
244 Whdware Tools Service
B30 Firefox
1083 Maotepad
h3z2 YWindows Command Processor
976 1.52 Suyzinternals Process Explorer
463
2044

Company Mame

Microzaft Corparation
Microzaft Corparation
Microzaft Corparation
kicrozoft Corparation
kicrozoft Corparation
kicrozoft Corparation
kicrozoft Corparation
kicrozoft Corparation
kicrozoft Corparation
kicrozoft Corparation
kicrozoft Corparation
kicrozoft Corparation
Whdware, Inc.
lkravHC

kicrozoft Corparation
kicrozoft Corparation
kicrozoft Corparation
kicrozoft Corparation

Whdware, Inc.
Whdware, Inc.

kozilla Corparation
kicrozoft Corparation
kicrozoft Corparation

Syzinternals - v, zuzinter..



Process Memory Dumps (cont)

» More dissection

FLE

“ Dependency Walker, - [svchost]

B File Edit

View  Oplions

Profile  Window Help

- Dependency walker

s

AR HEE T =l
= E SWCHOST.EXE || PI Qrdinal Hirk Funckion Entry Paink
+ a FERMNELZZ.DLL ez T (0x00077 | NfA {1 Ox71A8E46C9
— [ wsoCk32.0L B | 21 (0x0015) | NjA MIa 0x71AB3EA1
- E W52 32.0LL B0 |nmia 52 (0x0034) | WSARecy 0x718B435318
+ [ MSYCRT.DLL Bl |nja 54 {0x0036) | WSaRecyFrom 0x7 1ABFE52
A] WTDLL.OLL _ _ _ _
# [ WS2HELP.DLL E Ordinal ™~ Hink Function Entry Point
4 &) KERNEL3Z.DLL = 2 (0x0002) | 85 (0x0055) | bind 0x00003EQD
2201 USER32.DLL ET 3(0x0003) | 86 (0x0056) | closesocket 0x00009639
o O] GDI3ZOLL = 4 (0x0004) | &7 (0x0057) | connect 0x00004064
' E S (0x0005) | 94 {0x005E) | getpesrname Q00010850
¥ ﬂ KT‘NEL_SZDLL v | E 6 (0x0006) | 99(0x0063) | getsockname 0x0000951E
% > € 7i0x0007) | 100 (0x0064) | getsockopt Ox000046C9
| Module File Time Stamp Link, Time Stamp File Size Akkr, Link Checksum Real Checksum ZPU Subsy skem Symbals Preferred Base
E@ MPR.DLL 0af04f2004 1:56a | 05/04/2004 3564 59,904 | A Ox00018245 0x00018245 ptala) Consaole Y Ox71B20000
E aDvAPLI2 DLL 0af04f2004 1:56a | 05/04/2004 3564 616,960 [ & Ox000AQDE4 Ox000A0DE4 ptala) Consaole Y Ox77 000000
E FERMELSZ.DLL 0af04f2004 1:56a | 05/04/2004 3564 983,552 | A Ox000FFS45 Ox000FFS45 ptala) Consaole Y Ox7F 500000
E MaWCRT.DLL 0af04f2004 1:56a | 05/04/2004 3:5%a 343,040 | & Ox00057C0D3 Ox00057CD3 ptala) Gl Y Ox77C10000
E MTDLL.DLL 0af04f2004 1:56a | 05/04/2004 3564 708,096 | & Ox000AFZF7 Ox000AFZF7 ptala) Console Y OxF 900000




Process Memory Dumps (cont)

» Game Over!

il svchost.exe: 2044 Properties

TCPJIP || Security || Enviranment || Strings |
Image | Performance || Performance Graph || Threads |
Image File

‘ersion: —nfa—'

Tirme: 11301995 2:37 PM

Path:

| Chsvchost, exe |

Carmmand line:
| sychost -d - -p 44000 |

Current direckory:

|C:'|, |

Parent: “MNon-exiskent Process =(1444)

Werify
User: INTERMALHOSTYInskruckor
Started:  5:39:58 PM  7/30/2008 Bring ko Front
Comment: | l Kill Process ]

Data Execution Protection {DEF) Status; Disabled

Ok ] [ Cancel

mil svchost.exe: 2044 Properties

Image Performance || Performance Graph || Threads |

TCR{IF | Security || Erironment || Strings |

Resolve addreszes

f Local Addresz Rem... State

TCP internalhost: 44000 internal... LISTEMING

sl svchost.exe: 2044 Properties

| TCP[IP || Security || Environment || Strings

| Image | Peformance | Performance Graph | Threads
Count: 1
TID CSwitch Delta . Start Address

zt. exe+ 000

mil svchost.exe:1172 Properties

Image Performance || Performance Graph || SErvices
Threads | TCRIIP || Security || Ervvironmnent || Skrings
Count: 4
TID CSwitch Delta Start Address
1176 gvchost exe+0x2503
1288 dnsrzler dil S ervicetd ain+0x537
1300 dnzrslvr. dil+0x464b
170 kermel32. dilCreateT hread+0u27
1416 kermel32. dilCreateT hread+0u27
332 kemel32 dilCreateT hread+0u27




Sophisticated Malware

» None of the previous tools will work in most
cases

» Perpetrators write their tools to avoid these
» Have to analyze the raw image

» Can do manually

» Tools work the best




Sophisticated Malware (cont)

a WindowsSCOPE:Window Into Windows - Sa \Windows [smss.exe FILE_WRITE_EA
Project Edit Options Tools Help \ProtectedPrefix\Administrators [smss.exe FILE_WRITE_EA
StuctoreMap | e lInvesﬁgahe I = \ProtectedPrefix\Administrators |smss.exe FILE_WRITE_EA
et o o \ProtectedPrefix\LocalService [smss.exe FILE_WRITE_EA
|, Project: Sample Project \ProtectedPrefix\LocalService [smss.exe FILE_WRITE_EA
8- |, Sample Snapshot 1 (17 Jan 2011, 15:04:01) \ProtectedPrefix\NetWorkService [smss.exe FILE_WRITE_EA
# Name: express-card-1 \ProtectedPrefix\NetWorkService SMSs.exe FILE_WRITE_EA
# OS: Windows Vista SP 2.0 \Windows\System32 csrss.exe FILE_WRITE_EA
# Memory Size: 3061 MB \Windows\System32\en-US\csrss.exe.mui Csrss.exe FILE_WRITE_EA
# Architecture: X86 PAE (32 Bit OS) \Windows\System32\en-US\user32.dll.mui csrss.exe FILE_WRITE_EA
8- ., Memory View \Windows\System32 wininit.exe FILE_WRITE_EA
| OS Structures \Windows\System32\en-US\user32.dll.mui wininit.exe FILE_WRITE_EA
|, Processes \Windows\System32 wininit.exe FILE_WRITE_EA
., Drivers \Windows\System32\en-US\user32.dll.mui wininit.exe FILE_WRITE_EA
- |, Summary of System Activity
Source Destination Type Process State
169.254.225.74:139 0.0.0.0:0 TCP System TCP_STATE_LISTEN
192,168.2.122:139 0.0.0.0:0 TCP System TCP_STATE_LISTEN
§0.0.0.0:445 0.0.0.0:0 TCP System TCP_STATE_LISTEN
I0.0.0.0:2869 0.0.0.0:0 TCP System TCP_STATE_LISTEN
10.0.0.0:5357 0.0.0.0:0 TCP System TCP_STATE_LISTEN
169.254.225.74:137 0.0.0.0:0 UDP System
192,168.2.122:137 0.0.0.0:0 UDP System
169,254.225.74:138 0.0.0.0:0 UDP System
192,168.2.122:138 0.0.0.0:0 UDP System
§0.0.0.0:43152 0.0.0.0:0 TCP wininit.exe TCP_STATE_LISTEN
|0.0.0.0:49 152 0.0.0.0:0 TCP wininit.exe TCP_STATE_LISTEN




Sophisticated Malware (cont)

File Operations

Processes | Drivers | Hooks

[=)-Processes

~ csrss.exe

~ VMwareService.exe
E—J Virus.exe

- PID: 2032

- Parent PID: 1568 -> Explorer,EXE
- Path: C:\Documents and Settings'\root\Desktop
- Arguments: C:\Documents and Settings\root\Desktop\Virus.exe
- Start Time: 2009-09-21 19:27:59
SecurityID; 5-1-5-21-1229272821-1770027372-1801674531-1003

Processes | Drivers | Hooks |

System Service Descriptor Table Hooks | Interrupt Descriptor Table Hooks I Driver IRP Hooks

HookedFun... HookedM... HookingModule HookingAddress
NtEnumerat... ntoskrnl.exe \??\C:\WINDOWSthide_evr2.sys 0xf8c46608
NtFreeVirtu... ntoskrnl.exe \??\C:\FLYPAPER.sys 0xfébcObf0

NtQueryDire... ntoskrnl.exe \??\C:\WINDOWS‘hide_evr2.sys 0xf8c46734
NtQuerySys... ntoskrnl.exe \??\C:\WINDOWSY\hide_evr2.sys 0xf8c468da
0x101 ntoskrnl.exe \??\C:\FLYPAPER.sys 0xfébc0db0
0x102 ntoskrnl.exe \??\C:\FLYPAPER.sys 0xfébcOchb0
0x115 ntoskrnl.exe \??\C:\FLYPAPER.sys 0xfébcOb30




Demonstrations




Residual Risk

» Www.zerodayinitiative.com



http://www.zerodayinitiative.com/

Thank You

» Kevin Cardwell
- kevin@elitesecurityandforensics.com

» www.elitesecurityandforensics.com

.


http://www.elitesecurityandforensics.com/

