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U.S. Government Configuration  

Baseline (USGCB) 
Target >> 



 
 
 
 

“Uncertainty is the 
only certainty there 
is, and knowing how 
to live with 
insecurity is the 
only security.” 

 
- John Allen Paulos 

• Miami 
• Singapore 
• Malaysia 
• Egypt >> 2010 Series << 



What keeps me busy: 
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• My soccer team – 4 girls + 1 boy in the oven 

• Assessments / Pen Tests 

• Digital Forensics – Mobile Device Focused  

• Personal Digital Protection Services 

• Hunting down the spyware  

• Eradicating the zeros and ones 

 

  
Sharing my knowledge through education – EC Council 



In the news: 
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Redacted for 
public release 





Formerly known as the 
Federal Desktop Core 
Configuration (FDCC), 
continues to be one of the 
most successful IT programs 
in the federal government to 
help increase security, reduce 
costs, and accelerate the 
adoption of new technologies, 
while creating a more 
managed desktop 
environment. 

http://www.microsoft.com/industry/government/solutions/fdcc/ 
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Resource Downloads: 
http://www.microsoft.com/industry/government/solutions/fdcc/ 
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More Resource’s 
http://usgcb.nist.gov/usgcb/microsoft/download_win7.html 
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U.S. Government Configuration  
Baseline USGCB 

1) Direct Server Hacks 
 

2) Indirect Server Hacks 
 

3) Client Side Hacks 
 

4) Social Engineering 
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Target Scope > 





Opportunity right 



Money ??? 









Synopsis: 
1. Recon your target: 

 

▪ Digital Recon 

▪ Tailgate – High Tech  

 
2. Load your weapons: DSE – Physical Drop 

 
3. Get your shell on. 
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SET initiates Metasploit payload listener and wait 

for a connection  Note 443 
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GAME OVER:   
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SET Adds:  TeensyUSB Development Board 
USB: Raw HID 
If you want to create a custom application, Raw HID is simple way to send 64 byte 
packets between your code on the Teensy and your application on the PC or Mac. HID 
works automatically with built-in drivers in Linux, Mac OS X and Windows, so users will 
not need to load any drivers. Your application can detect your Teensy running your 
customized Raw HID, so to the user everything "just works" automatically.  
 
You can send up to 1000 packets per second in each direction. The USB host 
controller will reserve USB bandwidth. You are not required send all packets, but if 
you do, you are guaranteed to be able to transmit the number of packets per second 
your code specifies, even when other USB devices are active.  

http://www.pjrc.com/teensy/rawhid.html 
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Gumstix 101  
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http://www.gumstix.com/ 

http://www.gumstix.com/


Testing your payloads 
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http://www.sunbeltsoftware.com 

http://www.sunbeltsoftware.com/


Testing your payloads 
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http://mwanalysis.org/?site=1&page=submit 

http://mwanalysis.org/?site=1&page=submit


Testing your payloads 
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http://www.validedge.com/malware-analysis-system.php 

http://www.validedge.com/malware-analysis-system.php
http://www.validedge.com/malware-analysis-system.php
http://www.validedge.com/malware-analysis-system.php
http://www.validedge.com/malware-analysis-system.php
http://www.validedge.com/malware-analysis-system.php


Testing your payloads - FREE 
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http://zerowine.sourceforge.net/ 

Running the virtual machine with QEMU 

http://zerowine.sourceforge.net/
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Manual Testing tools: 
• Hex Editors 
• Disassembler - IDA Pro 
• Debugger - Ollydbg 
• Search Engine 



www.justice.gov/criminal/cybercrime/forensics_chart.pdf  
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Trace, Analysis and Apprehend: 
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www.cybercrime.gov 



Wayne Burke: 
wburke@sequrit.org 
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http://www.social-engineering.org 
http://www.metasploit.org 
http://www.secmaniac.com 
http://www.backtrack-linux.org 
http://www.caine-live.net 
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