
 

* [ Zeus Mitmo ] 
 A real case of banking fraud through mobile phones. 

Dani  Creus 



 

* [ Who ] 
  

 
 
   e-crime analyst.  

   incident handling. 

 

 

 

 

 

Dani  Creus    S21sec  
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* [ What ] 
  

 
Real bank fraud incident. 
Spain 2010 / Poland 2011 

 
 2FA  : mTAN vulnerable. 

 
 Infection convergence. 

    (computer + cellphone) 

 

 Updated Fraud Lifecycle 
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* [ Authentication ]  
 

 

Virtual keyboard 

 

                        Code card 

 

            OTP    Token 

 

                        SMS  : mTAN 
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Password ID + 

2FA 



Virtual keyboard 
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screen/video capturing… 

 

* [ Credential Theft ]   
 



Code card 
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* [Credential Theft: 2FA ] 
 

pharming,  phishing, injection… 



Token                        mTAN 

 

 

 

 

         

 

 

                  …MITM, code Injection 
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* [Credential Theft : 2FA]  

  
 



 

* [ Authentication vs Credential theft ]  
 

 

Virtual keyboard 

 

               Code card 

 

OTP        Token 

 

               SMS  : mTAN 
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Password ID + 

    SCREEN-CAPTURING 

    PHISHING 

    MITM 

    CODE INJECTION 

    FORM GRABING 

    KEYLOGGING 
    PHARMING 



 

* [ Banking Trojans ]  
  

 
… 

Bankpatch 

SilentBanker 

Sinowal 

Carberp 

SpyEye 

ZeuS / Zbot 

… 
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* [ Background : Zeus ] 
  

 
 

 

 
 

 

2006/2007 : 
From static binary to builder. 
 

2008/2009 : 
       Improve, improve, improve… 
 
2010/2011: 

Version 2.x. 
+ Mitmo 
Author retired ? 
Source Code Leaked 
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AKA : Zbot, PRG, Wsnpoem…. 



 

* [ Distribution : Zeus ] 
  

 
 

 

 
 

 

…Builder (creates Zeus binaries and configs)  
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* [ Configuration : ZEUS ] 
  

  

 

 
 

 

config.txt 

          webinjects.txt 
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* [ Control Panel : ZEUS ]  
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* [ Techniques: Zeus ] 
 

 

 

 
 

 

# Screen capture. 
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                                    … extracted from config.txt 



 

* [ Techniques: Zeus ]  
 

 

 

 
 

 

# Redirect (phishing). 

                    

   …extracted from config.txt 
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* [ Techniques: Zeus ]  
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                 …extracted from webinjects.txt 

# Code Injection. 

 



 

* [ The incident …. ]  
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* [ Zeus 2.0.8.9 custom injection] 
 

 

 

 
 

 
Each day we try to improve your security. Lately we have noticed many 

mobile SIM cloning attacks that result in fraudulent transfers. Due to the 

increase of these incidents, we have implemented a new mobile 

identification method, using a digital certificate. The certificate works in 

smartphones and is an additional method of protection. This application 

ensures that only you can access your online account. 

 

Please click here to start the installation 
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* [Getting the phone number…] 

 
 

 

 
 

 

Please choose your mobile manufacturer and model and add 

your mobile number. 

The digital certificate installation link will be sent via SMS. 

Please download and install the application 
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* [ Zeus injection delivers Mitmo ] 
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The certificate installation program link will be sent 

by SMS.  Once received, please download and 

install the aplication.  



 

* [ The SMS with MITMO URL ] 
 

 

 

 
 

 

Spoofed SMS Sender ID 

ID Token 

 (remember this for 

later! It is important) 
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* [ cert.sis : Mitmo] 
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Serial Number: 
BF43000100230353FF7915
9EF3B3        
Revocation Date:  
Sep 28 08:26:26 2010 GMT    
 
Serial Number: 
61F1000100235BC2794380
405E52        
Revocation Date:  
Sep 28 08:26:26 2010 GMT 



 

* [ Hello admin ] 
 

 

 

 
 

 

Spoofed SMS 

Sender ID 

ID Token (remember 

this for later! It is 

important) 
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…sent to a UK mobile phone. 



 

* [ Mitmo : Commands ] 
 

 

 

 
 

 

ON / OFF 

SET ADMIN 

ADD                  

REM                  

SET  
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…sent from the “bad guy” mobile phone. 

SENDER ALL 



 

* [ Zeus C&C + Mitmo Integration] 
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                           …SMS infected victims 



 

* [ Zeus C&C + Mitmo Integration] 
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if ($urlPathExt == ’sis') { 

$oGate->addHeader('Content-Type: 

application/vnd.symbian.install'); 

if ($data['mobile_os_type'] == OS_SYMBIAN_78)  

    $oGate->outputFile('./symbian/cert_78.sis.txt'); 

else if ($data['mobile_os_type'] ==OS_SYMBIAN_9)  

    $oGate->outputFile('./symbian/cert_9.sis.txt');} 

if ($urlPathExt == 'cab') { 

$oGate->addHeader('Content-Type: application/cab'); 

if ($data['mobile_os_type']==OS_WINDOWS_MOBILE_2K)  

$oGateoutputFile('./wm/cert_uncompress.cab.txt');else if 

($data['mobile_os_type']=OS_WINDOWS_MOBILE_GR5)  

 $oGate->outputFile('./wm/cert_compress.cab.txt'); 

if ($urlPathExt == ’cod') {$oGate->addHeader('Content-Type: 

application/vnd.rim.cod');if ($data['mobile_os_type'] == OS_BLACKBERRY_41)  

$oGate->outputFile('./blackberry/cert_41.cod.txt'); else if 

($data['mobile_os_type'] == OS_BLACKBERRY_GR44)  



 

* [ Zeus C&C + Mitmo integration] 
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Remember the token ? 
 

 

mysql_unbuffered_query(“ 

UPDATE sms_list SET 

mobile_os_version=$mobile_os_version, 

is_downloaded='YES', 

ts_downloaded=$ts_downloaded WHERE 

token='$token'"); 



 

* [ Mitmo : New ? ]  
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                     http://dtarasov.ru/smsmonitor_lite.html 



 

* [ The Big picture ]  
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mTAN ?? 

mTAN OK 

Zeus infected 

Mitmo Infected 

Zeus HTTP C&C 

Mitmo C&C 
mTAN 

ID + PASSWORD 

ID + PASSWORD 



 

* [ Incident Response ] 
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Block SMS to the SMS C&C (carriers) 
Contact ISP (HTTP C&C) 
Revoke application certificate (Symbian) 
Early warning and in-depth report 
Share binaries and methods (blog.s21sec.com) 



 

* [ Updated Fraud Livecycle ] 
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1.Computer infection 

2.Credential theft 

3.Mobile infection 

4.OTP-SMS theft 

5.Fraudulent transfer 

6.Cash out 

CASH 

OTP-SMS 

Infection 
+ Theft 



 

* [ more…? ]  
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…new models, new implementations, Spyeye... 



 

* [ Questions? ]  
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* [ Thank You!! ] 
  

 
Dani Creus 

dlopez@s21sec.com 
 


