AR RE LA
Fffdd70:
FffddBl:
FFfdd90:
T fddal: T
fffddb:
fffddc:
fffddd0:
fffddel:
fffddf0:
fffded0:
fffdell:
b) quit -

) ® 0 2
 progras-——= 3 ? ﬁ g 2
d -x -¢C S ; ? i Z
0000 c03,. S . -

s i
0020 074==

=
0040 B80c—==

31§ = ; ,
0056 o —— < " el
c -C sh : e % B e i
46 she ~ £is = B e i N

e -q1 ; - * 1V | - -
0/6 : i :
. GEBE66E - e j
T*6+46)/ ' ;
0000000 : s’ _
cho "mai R : 1 =
1 FIb4 -
usr/bin/ o
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[ L L]
fffdd70
f1Taasl
fffad90:
frfddal:
fffddbl
fffddcD
fffdadl
fffddel:
fffddf:
frifaell;
fffdell
b) quit

progran

d -x -¢
0000 cO

0020 07

0040 B0
J19

0056

" - :-Ih

46 she

c -ql

0/6

6666666

ToE+46)
. 0000004
L
cho “"ma‘i
f1119b4
usr/bin/
rint "
2.05a# 1

final word on language and nutrition

The Japanese eat very little fat and suffer fewer
heart attacks than the British or Americans.

The French eat a lot of fat and also suffer fewer

heart attacks than the British or Americans.

The Swedish drink very little red wine and suffer

fewer heart attacks than the British or Americans.
The Italians drink excessive amounts of red wine

and also suffer fewer heart attacks than the British
or Americans.

CONCLUSION: Eat and drink what you like.
Speaking English i1s apparently what kills you.

©Volker Kozok2008 2




Cyber Threat Profile

High
A 1
Critical . 7

Possible Infrastructure 2004
3040 BO: Damage
. Terrorists
) -'4': il /
’
GEGGEE V4
7 ) V4 Industrial

V4 Espionage .
) \l / Criminals Insider
ow

Low < Probability of an event » High
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Be prepared:

TEE CHRINTIAN BCITNCE MOoNTTOR WHEFF

I thought “u,l
YOU WEre
bringing the
paint.

0/6
 G6EBG6GE
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[ R L]
fffdd70
f1Taasl
ffdd90:
fffddal
fffddbl
fffddcD
fffdadl
fffddel:
Fffﬂﬂfﬁ!
frifaell;
fffdell
b) quit

progran

d -x -¢
0000 cO

0020 07

0040 80

315

0056

¢ -¢ she
45 she

c -ql

0/6

6666666

ToE+46)
. 0000004
L
cho "mat
frrfaba
usr/bin/

rint "
2.05a# 1

A Question of definition

An incident 1s any event that deviates from the standard and
expected operation of a system or service

Standard - who defines the standard?
Expected operation - I had expected Microsoft Fatal Error!

An 1ncident 1s the act of violating an explicit or implied
security policy.

Security policy — what’s that?
My system can’t be violated because I have no policy!

An incident occurs, if I'T security 1s impaired/jeopardized by
an IT security gap or a breach of IT security.

What is with the loss of credit or reputation?
What 1s with a breach of duty or infringements?

©Volker Kozok2008 5




A Definition with questions
ffdd90:

fffddal:
fffddbl

s What can be happen?
fffddel:

g What 1s the risk for my division or
ffifdell

S company’

progran

3 How can I minimize the risks?
L2y If [T-Security, Personnel Data Protection,

0040 BO«

Bkt Sccurity Service, Disaster Recovery ...
s doesn’t work — what's than?

46 she
c -ql

How can I react 1f my company 1s impaired

6666666

...... { or jeopardized?

L
cho “"ma‘i

f1179b4

usr/bin/

rint "\

2 . 052 # ' ©Volker Kozok2008 6



fffdd70
f£1dd8o0:
FTrdd9i:
fffddal:
fffddbl
fffddcD
fffddd0
fffddel:
fffddf:
frifaell;
fffdell
b) gquit

progran

d =X =-¢
0000 cO

|
0020 07
¥
DOS0 Bl

31t
0056

c -c she

46 she

=~ - P I
[ L

4
0/6
666666

______

| 4
cho "ma?l
fr119b4
usr/bin/
rint *

2.05a# 1

What 1s an incident?

Incident Categorization

Increased access
Disclosure of information
Corruption of information
Denial of service

Theft of resources

©Volker Kozok2008




Increased access

War .
Driving w—

» = ;
T k‘ | | l : FREE K E v I N
e 4

By e
Social Engeneering WANTE

l
Mit sinom Voraort _____
wan J:lf Moss
L. 1, Hiack H

The Social Engineering Attack Cycle
‘ ‘While social engineering attacks are as varied as any criminal act,
a common pattern has emerged that is often recognizable and
preventable.

’

— { War Driving

o w0
3
o T
et

ot

emote Ip 127001 Q.\
22 Sniffer for USB ‘Tﬂb 1000

['vip/PID [ Fiter installed? | Desd e (D .
3B\RDO0T_HUBEVID10398FID70015REVD007 E meldut Intervals |4
385A00T_HUBEVIDT 0398PID 7001 &REVO007 o ° ]

SEAUNKNOWN

3 3 o . =
3EAVid_04EdRPid_c3086Rey_1210 - é
,B\vm 04638Pid_c3086Rev_12108M1_00 - é

4 - Fenphenque o mterlace Liiissteur IS No ‘ !

de stuckage de masse USE '

Scanmng and Sniffing "o 71 —

ISlalus. Idle HC Open Port Scanner
.

©Volker Kozok2008 8




Disclosure of information

LEFLESY

&l =i .':.- LE -: N —-._- ’ I

Bundesnachrichtendienst

- 6666660 I | Liechtensteining |Goodby®©
f 3 ) i . ; ,-H .’I':'r '

vvvvvvv

#
=
- -
LTV ma
A ET
FTTY T s
g -
|-\.I-.|-I IIII
!
' it !
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SRl ° ° °
eree Disclosure of information
T Had90:
T fddal:
¥ fddbl
fffddcl
fffaddl
fffddel:
T fddfO:
T Tdell:
fffdell
b) guit
 progran
SEEFEET | US-Ministerium vermisst mehr als 1000 Laptops
0000 cO 25. Sep 2006 1524

0zl 07
0040 B0q

0056
e = i
46 shell;
e -ql
0/6

666666
To6+46 )
000000
4
cho "mai
111904
usr/bin
rint "\

. 2 . E Saf j | ©Volker Kozok2008




B i
=K

B B E

DB = O

=

Corruption of information

boston .om Local News

ly =iy =y =

iy, iy ol il owily ey oy ey owily el =y =
==

= iZL

B

=

28

R
-

OF =iy = =& =& = = = = =k =N =k -

f
ffddbl
F ﬂli‘:':! GREATER BOSTO
ffdado I serrcH
ffddel _J
Heme |Mews| ARE Business Sports Travel Yourlife Cars Jobs H
J did f-:]_ Today's Globe Local Politice Opinion Magazine Education MECH
ffde00
FfdelD HOME = MEWS = LOCAL BDJ unterstiitzt Folterforderung
i S . ~ von Bundesinnenminister
A8 | Data for 450,000 mistakenly  The Boston Globe Schiuble
g rd I'E'EaSEd Berlinfarlsruhe, 30. Dezember 2005

[= %

Der Bund Deutscher Juristen (BDW) unterstiizt die

Social Security numbers on disks i*i DRIVING LICENCE J Foltsrforderung von Bundesinnenminister Dr. Wolfgang
=5

it - e k! Schauble. Anlasslich der aktuellen Debatte stellt der BDJ-

g = I
-
=5 ==

3
L |
=2
‘]
= |

Worsizends und Strafrichter am Bundesgerichtshof Dr

By Michael Naughton, Glohe Correspondent | Octo
y 9 ’ P | L s RELFL T Z | Claus Grotz Klar ,Das Leben unschuldiger Opfer besitzt
- . ) 1 M FSETIRA | einen hoheren Wert als die korperliche Integritat von
The Massachusetts Division of Professional Licensure h: e B Ha b i | Werbrechern. Wir missen jetzt Tabus brechen. Die
internal probe and announced plans to review its protoco e, o T e Gewinnung von Aussagen mittels leichier
. . . | Foltermattnahmen und die Venwertung solcher Aussagen
Social Security numbers of about 450.000 licensed nrofe o 2 o AL | sind zukiinftig moglich zu machen Unsers Behorden
T e X MCE I = stefien unter ungerechifertigtemn moralischen Druck, wie
= APR-01-2002 WON 10:21 AN | der Fall Gafgen und die Terroristenverfolgung zeigen.”
o W-98095 | Application Form For CertHicate Status/ 'T”_ .-"r
2oy o) Ownership For Withholding Tax {1 i
e st (Pax thia Form te 1-014470.0245) LT o ot o i
Plaase Ghach the Saales) Uue sooly 3 B3 Supicecon D) Ondioe Fyiiog [choch oty Tyouw
oty ladormatins for Lanpayers w !

0 ¥~ C Resppy et AL NOMS, B I CP-ne et SRR B L T
[ hoviaad — fax sl n b Jodowm)|

i o SUPermarket loses 4.2 million credit

Tron o sk raTo (%, miode, Wt T ()7 Fayer bmetficetion et (P[] Seca Sacurty Nomew (33N
[Shm & sspcatie)

S CrrT T T T T card details

B (e Qs [ 00w sor (s (¥eren |Us Otewso? Uwe Do [ tegs mecentssen

PR e e R | P . Supermarket identity sweep

Socctm Mo (F 2wy

_... Faked US-Standard iorm W-9095

ST e — | Personal data for 650,000 customers
_ vanishes into thin air
2.05# 1 ©Volker Kozok2008 11
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Denial of service

Incident~  Find

HE2D| 20 8|S fdtJELS5RFD

®lncident [ Datils |

Narne: Steve Johnson Mumber: S4TD6A1643 Cateqorization:
Customer ID: M32947 Status: IOpEn ;I Hardware
Location: Headgquarters . Printers
Department:  Administration PRISIIE Y IMEd\UI’H jv Laser
Company: LBLSoft, Inc.
Phone: 360-397-1004 . _
Ernail: si@lblsaft.com Assignee: |Barry White L1+ Effective SLA: Top Level Support
Custamer History Group! Adrinistration Support Fallowup: 4/30/2005 2Ly
Qpen: 4 Suspended: 0 Opened: 4/28/2005 12:53:05 PM by Barry White via Direct Entry
Closed: 1 Reopened: 0 Modified: 4/28/2005 1:04:15 PM by Barry White
Additional Customers » 1 1 Closed:
Related Incidents
' Issue | Histary || Attachments |
Cannot access printer in the Sales division. The Find a Printer option is not available. ﬁ

Resolution; %%

=74 Cannot access printer
=

Bllffﬁl' Buffer Overtlow

Overtlow
Attacks

) L H ]
ol g e ad i g o B e T e an
e e P g ' gl el B ] g
L L T o
L . R

B i e o o g g e alygy pn Bm e
R i e ST

[ T e
iy ey
e W ndia

[SESg CEFLY
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Denial of service - Disaster

©Volker Kozok2008
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£1£dd70 Denial of service

f11ddao
ffddo0:
Fffdda0:
e BRINGING CIVILIZATION TO LTS KNEES..
fffddel
fffddd0
fffddel:
Frfddfi:
fridelU:
fffdelD
b) gquit
progran
g -X -C
0000 cO

\Tan& als

46 she
c -ql
0/6
.GEBBEGH
ToE+46)
. 0000004
L
cho “"ma‘i
frrrab4
usr/bin/
rint ™

2 : E Saf 1 ©Volker Kozok2008 14




w_,j Theft of resources

-k

==

=

I_‘__ul-.l.
=N = =

(=1

R

- - - -,

=iy iy =iy
lh'l'-"-.-.-h-h

-,
i)

B b S B

n+1|“
= B

E.l. (=0

f"ﬁded;
Fffddf0:
ffidell:
fffdell
b) gquit
progran
g -X -C
0000 cO

______

4
cCho "mal

FEF T
fl T T Shs

IJSrIII;:I! rIII

rint "\u

2.05a# 1 ©Volker Kozok2008 15



¥ ShRaRd
fffdd70
fffddal
FTrdd9i:

Case Example — Web-Defacement

fffdda0 -
r . heise online - Nach Hack iiberpriift Bundeswehr Sicherheit ihrer Website
fFffddbo
fffddch Sie sind Gast Hilf,
1e 5 e e * * Ouie
;;:uuug Einloggen | Registieren | [NACH Hack iiberpriift Bundeswehr Sicherheit
gae . T .
ihrer Website vorlesen
ARLURLE | [Suche -]
T Tadeli: Diell Hefert ab heute TThunta-
fffdelD 7-Tage-News make love, not war ;) FCs qus
b) gquit News-Arcluv Ciriines Licht fii
Rlgl [ News unterwegs Verschirfung der
d -k -& Newsletter Hackerparagraphen
e News einbinden : Dr_1G:|F2|:- & Raou Duke Flattformunabhingizer
0000 <0 CrpenOffice-Wiam
0020 0 Telefontarife aufgetaveht
= g Internettarife UE-Analysten prophezeien
Tnternetsts en das Ende von Skorpe & Co.
SoftwareDownload
IT-Markt Microsoft vertagt
heisetreft Entwickletkonferens
ittlaSmo Facehook verdffentlicht
Leserforum and esp Programumierschnittstelle
English Pages WA Softwate benennt sich in
. 6666664 Sourceforge vm
TEE+46) Abo & Heft RFC gegen Spam
. BO0000 Weranstaltungen gegen Sp
t E antalt . . . Hrabi; che Rg gulierer wollen
. Mediadaten "Am Zonntag, den 19, Januar, haben sich bislang unbelkannte Tater in den Enaming Preise senken
igifﬂT:1 Bundeswehrserver in Strausberg gehackt und eine Umlettung won der Website Chat-Verhalten von Kindern
ke E:'.{I"l Hetat testen bundeswehr. de auf eine andere gelegt”, bestatigte ein Sprecher der Bundeswelr wird erforscht
i ; i . . . . . .
- " 3iX-Ausgaben gegeniber heize onhine. Fir 90 Mimsten war die Site der Bundeswebr mcht Mictoprocessor Report:

rint "\u
2.05a# 1
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IMT - Incident Management Team
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,Wake up ca

Sie sind Gast
Einloggen | Registrieren

@ Domain User Uszer Prad
° fprivcint [10]

° fprvwcint checksum [4] ©
B Generate Security Audit
e getadmin [3] 2
° MT Help Owverflow [1 F"]

ISuche j

News &
Reports

mair-

° MT RAS Owerflow [23]

° MTE nownD LLzList [17]
@ NTPrivFix [3]
e MTScreensaver [17]

@ volker Kozok - Eingan:

Datei_Bearbeiten Ansicht fanen _Hife

Identification

Meldungen des Tages

EU-Gericht bestitigt Millionen-BuBle ge,

Die ETT-E ommrizsion hatte wn 3lan 2003 festgestellt,
beherrachende Stellung auf den Markten fir den dir
Telefonfestnetz rmisshrauche. mehr. .

Keine Aktion des EU-Parlaments gegen
bei ARD und ZDF

Dias ETT-Parlament fordert angeblich die K omrmussic
auf, nach dem éffentlich-rechtliche Fernsehsender it
Sendungen i Original mit Tntertiteln ausstrahlen me
Fehlinterpretation erweist. mehr. .

CRE-d 58]

AR CFCoDnE ¥ %= BMAQE |

JIe-o-@@a-]

° MTSP4SuthErmar [17]

g
7 Entwirte

3 Gesendet

@ archiv

@ Papicrkart

=l Diskussionen

3 Regeln

= vorlage

1 Gruppenkalender
£ #lle Dakumente
&l Alle nach Kategorie
£l Femschreiben

Microsoft:

Wmdows“”

Professional

nsportauftrsge SAPJ HOM - PB hier: Schisp
& Freigabe, fehlende Nachyollzis hb srkeit £
< Netz B - Pershr = Rufnummer

i Ausbildung Datenschutz und IT-Sicherhsi

L =B

tremo
©lAnbindung der Nutzer hier: Sachstandsdar:
" 2006-11-28

B gyriciowns

tarechiliche Kontralle BwSanZ Bann

u

Produktivsystem
- Transport EZ1 K82:
ige der HPG 2 hier: Meldung ADSE Per

Report of

Security Violations

Ja¥a, Lihrung von Transportenin das Produkivsy
Bewertung - Transport EZ1K82:

durch Angehorige der HPG 2

15.11.2006 17:45 2604 und
, 18:11.2008 0835 2213 Anfrage frei Unterkunfiskapazitat
iome
Fista 16.11.2006 09:48 46.695 & GG-Tagung Agenda
cherheit 16.11.2006 10:10 656482 & Antwort Orientierungshilfe Pseudanymisierun;
16.11.2006 1043 1893 Antwort Benut

16112006 1048 69,850 & Contentflter. Sicherhet Verschlis selung, Sicherheit i~ |

©Volker Kozok2008
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[ LY L
fffdd70
f1Taasl;
ffdd90:
fffddal:
fffddbl
fffddcO
fffadadl
fffddel:
fffddf:
frifaell;
fffdell
b) quit

progran

d =X =-¢
0000 cO

0020 07
¥

0040 BO«
J1t

0056

¢ -¢ she
46 she

c -ql
0/6

-EEEEEE‘

______

t
cho "ma?l
fE119b4
usr/bin/
rint "\

2.05a# 1

Immediate Response - Bw

Step 1.1 Carry out Initial Analysis and Start
Documentation

Step 1
Step 1
Step 1
Step 1

.2 Preserve the Scene - Screening
.3 Contact IT specialist personnel

4 Preserve the Evidence

.5 Determine the Extent and Perform

a Risk Analysis

Report to the Management

©Volker Kozok2008 19




Step 1.0 Document everything

Document
| Box

©Volker Kozok2008 20



fffdd70
f1Taasl;
FTrdd9i:
fffddal:
fffddbl
fffddcD
fffdadl
fffddel:
fffddf:
frifaell;
fffdell
b) gquit
progran
g -X -C
0000 cO

]
Gl 0f
(
0040 B0«
318
0056

5 he
46 she
c -ql
0/6
. bE666GH

______

| 4
cho "ma?l
fE119b4
usr/bin/
rint "\
2.05a# 1

Questions

* Who has carried out the action?
(Suspects, administrator, disciplinary superior, I'T security
officer, superior agency, service provider, legal adviser)

« What action was carried out?
(e.g. report, backup, audit, interrogation)

 Where was the action carried out?

(e.g. search of official room building 16, data backup in the
server room building 73, readout of log files in the I'T
security officer’s official room, photos in room 166, etc.)

 How and with what means was the action carried out?
(data backup on CD, preserving evidence with digital
camera, analysis of computer with the forensic tool
“Encase®, etc.)

©Volker Kozok2008 21




fffdd70
f£1dd8o0:
FTrdd9i:
fffddal:
fffddbl
fffddcD
fffdadl
fffddel:
fffddf:
frifaell;
fffdell
b) gquit

progran

d =X =-¢
0000 cO

C =C Eneg
&8 she

c -q1
0/6
. 6666666

______

| 4
cho "ma?l
fE119b4
usr/bin/
rint *

2.05a# 1

Step 1.0 Document everything

Capture everything that occurs in detail:
- names

- times

- events as they actually occurred

- Date-Time-Group (DTG)

- action

- List of all computer systems, devices and
applications affected by the investigation

- Hard-/Software information
- Remarks (incl. reference to documentation)

©Volker Kozok2008
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Log Book (example)

Serial |DTG Action Remarks
No.

fffddel Jn 23 Feb 08 Sys admin Mr.Smith reports IT security
Fffddro: 45 iolation
f1fde00: 09.4 o . :
fffdeln AR 23 Feb 08 Checking of the user account by IT security | Image copied and
b) quit 10.25 officer from Admin workstation 03 (R.105) |saved on CD.

prograngm: 23 Feb 08 Report to management. Order to initiate
ﬁnn E .. 10.45 investigation
il | | 23 Feb 08 Checking of Client 1074, network address
0020 07 11.45 123.123.145.23 inroom 143

D | 5 23 Feb 08 Securing data at Admin Mr.Newman. Storage in room 143
o ;‘1‘ 12.13 Seizure of data carriers.
0056 i | 6 23 Feb 08 Locking of user account by sys admin Mr.
¢ -c she 12.55 Hubble.

46 shegpel 23 Feb 08 Consulting hotline at CERT XY about
e I 14.05 further action
seeeecdlRs 24 Feb 08 Interrogation of suspect by CIO Mr.Jones Record of
09.05 interrogation held
by Personnal

Ehn ‘ma Officer
srerons BB 24 Feb 08 IT security violation report filed with IT Enclosure 12
usr/bin/ 10.50 security officer of the organization area

rint "\u

2.05a4 1 ©Volker Kozok2008 23



[ R L]
fffdd70
fffddao
ffdd90:
fffddal
fffddbl
fffddcD
fffdadl
fffddel:
Fffﬂﬂfﬁ!
frifaell;
fffdell
b) quit

progran
d -X -C
0000 cO

L0 0

0056
¢ -c she
46 s

c -ql
0/6
.GEBBEGH
ToE+46)
. 0000004
L
cho "mat
frrfaba
usr/bin/
rint "
2.05a# 1

Step 1.0 Document everything

©Volker Kozok2008




fffdd70

f1Toasl:
fHfdd9i:
Fffddal:

fffddbl
fffddcD
fffdddo

fffddel:
Fffddf0:
fTidell:;

fffdell
b) gquit

progran

d =X =-¢

0000 cO

|
0020 07
¥

0040 B8O«

J1t

0056

¢ -¢ she
46 she

c -ql
0/6

______

6666666

Step 1.1 Initial analysis

Detection — First Reaktion — Action

,,Need to know princip
,,Undercover investigation*

Immidiate Reaktion
Motto from the Signal Corps
,, T hinking — pushing — speaking*

©Volker Kozok2008 25




s Step 1.2 Preserve the scene-screening
ffdd90:
fffddal:
fffddb0

s« closing off the scene to prevent access of

fffdddl
fffddel:

s unauthorized personnel

fffaell:

M © identifying the staff working/employed in
wey  the office

0000 cO

0020 0748 preventing the perpetrator or perpetrators
X2  from further accessing the IT systems of the

J1t

g agcncy
46 she

Sl * In addition, photographs should be taken of
@y rooms, IT configurations and evidence,
before making any changes to the scene.

______

L
cho “"ma‘i
FFFIb4
usr/bin/
rint "\
2 . 052 # ' ©Volker Kozok2008 26



Stop the ,,Experts*

©Volker Kozok2008
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e Step 1.3 Notify appropriate personnel
P rdda:

fffddbl
fffddch

F11dded. Internal « CIO
Frrde0o: » Administrators (Network & Security)

fffdel0 * Security officer
b) quit

progras * Security analyst/ Forensic specialist

2 -X -C

0000 c0 e Auditor

0020 07

0040 80 External e Industrial CERT

315
0056 h e [ .aw Enforcement
c ~C Sna8 . o 5
46 she * Forensic specialist
c -q . 4.
0/6  Recovery specialist
BEE666E r§/ I)
TH6+46) |
. 000000 .. .
M | Additional || ° Legal Advicer
FEFFID4 e Public Relations
usr/bing

rint "
ﬁ

2. l:_-"iu af 1 ©Volker Kozok2008 28




i A T
st Step 1.3 Notify appropriate personnel
FTrdd9i:
fffdda0:
fffddbl
fffddch
ffTdadl
fffddel:
fffddf0:
fifdell:
fffdell
b) quit
progran
d X -¢
0000 cO

e available

e silent

e trained

e decisive
e *knowledgeable
T Ass1stant Technical Incident Officer o ggsertive

¢ -¢ she
46 she
c -ql

Built up IRC
| Incident Response Capability

|
0020 07
¥

©Volker Kozok2008 29



|BR" ol o

rrtaan Step 1.4 Preserve the evidence

fffddo0:

fffddal:

fffddb0 . . . eqe .

iy Ensure the integrity and availability of the evidence!
fdddo

fffddel: .

g o Destruction

fffaell:

WoR - Theft

progran

i * Changes

0000 cO

0020 074 [Loss of data

0040 B0

Bt * Tainting the evidence

0056
C -C she

46 she
c -ql
0/6

6666661 Done by suspects, attacker

To6+46)

1.:IZIIZH..".."..".J. AND

cho “ma‘

b 48 own , IT-experts™
rint "

2 : E Saf 1 ©Volker Kozok2008 30



Stop the ,,Experts*
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[ L L]
fffdd70
f1fadsl
fffﬂﬁ?n:
fffddal:
fffddbl
fffddcD
fffadal
fffddel:
fffddf:
frifaell;
fffdell
b) quit

progran

d -x -¢
0000 cO

0020 07

0040 B0

J19

0056

C =C Eneg
40 she

c -ql
0/6

6666666

ToE+46)
. 0000004
L
cho “"ma‘i
frffob4
usr/bin/
rint "

2.05a# 1

Step 1.5 Determine the extent

 Which and how many systems and data are
actually or likely affected?

 Are there internal or external activity?
 Are other computer affected?

 Are IT security systems affected?

e Is the threat likely to spread?

« Are IT systems of external parties affected?
* Is the incident occurred or ceased?

The risk assessment/initial risk analysis may result
in additional measures to maintain I'T security.

©Volker Kozok2008 32




e - rcfuted and terminate

Step 1.5 Verity the Incident

s Results of Verification:
fs - verified and proceed

s - undetermined and proceed
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f£1dd8o0:
FTrdd9i:
fffddal:
fffddbl
fffddcD
fffdadl
fffddel:
fffddf:
frifaell;
fffdell
b) gquit

progran

d =X =-¢
0000 cO

|
0020 07
¥

0040 B8O«

31t
0056

¢ -C she

46 she

c -ql
0/6

______

| 4
cho "ma?l
fE119b4
usr/bin/
rint *

2.05a# 1

6666666

Reporting

A report should include the following information:
 Incident designation;

* activity designation;

 point of contact/telephone number;

 an account of the facts (e.g. a description of
I'T equipment/software/project);

* damage established;

e measures taken.
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Frr6a70 Document everything
ffdd90:
fffddal
fffddb
fffddc
fffddd0
fffddel:
fffddfi:
fridelU:
fffdelD
b) quit
progran
d -X -C
0000 cO

L0 0

0056
c -c she
46 s
c -qi
0/6
6666666
To6+46)
. 0000001
t
cho 'maf s
frffops JREns v
usr/binfg

rint "\
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fffdd70
TTfdaBu:
ffdd90:
fffddal:

fffddb0
fffddcl
fffddd0

fffddel:
Fffddfi:
T Tadeli:

fffdell
b) gquit

progran

d =X =-¢

0020 07
¥

%,
0040 B8O«

0056

Tk i
46 she

c -ql
0/6

6666666

______

0000 cO

Step 2.1 Implementation of immediate

measures to safeguard IT Security

Installation of patches or updates

Setting of filters in Firewall/Proxy systems
Performance of workarounds

Closure of ports

Deactivation of user accounts, applications or
other software

Shutdown of clients
Shutdown of domains
Closure/blocking of Firewall

©Volker Kozok2008
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Step 2.1 Implementation of immediate
measures to safeguard IT Security
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Step 2.2 Collecting evidence

i
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Step 2.3 Analysis evidence
££dd90:
fffddal:
fffddb
fffddco
ff-‘ '::“
fffddel:
FffddfO:
fridelU:
fffdelD
b) gquit
progran
d -X -C
0000 cO

DIGITAL
FORENSIGS

%, line for

%, firstre ponders<2
*‘T J/"/’e & %“\
©; Uy

roy

i AN :I:Eﬁq:lll‘ ) ONE OO A YT f]ll1f1i‘f Of DALY DAt N T R
- 666666 TN MMIMHMHHWWIMIMMIMWD oo o on g

T*G+46 )/ T
L DOO000 el Bl ..:

‘ (__ f:"--%. lNTERNET CRIME ¢OMPLAINT CENTER

cho “"ma‘i
frffob4
usr/bin/
rint "
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fffdd70
fffadB0:
FTrdd9i:
fffddal:
fffddbl
fffddcD
fffadal
fffddel:
FffddfO:
frifaell;
fffdell
b) quit

progran

d =X =-¢
0000 cO

¢ -C she

46 she

c -ql
0/6

6666666

______

usr/bing
rint "
5 Nk
i'-u-.-ﬂi 1

1.

2.

3.

Forensic guidelines / principles

No action should change data
« Write protection, sterile media, Bit stream copy
« first incident response

People dealing with evidence should be
competent

A complete audit trail / documentation 1s
necessary

« Photo, video, printouts, log book
Identification / verifycation (Hash)

A forensic officer should not be part of a
investigation unit
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fffdd70
fffadB0:
FTrdd9i:
fffddal:
fffddbl
fffddcD
fffadal
fffddel:
FffddfO:
frifaell;
fffdell
b) quit

progran

d =X =-¢
0000 cO

C =C Eneg
&8 she

c -q1
0/6
. 6666666

______

| 4
cho "ma?l
fE119b4
usr/bin/
rint *

2.05a# 1

Forensic equipment and principles

» Portable equipment

— Forensic workstation, write protection, video, camera,
— software tools (Encase, Ilook, FTK, Linux, Smart, ...)

« Laboratory

— All kind of standard machines, password/decryption
clusters

— Different networks, storage capacity

— software tools (Encase, Ilook, FTK, Linux, Smart, ...)

e Communication plattforms

— Local
— European High Tech Crime Web - EVPN

©Volker Kozok2008

41




B ol ol
ff£dd70
Image production
fffdd90:
f1fddad
; :: ﬂ gl‘g Writeblocker with Firewire-Interface connected to the Storage PC
L5
fffddad
fffdde0:
fffddf0:
fffde0D:
fffdelD
b) quit
progran
d -X -C
0000 cO

//X Boot CD

-~ with ILook

XImager
-

0020
ey Court
exhibit

0056

¢ -c she
46 she

c -qi

0/6 -

. 6666664 BaCk Up

et i3 Hard-disk

. 00000

4

cho "maf

frrrab4

usr/bin/ [

rint "\ - ~ :
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rvee Step 2.3 Analysis evidence
i Fdd90:
Tffddal
fffddb0
fffddcl
fffdddl
fffddel:
FffddfO:
1 Taell:
fffdell

ILook IXimager

A forensm data i |magmg system

b) quit "&;;wgh
. progra a L'EII'I'IIHP.L IH'n.I'EEIIE.PJIEH
0000 cO DEPHHHWENTDFTHEE'

'THEHEURY
0020 07 S

0040 80
31

Developed by the U.S. Treasury Department IRS Criminal Investigation

GEEEEE Electronic Crimes Program in conjunction with other U.S. Federal Agencies
 n
To6+46 ) Copyright 2001-2004. Use of this product and the data it creates is governed hy the ILook

End User License Agreement (EULA). By using this product you acknowledge and agree to
he bound by the terms of the ILook EULA. All other use is expressily prohibited.

cho "ma
FfTffabs
usr/bin

rint "\
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fffadal
fffddel:
FffddfO:
frifaell;
fffdell
b) quit
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I'T forensic training

Constant need
— 1/3 of working time

— Minimum of 30 days per year
budgets
Very few special forensic trainings

— International, expensive

Lack of national / international cooperation

©Volker Kozok2008

45




Step 2.4 Evaluation

a0

g The evaluation of the technical
g analysis should be confined to the
b) quit

hgely  description of the technically

0000 cO

% comprehensible events.

0040 B8O«

o |he technical evidence shall be

»m verified, as far as possible, by

gedl 1nterrogations.

2 : E Saf ' ©Volker Kozok2008 46



Step 2.5 Archiving evidence
Frdda:

gt All evidence should be securely
e archived and stored

fffdell

iy © Original evidence

i » Back-up copy

0020 07

B . Reports

0056 ,
BEe ° Supporting documents
c -q1

i - [.og-Book

6666666

______
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f1fadsl:;
FTrdd9i:
fffddal:
fffddb
fffddcl
fffadal
fffddel:

Fffddfi:
ffidelO:
fffdeld
b) gquit
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d =X =-¢
0000 cO
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0020 07
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c -ql
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cho "ma?l
fE119b4
usr/bin/
rint "\

2.05a# 1

6666666

Step 5.1 Additional troubleshooting

options

* deletion of infected files/directories
e reconfigurations

* updates

* installing 1mages

e restart of IT systems.

* reconfiguring firewall rules

* installing hotfixes
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g Step 3.2 Additional recovery options

fffad90

P1db0:

::ﬂu When information/data were destroyed
rrfdedo or manipulated due to an incident,

b e measures must be taken to recover
0000 < these information/data. In this case,
- measures in accordance with the

q,, it agency’s data protection concept must
"6 e be taken in cooperation with the
6865666 administrator (e.g. backups/recovery).

______

L
cho “"ma‘i
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usr/bin/
rint ™
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st Incident Management Pocket Card

fffad90:
fffddal:
Ay
¢ 43440 1. This pocket card 1s not a replacement of the Incident
bty Management Guide.
Mibess 2. Stay calm! Take appropriate actions. Check the
. accountability of the report, verify the facts. If you
B B don’t know what to do, ask an expert.

¢ 3. When personnel-related data are affected, consult the
- data protection commissioner of the agency.
& 4. Document everything! Take pictures, if possible.

she 5. Consider all unknown activities to be harmful. If the

0020 07
¥

0056
C -C
46 she

E.réql computer runs processes that are unknown to you,

. 6666664 switch 1t off! (emergency switch-off) Do not perform a
00000 f regular shutdown on a computer with a suspicious IT
cho ‘ma security incident!

FFFIb4

Usr ,lli:u I i

rint *
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fffdd70
f1Taasl;
ffdd90:
fffddal:
fffddbl
fffddcD
fffdadl
fffddel:
fffddf:
frifaell;
fffdell
b) quit
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c -ql
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.GHBG6GH

______

| 4
cho "ma?l
fE119b4
usr/bin/
rint *

2.05a# 1

5 hg

Incident Management Pocket Card

6. When you notice download or upload activities, pull the
power plug or interrupt the modem connection.

7. Prohibit unauthorized actions! IT or technical staff of othe
areas required for support only acts as directed.
Administrators are no investigators, they support you in
the preservation of evidence.

8. Ask all persons you do not need for the preservation of
evidence to leave the affected rooms.

9. Prevent the suspected person from gaining further access
to the IT systems!

10. Never accept help from the suspect! Ask for the password:
and do not let the perpetrator, for example, perform the
logon process him or herself!

11. If anything fails, pull the plug!

©Volker Kozok2008 51



bl ol

F££4d70

fffddao
ffdd90:
fffdda
fffddb0

Thank you for your
attention!
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