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o Log browsing moves
@ Pipes and tables
@ Trees are better than pipes and tables!

9 Data organization

Trying to define the browsing problem
Entropy

Measuring co-dependence

Mutual Information

The tree building algorithm

e Examples
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What is this about?

@ To design a better interface for browsing logs & packets

@ A smarter interface that reacts to statistical properties of
the data.

e Show “anomalies” first
e Show off correlations and where they break

Design the browsing interface around

@ Trees: natural for decision & classification
@ Basic statistics for frequency distribution and correlation
e Entropy, conditional entropy, mutual information, ...
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How it started

@ My wife ran a Tor node (kudos to Roger)
@ Kept getting frantic messages from admins:

Your machine is compromised! There is IRC traffic! (IRC=evil) J

@ OK, but how would we really check if there is something
besides the “normal” Tor mix?

@ Ethereal isn’t much help: how many page-long filters can
you juggle?
@ Wanted a tool that made classification simple.
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Disclaimer

@ These are really simple tricks.
© Not a survey of research literature (but see last slides).
e You can do much cooler stuff with entropy & friends.

© These tricks are for off-line browsing (“analysis”), not
IDS/IPS magic.

e but they might help you understand that magic.
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Log browsing moves

Outline

0 Log browsing moves
@ Pipes and tables
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Log browsing moves

The UNIX pipe length contest

grep ’'Accepted password’ /var/log/secure |
awk ’{print $11}’ | sort | unig -c | sort -nr

| \

/var/log/secure:

Jan 13 21:11:11 zion sshd[3213]: Accepted password for root from 209.61.200.11
Jan 13 21:30:20 zion sshd[3263]: Failed password for neo from 68.38.148.149
Jan 13 21:34:12 zion sshd[3267]: Accepted password for neo from 68.38.148.149
Jan 13 21:36:04 zion sshd[3355]: Accepted publickey for neo from 129.10.75.101
Jan 14 00:05:52 zion sshd[3600]: Failed password for neo from 68.38.148.149
Jan 14 00:05:57 zion sshd[3600]: Accepted password for neo from 68.38.148.149
Jan 14 12:06:40 zion sshd[5160]: Accepted password for neo from 68.38.148.149
Jan 14 12:39:57 zion sshd[5306]: Illegal user asmith from 68.38.148.149

Jan 14 14:50:36 zion sshd[5710]: Accepted publickey for neo from 68.38.148.149

44  68.38.148.149 Successful logins via ssh using

12 129.10.75.101
5 129 170 16685 password by IP address

1 66.183.80.107
1 209.61.200.11
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Log browsing moves

...where is my WHERE clause?

What is this?

SELECT COUNT (%) as cnt, ip FROM logdata
GROUP BY ip ORDER BY cnt DESC

var.log.secure

serial | date |time | host | daemon | message | pid | ip | user |
10 2006-01-13 21:11:11 zion sshd[3213] Accepted password for root from 209.61.200.11 3213  209.61.200.11 root
11 2006-01-13 zion sshd[3263] Failed password for neo from 68.38.148.149 3263 68.38.148.149 neo
12 2006-01-13 zion sshd[3267] Accepted password for neo from 68.38.148.149 3267 68.38.148.149 neo
13  2006-01-13 zion sshd[3355] Accepted publickey for neo from 129.10.75.101 3355 129.10.75.101 nec
2006-01-14 zion sshd[3600] Failed password for neo from 68.38.148.149 3600 68.38.148.149 neo
15 2006-01-14 zion sshd[3600] Accepted password for neo from 68.38.148.149 3600 68.38.148.149 neo
16 2006-01-14 zion sshd[5160] Accepted password for neo from 68.38.148.149 5160 68.38.148.149 neo
17 2006-01-14 o zion sshd[5306] lllegal user asmith from 68.38.148.149 5306 68.38.148.149 asmith
18 2006-01-14 14:50:36 zion sshd[5710] Accepted publickey for neo from 68.38.148.149 5710 68.38.148.149 neo

ooooooooon,
-
=

cnt ip

O 44 68.38.148.149 , . .
012 1291075101 (Successful logins via ssh using
02 129.170.166.85 password by IP address)

O1 66.183.80.107

O1 209.61.200.11

Sergey Bratus



Log browsing moves

Must... parse... syslog...

Free-text syslog records — named fields

Reality check

@ printf format strings are at developers’ discretion

@ 120+ types of remote connections & user auth in Fedora
Core

Pattern language
sshd:
Accepted %auth for %user from %host
Failed %auth for %user from %host
Failed %auth forillegal %user from 9%host
ftpd:
%host:  %user[%pid]: FTP LOGIN FROM %host [%ip], %user
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Log browsing moves
“The great cycle”

@ Filter

@ Group

© Count

©Q Sort

© Rinse Repeat

grep useri /var/log/messages | grep ip1 | grep ...
awk -f script ... | sort | uniq-c | sort-n l

SELECT * FROM logtbl WHERE user = ‘user1’ AND ip = ’ip1’
GROUP BY ... ORDER BY ... l
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Log browsing moves

Outline

o Log browsing moves

@ Trees are better than pipes and tables!
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Log browsing moves

Can we do better than pipes & tables?

Humans naturally think in classification trees:
@ Protocol hierarchies (e.g., Wireshark)

~ Ethernet 100.00%
= Logical-Link Control 70.83%
Spanning Tree Protocol 50,00% i
~ Datagram Delivery Protocol 18.75% / \
Routing Table Maintenance Protocel 18.75% e
Cisco Discovery Protocol 2.08%
= Internet Protocol 12.50% // \ \
Protocol Independent Multicast 4.17% Multicast 1GMP
Internet Group Management Protacol 2.08% (el
< User Datagram Protocol 6.25% l / \
Routing Information Protocol 4.17% pulin ———
Bootstrap Protocol 2.08%
Address Resolution Protocol 16.67%
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Can we do better than pipes & tables?

Humans naturally think in classification trees:
@ Protocol hierarchies (e.g., Wireshark)
@ Firewall decision trees (e.g., iptables chains)

S
in_from DMZ in_from_trusted in_from_others

et !

et (@)
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Log browsing moves

Use tree views to show logs!

Pipes, SQL queries — branches / paths
Groups < nodes (sorted by count / weight), records < leaves.

& TreeView E]@

Eile Edit Template

[13391 Snort porkscan alerts Attributes
#--[11351 dst_pork: 445 src_ip: [55]  dst_p: [75]
50701 dst_pork: 80 sre_p: [8]  dst_ip: [30] Field # | value
#0261 dst_port: 21 src_jp: 80.141.141.173  dst_p: [11] _day 15
©--[221  dst_port: 4899 src_ip: 218.103.195.242  dst_ip: [22] _fninuts Eal
#0201 dst_port: 4000 src_ip: [2]  dst_ip: [8] bype SN
#0151 dst_port: 139 src_ip: 129.170.125.243  dst_ip: [8] _manth pr
#--[151  dst_pork: 443 src_ipe 211.5.239.5  dst_ip: [3] loghast annon
#0121 dst_port: 1524 src_jp: 192.139.15,3¢  dst_ip: [12] _hour 19
+- 091 dst_pork: 1 sro_ip: 209.15.84.72  dst_ip: [9] _line Apr 15 19:54:10 annon snort: 134.208.40....
£--131 dst_port: 8000 sre_ip: 194.208.40,120  dst_jp: [2] dst_port 060
+--[31 dst_port: 1080 src_ip: 194,208,40,120  dst_ip: [2] sre_ip 194.208.40.120
- [31 dst_port: 3128 src_ipi 194,208,40,120  dst_jp: [2] src_port 4743
H- 31 dst_port: 8100 94.208.40.120  dst_ip [2] flags
=131 dst_port: 8080 i 194,208,40,120  dst_ip: [2] program snart
=131 ste_ip: 194.208.40.120_dst_jp: [2] dst_ip 129.170.166.33
[Bpr 15 19:54:10 annon snort: 194,208 40,120 4743 - 12¢ _second 10
Apr 15 18:55:00 annon snort; 194,208,40,120 4914 > 12
-~ fpr 15 19195:06 annon snort: 194,208 ,40,120 4914 - 12¢




Log browsing moves

Use tree views to show logs!

Pipes, SQL queries — branches / paths
Groups < nodes (sorted by count / weight), records < leaves.

Fle Edit View Go Captre Analyze Statistics Help

SEges oB x5

1

» 0372 [EE aae
|+ Expvessmn.,,‘ “Ageav‘ v 5pp\v‘

Destination
195.138.145.122
195.138.145.122

102.168.2.3
192.168.2.3

2 0.031164

30.061085  192.168.2.3 105.138.145.122
40.072645  105.138.145.122  102.168.2.3 UDP  00:0d:60:76:d0:ce o
> [18944/9] Min Entropy Tree Ranges |Tem;ia(e| Messages |

b [18335/17)

packetist. protocol UDP

Field name

| Ethereal formula | Unique values | Entropy [ Values summary

tep.flags.cwr 1 0.000000 = Congestion Window Reduced (CWR): N

b [@482]  tcp.analysis.zero_window #undef ip.checksum_bad 0000000 Bad: False

> tep.analysis.zero_window Zero Window i i Gy o
e P e = BocORT S ip.flags.rb 1 0.000000 Resenved bit: Not set
b 5131 packetlist.protocol DNS tep.flags.ecn 1 0.000000 = ECN-Echo: Not set o
b (2621 packetlst.protocol ARP. 5
b ne packelistpiiocol HETR i ‘Cuunt J Ei e ‘Cund.emmpy - ] b e ]cﬂum]
e 1l peckeliftproial S50 fundel 18943 || framemarked 0000000 fundefl  Fundef 18941
- packetist.protocal AIM Buddylist Zero Window 1 | imagejfif.Xthumbnail 0.001072 | #undef TCP Sack Option: True 2
o bl prckstistprioc ol A image-jfif. Y thumbnail 0.001072 Zero Window #undef 1

tcp.options.sack 0.001072

tcp.options.sack_re

image-ifif. marker

0.001072

0.001072 )

000 00 11 50 38 81 70 00 04 60 76 49 ce 08 00 45 00

[
[File:

“Jhome]stefan/ethereal/data/datal” 5464 KB 00:04:47

ol
{P: 18044 D: 18044 M: 0
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Log browsing moves
Use tree views to show logs!

Pipes, SQL queries — branches / paths

Groups < nodes (sorted by count / weight), records < leaves.
Queries pick out a leaf or a node in the tree.

//\

68.38.148.149 129.170.166.85 209.61.200.11
0 42 6838148149
012 129.10.75.101
02 129.170.166.85
asmith - root D1 66.183.80.107
01 209.61.200.11

grep 68.38.148.149 /var/log/secure | grep asmith | grep ...
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Log browsing moves
Use tree views to show logs!

Pipes, SQL queries — branches / paths

Groups < nodes (sorted by count / weight), records < leaves.
Queries pick out a leaf or a node in the tree.

TN

129.170.166.85 209.61.200.11
1 cnt
O 44 68.38.148.149
O 12 129.10.75.101
. 0Oz 129.170.166.85
neo asmith root O1 6618380107
O1 209.61.200.11

grep 68.38.148.149 /var/log/secure | grep asmith | grep ...
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Log browsing moves
Use tree views to show logs!

Pipes, SQL queries — branches / paths

Groups < nodes (sorted by count / weight), records < leaves.
Queries pick out a leaf or a node in the tree.

TN

129.170.166.85 209.61.200.11
|
0 42 6838148149
012 129.10.75.101
02 129.170.166.85
neo root D1 66.183.80.107
01 209.61.200.11

grep 68.38.148.149 /var/log/secure | grep asmith | grep ...
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Log browsing moves

A “coin sorter” for records/packets
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Log browsing moves

A “coin sorter” for records/packets
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Log browsing moves

A “coin sorter” for records/packets
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Log browsing moves

A “coin sorter” for records/packets
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Log browsing moves

A “coin sorter” for records/packets

44045234 &
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Log browsing moves

A “coin sorter” for records/packets

e

dst_port
/ m
sre_ip

|

44045234 24.143.11.236
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Log browsing moves

A “coin sorter” for records/packets

e

dst_port

445 /m'/
'

|

44045234 24.143.11.236
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Log browsing moves

A “coin sorter” for records/packets

@ 44045234 24.143.11.236
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Log browsing moves

A “coin sorter” for records/packets

] . .
£ 2
o
1
44045234 é 44045234 24.143.11.236
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Log browsing moves

A “coin sorter” for records/packets

44045234 12216.250.231 44045234 24.143.11.236
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Log browsing moves

A “coin sorter” for records/packets

44045234 12216.250.231 44045234 24.143.11.236
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Log browsing moves

A “coin sorter” for records/packets

44045234 12216.250.231 44045234 24.143.11.236
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Log browsing moves

A “coin sorter” for records/packets

sr_ip

|
78| ste_ip ste_ip
8 i
Amaig
44045234 12.216.250.231 44045234 24.143.11.236
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Log browsing moves

A “coin sorter” for records/packets

sre_ip sre_ip i
44045234 12216.250.231 44045234 24.143.11.236
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Log browsing moves

Classify — Save — Apply

=] Treeview? source: sysiog.0

Fle Edit View Help

- &7
~ wr LOGIN ON %ty BY *%user FROM %host
< 5 login by john from h000502032ac0.ne isp net
by Aug 2002
b e Sep 2002
b 0a2002
b Nov2002
bom Dec2002
b e Jan2003
b s Feb2003
Mar25 12:31:31 mystc syslog: LOGIN ON ttyp0 BY john FROM h000502032ac9.ne isp net
Mar 25 20:36:48 mysiic syslog: LOGIN ON 0 BY john FROM h000502032€9neisp net
b o login by igor from we-24-31-59-152 we.isp.net
b w login by john from h0010b5656b03.ne isp net
< FAILED LOGIN *num=(id+) FROM %host FOR *%6user,%%reason
] login by jos from h000502032ac9.ne isp net
] login by from h000502032ac0.ne isp net
b login by johs from h0005020322¢ ne sp.net
b w login by john{ID from h000502032a0.ne isp net
b w login by (nul) from h000502032ae9 ne.sp.net
b w login by flom h000502032a¢9 ne.sp.net

@ Build a classification tree e —

= 061 host: ho00S02032369 ne meclaonenat user: 7 5 Feature & # entopy

b usenjosh

from a dataset

@ Save template TRCIE

5 a0 hostiwe-24-31:59-152 e medisonenet user: (oleg) tty: 2

© Reuse on another
dataset

Sergey Bratus




Log browsing moves

Which tree to choose?

user — ip?

68.38.148.149

41
0 o 66.183.80.107
/

68.38.148.149

oot — » 209.61.200.11

ip — user?

neo

/4"

(838 148.149 — 2w asmith

¥
I 129.170.16685 ———m
/
1

209.61.200.11 ——» root

Goal: best grouping

How to choose the “best” grouping (tree shape) for a dataset?

Sergey Bratus
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Data organization
QOutline

e Data organization
@ Trying to define the browsing problem
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Data organization

Trying to define the browsing problem

v @ulogd. znb0. pcap.1 - Ethereal =0X .
B L e 0 gt e s o @ The lines you need are only
BI=R03R¢+2T78 QQQIPDEX/E 20 PgDns away:

““@g\ear‘ o dopy|

@ ...each one surrounded by
a page of chaff...

20,

3299739

162.168.1.20
162.168.101.2

Srandzrd query ~espznse A 192.

1921661, TP 378 > e [N SageD oD @ ...lna thSty maze Of
162.168.7.2 TP > 2791 [SVN, ACK] Seq=0 Ackel i
7527762 192.168.1.40 102.1 TP 3270 > wew [ACK] Seqel o=l Win=5840 Len=t ” |k
85.21785  152.166.1.40 192.1 HPGET / HIP/LL messages1 all alike...
95.41 152168.7.2 1921 P ww > 2791 [ACK] Segel Acs=406 Vin=17275 Len=0
06605 182.165.7.2 1921 HP HTR/1.1 200 K [Unreasserbled Paceet] b I h | d ff i
152,166, 1,40 192.1 el 3275/, > W [ACK] S2q=408 Ack=1443 Win=8568 Len ° i Ut S Ig t y I erent’ In
162.168.7.2 192.1 HP Conti-ustion or non-HTP traffic y
162.168.7.2 192,188, HIP__ Conti-uazion or non-HITP traffic Ll Ways yOU dOﬂ t eXpeCt
il ]
b Frate 1 (112 bytes o vire, 112 bywes cacwures) e

b Rau pecket ds

b Intar-et Protocol, Src Asdr: 192.168.23..2
b User Jatagran Protocol, Src Port: domain
b Donai Nanz Syster (responze)

32.166.101.2), D= Adzr: 162.168.1.40 (152.168.1.40)
st Port: 32771 (327711

203 45 0000 70 45 7 ¢0 00 3 11 0z 89 cO a8 65 g
c0 a3 0l 2800333008 3 e Teal

62 00 01 00 C2 00 01 30 01 35 &7 72 65 £5 6e 0F 72 .qreen.r

030 6f 6f 74 £6 75 0z 52 70 30 00 01 0D C2 €0 O 30 0t°u.7p . M

165626 M: 0

30MB 13:32:40 P

le: uogd.znb
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Data organization

Trying to define the browsing problem

v @ulogd. znb0. pcap.1 - Ethereal =0X

B L e 0 gt e s o @ The lines you need are only
B oA xeER+2278 QQE DX 20 PgDns away:

j & Exresson ‘ “@g\ear‘ o dopy|
@ ...each one surrounded by
a page of chaff...

S-andzrd query
P 32750 > wew [SIN Sc4=) Hin=5840
TP 32750 > wew [SYN] Seq=D Ac<=D Win=5840
NS Srandzrd query esponse A 192.
TP 3278 > wew [SVN] Seqed Ace=D
TP www > 32791 [SN, ATK] Seq=0 Ack=l i
TP 3278 > wew [AK] Seqel Ace=] in=5840
HPGET / HIP/LL

TP > 32791 [AK] Seqel Ace=406 Win=17375 Lar
HP HTTR/1.1 20 OK[Unreasserbled Paceet]

TP 3751 > www [ACK] Seq=908 Ack=1443 Win=8568 LI
162.168.7.2 192.1 HP Conti-ustion or non-HTP traffic

162.168.7.2 192,188, HIP__ Conti-uazion or non-HITP traffic

il ]
b Frare 1 (112 bytes cn ware, 112 bywes cacu-ez) e
b Rau pecket ds
b Intar-et Protocol, Src Asdr: 192.168.23..2
b User Jatagran Protocol, Src Port: domain
b Donai Nanz Syster (responze)

4 192.188.4.2

162.168.1.20
162.168.101.2 192,11
162,168,120 192,
162.16.7.2 192,11
75.2077%2 162,168,140 192,
85.217855  152.16.1.40 192,11
95,411 162.168.7.2 192,11
10 6.634156  192.166.7.2 192,11
162,168, 1,40 192,11

A0

@ ...in a twisty maze of
messages, all alike...

@ ...but slightly different, in
ways you don’t expect.

200 45 0000 70 45 7% £0 00 3 11 0z 89 cO a8 65 3
c0 a3 0l 2800333008 3 e Teal

62 00 01 00 C2 00 01 30 01 35 &7 72 65 £5 6e 0F 72

030 6f 6f 74 £6 75 0z 52 70 30 00 01 0D £ €0 0z 30 ooty

30MB 13:32:40 P

.qreen.r

[EW

165626 M: 0

le: uogd.znb
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Data organization

Old tricks

FLRAG POEX B
x| eresson | e o |
=

Sorting, grouping & filtering:
@ Shows max and min values in a field

@ Groups together records with the
same values

rgey Bratus anizing and analyzing logdata with entropy



Data organization

Old tricks

> @ ulogd-2nb0 peap - Ethereal —ox

Fle Edt Vew Go Coplure rabee Statties tep

B W&QQ PHEX B
2= Sorting, grouping & filtering:

0

o) reoest

Yz

2705
13 7.505822

192.168.7.2 10 cho (pina] reguest

¥ Frano 1 (52 bytes on wirs, 84 bytes captured
data

L SRR @ Drills down to an “interesting” group

08 00 95 Se B 03 01 74 12 86 82 €l
02 03 0 0b 0c 0d 0a Of 1011 12
o0 14 15 16 171915 14 16 1c 14 16 1f 0 21 22

9 B
FI= Ulogd b0 peep 663415 042525 7760503 b BT
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Data organization

Old tricks

B M—@w@.a@ POEX Q@
>

[ oo sy |

Sorting, grouping & filtering:
@ Shows max and min values in a field

@ Groups together records with the
same values

@ Drills down to an “interesting” group

Key problems:
@ Where to start? Which column or protocol feature to pick?

© How to group? Which grouping helps best to understand
the overall data?

© How to automate guessing (1) and (2)?

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Estimating uncertainty

Trivial observations

@ Most lines in a large log will not be examined directly, ever.
@ One just needs to convince oneself that he’s seen

everything interesting.
@ “Jump straight to the interesting stuff”, compress the rest.

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAAAAAA...

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Estimating uncertainty

Trivial observations

@ Most lines in a large log will not be examined directly, ever.
@ One just needs to convince oneself that he’s seen

everything interesting.
@ “Jump straight to the interesting stuff”, compress the rest.

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAAAAAA...
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Data organization
Estimating uncertainty

Trivial observations

@ Most lines in a large log will not be examined directly, ever.
@ One just needs to convince oneself that he’s seen

everything interesting.
@ “Jump straight to the interesting stuff”, compress the rest.

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAAAAAA...
The problem:

Must deal with uncertainty vs. redundancy of the data.

There is a measure of uncertainty/redundancy: entropy.

Sergey Bratus Organizing and analyzing logdata with entropy




Data organization
Entropy intuitions

The number of bits to encode a data item under optimal
encoding (asymptotically, in a very long stream) J

Uniforn distribution
1 -
- ABBBACDBAADBBDCAAACBCDACBBADAD
saln 8 ¢ o CBBBAABADA... = 2 bits/symbol
“HHHEN
Hon-uniforn

BAADBAAAAAABAAACABBABAAAAAAAAA
BAAAADBAAC... = 1.42 bits/symbol

C

Entropy of English: 0.6 to 1.6 bits per char (best compression). |




Data organization

The entropy of English?

Depending on the model, 0.6 to 1.6 bits per character. ]

letters, unigrams  XFOML RXKHRJFFJUJ ZLPWCFWKCYJ FFJEYVKCQSGHYD QPAAMKBZAACIBZLHJQD
ZEWRTZYNSADXESYJRQY WGECIJJ
bigrams OCRO HLI RGWR NMIELWIS EU LL NBNESEBYATH EEI ALHENHTTPA OOBTTVA NAH BRL OR L RW
NILI E NNSBATEI Al NGAE ITF NNR ASAEV OIE BAINTHA HYROO POER SETRYGAIETRWCO
trigrams  ON |E ANTSOUTINYS ARE T INCTORE ST BE S DEAMY ACHIN D ILONSIVE TUCOOWE AT
TEASONARE FUSO TIZIN ANDY TOBE SEACE CTISBE
words, unigrams  REPRESENTING AND SPEEDILY IS AN GOOD APT OR COME CAN DIFFERENT NATURAL HERE HE
THE A IN CAME THE TO OF TO EXPERT GRAY COME TO FURNISHES THE LINE HAD MESSAGES
bigrams THE HEAD AND IN FRONTAL ATTACK ON AN ENGLISH WRITER THAT THE CHARACTER OF THIS
POINT IS THEREFORE ANOTHER METHOD FOR THE LETTERS THAT THE TIME OF WHOEVER
trigrams*  THE BEST FILM ON TELEVISION TONIGHT IS THERE NO-ONE HERE WHO HAD A LITTLE BIT OF
FLUFF

Shannon’s experiment

Based on how likely humans are to be wrong when predicting
the next letter / word (the average number of guesses made to
guess the next letter /word correctly)

http://math.ucsd.edu/ crypto/java/ENTROPY/
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http://math.ucsd.edu/~crypto/java/ENTROPY/

Data organization

Automating old tricks (1)

“Look at the most frequent and least frequent values” in a
column or list. l

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization

Automating old tricks (1)

“Look at the most frequent and least frequent values” in a
column or list. l

@ What if there are many columns and batches of data?
@ Which column to start with? How to rank them?

It would be nice to begin with “easier to understand” columns or
features. l

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization

Automating old tricks (1)

“Look at the most frequent and least frequent values” in a
column or list. l

@ What if there are many columns and batches of data?
@ Which column to start with? How to rank them?

It would be nice to begin with “easier to understand” columns or
features. J

Suggestion:

@ Start with a data summary based on the columns with
simplest value frequency charts (histograms).

@ Simplicity — less uncertainty — smaller entropy.
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Trivial observations, visualized

192.168.1
192.168.1

168.1.60
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Data organization

Outline

9 Data organization

@ Entropy
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Data organization

Start simple: Ranges

dest i
192.168.1.1 - 192.168.10.100

i dst port
fle Edt View Go Capture Anslyze Statisths Help 1-8100

xRS RerNT L QAQAA PDHEX @

0.000000

1.000017 \168. 1. (p1na)
1.999953 L1681, .168.7. (ping)
2.999925 .168.1.60 .168. (ping) request
3.509011 (ping) request
4.082445 (ping) request
a.999888 8.1 .168. (ping) request
s.082308 2. (ping) request
5.999866 2 ¢ (ping) request
6.082219 1 .168. (ping) request
6.99984a 1 .168. (ping) request
7.082132 2 . .168. (ping) request
7.000822 J 152.168.1.60 152.168.7.2 (pina) reauest

Frame 1 (84 byJes on wire, 84 bytes coptured)
Raw packet da

Internet Protdcol, Src Addr: 152.168.1.60 (192.168.1.60), Dst Addr: 192.168.7.2 (182.168.7.2)
Internet Contfol Message Protocol

00 00 54 00 00 40 3f OL B2 1a €0 a8 O1 3¢
a8 0702 08 00 96 5 88 03 01 74 12 86 82 40
20 off00 08 09 0a Ob ©Oc Od De Of 10 11 12 13 s
151417 18 19 la b 1c 1d le 1f 2021 2223 . cee LT#
[Fie: Glogd:znbo fcap 8614 KB 04:2528 P: 60643 D: 60843

srci
192.168.1.1 - 192.168.255.255
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Data organization

A frequency histogram

& Expression.. \@Qearl o Apply

< |

A count Destination . Dst_port Protocal  Info
449 129,170, 166, 103 1M Echo [ping) req.
129.170.166.103 | www TP 54893 > www [ACT
129,170.166.103 | https TCP 54973 > https [!
129,170.166.103 | www TCP 54973 > www [SYI
129,170.166.103 | ftp TP 54973 > ftp [Swl

129,170.166.103 | netbios-ssn | TCP 54973 > netbios.
129.170.166.103 | radmin-port |TCP 54973 > radmin-|
129.170.166.103 | mcrosoft-ds | TCP 54973 > microso’

129,170.166.103 | tcpmux TP 54873 > tcpmux

129,170.166.103 | 4000 TP 54973 > 4000 [S
129.170.166.103 | socks TP 54973 > socks [
129.170.166.103 | 3182 TCP 54973 > 3182 [
129,170.166.103 | 8100 TCP 54973 > 8100 [S
129.170.166.103 | 8000 TCP 54973 > 8000 [S'

129.170.166.103 | 1ingreslock |TCP 54973 > ingresli

88

21 4599 4800 443 139 1524 1
. 5606 8160 8880 3128 1688

dst_port (sorted by frequency)




Data organization

Start simple: Histograms

dest ip
192.168.1.1 - 192.168.10.100

fle Edt View Go Capture Anslyze Statisths Help

xRS RerNT L QAQAA PDHEX @

(p1na)
(ping)

IcMP  Echo (ping) request

1P Echo (ping) request

1cMP Echo (ping) request

ICMP  Echo (ping) request

Echo (ping) request

Echo (ping) request

Echo (ping) request

Echo (ping) request

IcMP  Echo (ping) request

13 7.000822 [ 192.168.1.60 152.168.7.2 IcMP  Echo (pina) reauest

Frame 1 (84 byJes on wire, 84 bytes coptured)
Raw packet da

Internet Protdcol, Src Addr: 152.168.1.60 (192.168.1.60), Dst Addr: 192.168.7.2 (182.168.7.2)
Internet Contfol Message Protocol

@5 00 00 54 00 00 40 3f OL B2 1a €0 a8 O1 3¢
0 28 0702 08 00 96 Se ©2 03 01 74 12 86 82 40
45 20 off00 08 05 0a Ob Oc Od Oe Of 10 11 12 13
14 15 1917 18 19 la 1b 1c 1d le 1f 2021 2223 .

[Fie: Glogd:znbo fcap 8614 KB 04:2528 P: 60643 D: 60843

H\ i

ergey Bratus ganizing and analyzing logdata with entropy

srci
192.168.1.1 - 192.168.255.255




Probability distribution

‘count
Count of packets in the “dst_port == 445" bin
n
1
_—~N=n+..+n,
Total count 1
“Probability” n.
ofd ~a P = -=am itk
packet ! N
falling into
the i-th bin
n2
0 n3 L) nan nk
B o e 2 s o o s _oize_son

dst_port (sorted by frequency)
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Data organization

Definition of entropy

Let a random variable X take values xq, x», . . ., X, with
probabilities py, po, . . ., Pk.

Definition (Shannon, 1948)

The entropy of X is

k
’
H(X)=>_pi-log, —
i=1 Pi

Recall that the probability of value x; is p; = n;/N for all
i=1,... k.

@ Entropy measures the uncertainty or lack of information
about the values of a variable.

© Entropy is related to the number of bits needed to encode
the missing information (to full certainty).

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Why logarithms?

The least number of bits needed to encode numbers between 1
and N is log, N.

@ You are to receive one of N objects, equally likely to be
chosen.

@ What is the measure of your uncertainty?

Answer in the spirit of Shannon:

The number of bits needed to communicate the number of the
object (and thus remove all uncertainty), i.e. log, N.

If some object is more likely to be picked than others,
uncertainty decreases.

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Entropy on a histogram

Interpretation

Entropy is a measure of uncertainty about the

o HRNN value of X

@ X=(25 25 25 .25):H(X)=2 pits)
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Data organization
Entropy on a histogram

Interpretation

Entropy is a measure of uncertainty about the

o HRNN value of X

@ X=(25 25 25 .25):H(X)=2 i)

Q Il-- Q@ X=(5 3 1 .1): H(X)=1.685
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Data organization
Entropy on a histogram

Interpretation

Entropy is a measure of uncertainty about the

o HRNN value of X

Q@ X=(25 25 .25 .25):H(X)=2 pits)
Q Il- - Q@ X=(5 3 1 .1): H(X)=1.685

I Q@ X=(8 .1 .05 .05):H(X)=1.022
Q [~ J——
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Data organization
Entropy on a histogram

Interpretation

Entropy is a measure of uncertainty about the

o HRNN value of X

@ X=(25 25 25 .25):H(X)=2 i)

Q Il - - Q@ X=(5 3 1 .1): H(X)=1.685
I Q@ X=(8 .1 .05 .05):H(X)=1.022
Q -— Q@ X=(1 00 0): HX)=0

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Entropy on a histogram

oln..

QI-__

o

Interpretation

Entropy is a measure of uncertainty about the
value of X

@ X=(25 25 25 .25):H(X)=2 bits)
Q@ X=(5 3 1 1): H(X)=1685
Q@ X=(8 .1 .05 .05):H(X)=1.022

Q@X=(1 00 0: HX=0

For only one value, the entropy is 0.
When all N values have the same frequency,
the entropy is maximal, log, N.
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Data organization

Compare histograms

dest i
192.168.1.1 - 192.168.10.100

i dst port
fle Edt View Go Capture Anslyze Statisths Help 1-8100

xRS RerNT L QAQAA PDHEX @

(p1na)

(ping)
IcMP  Echo (ping) request
1P Echo (ping) request
1cMP Echo (ping) request
ICMP  Echo (ping) request
Echo (ping) request
Echo (ping) request
Echo (ping) request
Echo (ping) request
IcMP  Echo (ping) request

7.099822 | 192.168.1.60 192.168.7.2 IcMP  Echo (pina) reauest

Frame 1 (84 byJes on wire, 84 bytes coptured)
Raw packet da

Internet Protdcol, Src Addr: 152.168.1.60 (192.168.1.60), Dst Addr: 192.168.7.2 (182.168.7.2)
Internet Contfol Message Protocol

00 00 54 00 00 40 3f OL B2 1a €0 a8 O1 3¢
a8 0702 08 00 96 5 88 03 01 74 12 86 82 40
20 off00 08 09 0a Ob ©Oc Od De Of 10 11 12 13
151417 18 19 la b 1c 1d le 1f 2021 2223 .

[Fie: Glogd:znbo fcap 8614 KB 04:2528 P: 60643 D: 60843

srcip
192.168.1.1 - 192.168.255.255
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Data organization

Start with the simplest

Q

‘| H=5.
‘l”“‘|\||||||||I|II|I|||II|||||||||mm..........._.
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A tree grows in Ethereal

B data1 - Eche:

Fle Edt View Go Capture Analyze Statistics Help

BEses R @8 ReswFsEE @A
(7] Filter |+ Expvessmn.,,‘ \@geav‘ W App\y‘

No. . Time Source Destination Protocol | HwAddr
20.031164  192.168.2.3 195.138.145.122  UDP
30.06035  102.168.2.3 105.138.145.122  UDP 1
4 0.072645 195.138.145.122 192.168.2.3 UDP :0d:60:76: =
< [18044/9] Min Entropy Tree Ranges | Template | Messages
b [(18335/17)  packetlist.protocol UDP Field name ‘Emevea\ formula Umquevames|gmnpy - ‘Va\ues summary
tep.flags.cur 1 0.000000 Congestion Window Reduced (CWR):
b [#82]  tcp.analysis.zero_window #undef ip.checksum_bad 1 0.000000 Bad: False
> o tep.analysis.zero_window Zero Window i fn i ey
b 54721 packetiist. protocol TLS ip.flags.rb 1 0.000000 ... = Reserved bit: Not set
b [513] packetlist protocol DNS tep.flags.ecn 1 0.000000 ECN-Echo: Not set
> @6zl packetlist.protocol ARP ol
roneR packetist.protocol TR Value ‘Cnum ‘ Field name ‘Cand. entropy + Field 1 name | Field 2 name ‘CC\UH\'J
» :
7 packetiil proioedd 551 #undef 18043 | | frame.marked 0.000000 #undef #undef 18041
> [5/2 ketlist.| I AIM Buddyli
b2l packer skpomcd padyi=! Zero Window 1 image;fif.Xthumbnail 0.001072 undef TCP Sack Option: True 2
b ketlist.| I AIM
L] RSt pIIRee magefif.Ythum bnail 0.001072 ero Window #undef 1
plon: 01072
tep.options.sack_re 0.001072
imagedfif.marker 0.001072
= 0 +| #0000 00 11 50 35 51 70 00 0460 76 A9 ce 08 00 45 00 _..PB.p.. B
J File: "fhome/stefan/ethereal/data/datal” 5464 KB 00:04:47 “ P: 18944 D: 18944 M: 0
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Outline

9 Data organization

@ Measuring co-dependence

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization

Automating old tricks (2)

“Look for correlations. If two fields are strongly correlated on
average, but for some values the correlation breaks, look at
those more closely”.
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Data organization

Automating old tricks (2)

“Look for correlations. If two fields are strongly correlated on
average, but for some values the correlation breaks, look at
those more closely”.

@ Which pair of fields to start with?
@ How to rank correlations?

Too many to try by hand, even with a good graphing tool like R
or Matlab.

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization

Automating old tricks (2)

“Look for correlations. If two fields are strongly correlated on
average, but for some values the correlation breaks, look at
those more closely”.

@ Which pair of fields to start with?
@ How to rank correlations?

Too many to try by hand, even with a good graphing tool like R
or Matlab.

Suggestion:

@ Try and rank pairs before looking, and look at the simpler
correlations first.

© Simplicity — stronger correlation between features —
smaller conditional entropy.

Sergey Bratus Organizing and analyzing logdata with entropy




Data organization
Examples (1)

Source IP of user logins:
@ Almost everyone comes in from a couple of machines
@ One user comes in from all over the place. Problem?

Small network, SRC_IP ~ TTL
@ On average, src_ip predicts ttl.

@ What if a host sends packets with all sorts of ttl?

e A user just discovered traceroute?
e What if that machine is a printer or appliance?

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Examples (2

MUD: Multi-user text adventure (like WoW in ASCII text, only
better PvP)

%Suser gets %obj [%objnum] in room %$room

@ 2 rooms had by far the largest number of objects picked up.
@ Major source of money in the game was: robbers!
e Stationary camp, safe area, close to cities, easy Kkill...

Cheating: player killing by agreement for experience
@ A Kkills B repeatedly, often in the same room. Why?

@ A gets experience, warpoints, levels. B is used as a
throw-away character, owner of B gets favors.

Sergey Bratus Organizing and analyzing logdata with entropy




Data organization

Histograms 3d: Feature pairs

H= 6.006

number of hits

g
src\,‘p

H(X.Y) = 6.039
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Data organization
Joint Entropy

For fields X and Y, count # times nj a pair (x;, y;). is seen
together in the same record. ’

)4 Yo
X1 | M1 | M2
Xo | MN2q | Noo

Joint Entropy

i?j

1
X?
Zp : y/ p(Xlayj)
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Data organization
Joint Entropy

For fields X and Y, count # times nj a pair (x;, y;). is seen
together in the same record. ’

number of hits
33 2R88 35

i?j

Joint Entropy

H X;, ¥i) - lo
. z,j:p R )
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Data organization
Measure of mutual dependence

@ How much knowing X tells about Y (on average)?
@ How strong is the connection? ’

Compare:
H(X,Y)and H(X)

H= 6.006

’W”Wllll||||M|||||um.

number of hits

Compare:
H(X)+ H(Y)and H(X,Y)

............. HX,Y) = 6.039
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Dependence

Independent variables X and Y:
@ Knowing X tells us nothing about Y

Dependent X and Y:

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Dependence

Independent variables X and Y:
@ Knowing X tells us nothing about Y

Dependent X and Y:

@ Knowing X tells us something about Y (and vice versa)
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Data organization
Dependence

Independent variables X and Y:
@ Knowing X tells us nothing about Y

@ No matter what x we fix, the histogram of Y ’s values
co-occurring with that x will be the same shape

Dependent X and Y:

@ Knowing X tells us something about Y (and vice versa)
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Data organization
Dependence

Independent variables X and Y:
@ Knowing X tells us nothing about Y

@ No matter what x we fix, the histogram of Y ’s values
co-occurring with that x will be the same shape

Dependent X and Y:

@ Knowing X tells us something about Y (and vice versa)

@ Histograms of ys co-occurring with a fixed x have different
shapes

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Dependence

Independent variables X and Y:
@ Knowing X tells us nothing about Y

@ No matter what x we fix, the histogram of Y ’s values
co-occurring with that x will be the same shape

o H(X,Y)=H(X)+ H(Y)

Dependent X and Y:

@ Knowing X tells us something about Y (and vice versa)

@ Histograms of ys co-occurring with a fixed x have different
shapes

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Dependence

Independent variables X and Y:
@ Knowing X tells us nothing about Y

@ No matter what x we fix, the histogram of Y ’s values
co-occurring with that x will be the same shape

o H(X,Y)=H(X)+ H(Y)

Dependent X and Y:

@ Knowing X tells us something about Y (and vice versa)

@ Histograms of ys co-occurring with a fixed x have different
shapes

o H(X,Y) < H(X)+ H(Y)

Sergey Bratus Organizing and analyzing logdata with entropy
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QOutline

9 Data organization

@ Mutual Information
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Data organization
Mutual Information

H(X.Y)

Definition
Conditional entropy of Y given X

H(Y|X) = H(X, Y) — H(X)

Uncertainty about Y left once we know X.

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Mutual Information

H(X.Y)
Definition
Conditional entropy of Y given X

H(Y|X) = H(X, Y) — H(X)

Uncertainty about Y left once we know X.

Definition
Mutual information of two variables X and Y

H(X.Y)

I(X; Y) = H(X) + H(Y) — H(X, Y)

Reduction in uncertainty about X once we
know Y and vice versa.

Sergey Bratus Organizing and analyzing logdata with entropy
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Histograms 3d: Feature pairs, Po

number of hits

number of hits

s
s
)
£
5
2




Data organization

Histograms 3d: Feature pairs, Port scan

number of hits_

e
Srt
o w0
Lo,

4
H(YIX)=2.216

2
prs
‘s
]
2
£
H
2

%
ast_jy

Src\:p
H(YIX)=0.39 H(VIX)=3.35
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Snort port scan alerts

dst_port

src_ip src_ip src_ip

alyzing logdata with entropy



Data organization

Snort port scan alerts

TreeView2 source: Kerf/data/snort2.log
File Edit View Help
m@] Features mm
b 15511351 dst_port: 445 src_ip: 55 dst_ip: 75 src_port: 100+ Field # value |
b remol dst_port: 80 src_ip: 8 dst_ip: 30 src_port: 63 sdst_port %dst jp 194 112917
b [126) dst_port: 21 src_ip: (80.141.141.173) dst_ip: 11 src_port: 11 “%dst_port %src_ip 76 1200.1¢
b ruza) dst_port: 4899 src_ip: (218.103.195.242) dst_ip: 22 src_port: 22 sudst_port %src_port 687 11551,
b r2iza) dst_port: 4000 src_ip:2 dst_ip: 8 src_port: 15 dst_ip 75 129170
b [115) dst_port: 443 src_ip: {2115.239.5) dst_ip: 9 src_port: 8 dst_port 14 1,21, 8(
b 1115 dst_port: 139 src_ip: (129.170.125.243) dst_ip: 8 src_port: 8 flags sotiok S
btz dst_port: 1524 src_ip: (192.139.15.34) dst_ip: 12 src_port: (1524) loghost annon
bo(us dst_port: 1 src_ip: (209.15.84.72) dst_ip:9 src_port: 9 program snort
[ TE)] dst_port: 8100 src_ip: (194.208.40.120) dst_ip: 2 src_port: 2 repeat
bz dst_port: 8000 src_ip: (194.208.40.120) dst_ip:2 src_port: 2 il i 732¢5e(
bz dst_port: 8080 src_ip: (194.208.40,120) dst_ip: 2 src_port: 2 Se”;‘ 1
[ TE]] dst_port: 3128 src_ip: (194.208.40.120) dst_ip: 2 src_port: 2 sre_ip 71 4.40.45,
[NSTE)] dst_port: 1080 src_ip: (194.208.40.120) dst_ip: 2 src_port: 2 src_port 568 1027, 1(
type SYN =
autosplit via minentdep3 without mark m Compute ranges
autosplit via minentdep3 without mark: -- 0K "—]Spht




Data organization

Snort port scan alerts

TreeView2 source: Kerf/datafsnort2.log
Ele Edit Wiew Help
| Fields |S\ate I Features ITop I Inc
b r1135] dst_ip: 75 src_port: 100+ Field # value (]
bor70,1] d 0 src _id 100+ e5b80313
b o126l dst_port: 21 src_ip: (80.141.141.173) dst_ip: 11 src_port: 11 _month Apr
b o221 dst_port: 4899 src_ip: (218.103.185.242) dst_ip: 22  src_port: 22 _program snort
b rzo1 dst_port: 4000 src_ip:2 dst_ip:8 src_port: 15 _rule_id 732c5ed3]
b1 dst_port: 443 src_ip: (211,5.239.5) dst_ip:9 src_port: 9 _timestan 100+ Fri 11-Apr-
b dst_port: 139 src_ip: (129,170.125.243) dst_ip:8 src_port: 8 _year 2003
b1z dst_port: 1524 src_ip: (182.139.15.34) dst ip: 12 src_port: (1524) dst_ip 75 129.170.11
S| dst_port: 1 src_ip: (209.15.84.72) dst ip: 9 src_port: 9 dst_port 14 1,21, 80,
b3z 0 2 0 p: 2 12 flags sl
b oz loghost annon
b o321 mark pos
b o321 program snort
b o321 repeat

Sergey Bratus
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Outline

9 Data organization

@ The tree building algorithm
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Data organization
Building a data view

@ Pick the feature with lowest non-zero
entropy (“simplest histogram”) S

min H(X)
>0

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Building a data view

@ Pick the feature with lowest non-zero S
entropy (“simplest histogram”)
© Split all records on its distinct values l
dst_port
min H(YI
dst_port)
Y?

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Building a data view

@ Pick the feature with lowest non-zero .
entropy (“simplest histogram”) 1
© Split all records on its distinct values dst_port
© Order other features by the strength 1
of their dependence with with the _
first feature (conditional entropy or Her
mutual information) min HZI
src_ip)
Z3

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Building a data view

5
@ Pick the feature with lowest non-zero 1
entropy (“simplest histogram”)
@ Split all records on its distinct values el
© Order other features by the strength /
of their dependence with with the _
first feature (conditional entropy or et
mutual information) _
min H(ZI
© Use this order to label groups dst_port)
VA

Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Building a data view

S
@ Pick the feature with lowest non-zero :
entropy (“simplest histogram”) dst_port
© Split all records on its distinct values
© Order other features by the strength §
of their dependence with with the e
first feature (conditional entropy or |
mutual information) dst. ip
© Use this order to label groups
© Repeat with next feature in (1) imi"m')
T
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Snort port scan alerts

dst_port

RN
S BN

src_ip src_ip src_ip
4.40.45.234 12216.250.231 4.40.45.234 24.14311.236

anizing and analyzing logdata with entropy
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Snort port scan alerts

TreeView2 source: Kerf/data/snort2.log
File Edit View Help
m@] Features mm
b 15511351 dst_port: 445 src_ip: 55 dst_ip: 75 src_port: 100+ Field # value |
b remol dst_port: 80 src_ip: 8 dst_ip: 30 src_port: 63 sdst_port %dst jp 194 112917
b [126) dst_port: 21 src_ip: (80.141.141.173) dst_ip: 11 src_port: 11 “%dst_port %src_ip 76 1200.1¢
b ruza) dst_port: 4899 src_ip: (218.103.195.242) dst_ip: 22 src_port: 22 sudst_port %src_port 687 11551,
b r2iza) dst_port: 4000 src_ip:2 dst_ip: 8 src_port: 15 dst_ip 75 129170
b [115) dst_port: 443 src_ip: {2115.239.5) dst_ip: 9 src_port: 8 dst_port 14 1,21, 8(
b 1115 dst_port: 139 src_ip: (129.170.125.243) dst_ip: 8 src_port: 8 flags sotiok S
btz dst_port: 1524 src_ip: (192.139.15.34) dst_ip: 12 src_port: (1524) loghost annon
bo(us dst_port: 1 src_ip: (209.15.84.72) dst_ip:9 src_port: 9 program snort
[ TE)] dst_port: 8100 src_ip: (194.208.40.120) dst_ip: 2 src_port: 2 repeat
bz dst_port: 8000 src_ip: (194.208.40.120) dst_ip:2 src_port: 2 il i 732¢5e(
bz dst_port: 8080 src_ip: (194.208.40,120) dst_ip: 2 src_port: 2 Se”;‘ 1
[ TE]] dst_port: 3128 src_ip: (194.208.40.120) dst_ip: 2 src_port: 2 sre_ip 71 4.40.45,
[NSTE)] dst_port: 1080 src_ip: (194.208.40.120) dst_ip: 2 src_port: 2 src_port 568 1027, 1(
type SYN =
autosplit via minentdep3 without mark m Compute ranges
autosplit via minentdep3 without mark: -- 0K "—]Spht




Data organization

Snort port scan alerts

TreeView2 source: Kerf/datafsnort2.log
Ele Edit Wiew Help
| Fields |S\ate I Features ITop I Inc
b r1135] dst_ip: 75 src_port: 100+ Field # value (]
bor70,1] d 0 src _id 100+ e5b80313
b o126l dst_port: 21 src_ip: (80.141.141.173) dst_ip: 11 src_port: 11 _month Apr
b o221 dst_port: 4899 src_ip: (218.103.185.242) dst_ip: 22  src_port: 22 _program snort
b rzo1 dst_port: 4000 src_ip:2 dst_ip:8 src_port: 15 _rule_id 732c5ed3]
b1 dst_port: 443 src_ip: (211,5.239.5) dst_ip:9 src_port: 9 _timestan 100+ Fri 11-Apr-
b dst_port: 139 src_ip: (129,170.125.243) dst_ip:8 src_port: 8 _year 2003
b1z dst_port: 1524 src_ip: (182.139.15.34) dst ip: 12 src_port: (1524) dst_ip 75 129.170.11
S| dst_port: 1 src_ip: (209.15.84.72) dst ip: 9 src_port: 9 dst_port 14 1,21, 80,
b3z 0 2 0 p: 2 12 flags sl
b oz loghost annon
b o321 mark pos
b o321 program snort
b o321 repeat

Sergey Bratus



Data organization

Quick pair summary

TreeView2 source: Kerffdatafsst

Edit Wiew Help

Fields l Slate | Features |Tcp } Index

< [606] host: h000502032ae8.ne.mediacne.net user: 7 tty: 5 Feature E | # Entropy

b 15891  user:josh tty: 4 i

b o181 user:jos tty: () H(%user|%host)  cH 0.000/1,00i

G| user:  tty: ()

)| user: johs  tty: ()

b1 user: [null)  tty: ()

b user:r] tty: ()

b user: josh~[[D  tty: ()
b 101 host: we-24-31-58-152.we.mediacne.net user: (cleg) tty: 2
[ host: h0010b565bb03.ne.mediaone.net  user: (josh) tty: (ttypo)

One ISP, 617 lines, 2 users, one tends to mistype.
11 lines of screen space.

yzing logdata with entropy



Data organization

Quick pair summa

TreeView2 source: Kerf/data/ssh-auth-2users

File Edit wiew Help

m mediaone.net [Flelds 1 Slate | Features ‘Top I Index

- [606] hest: h000502032ae9.ne.mediacne.net user:7 thy: 5 Feature E | # Entropy

b [539] user: josh  tty: 4

b 18] user:jos tty: () H(%user|#%host)  c¢H 0.000/1.0C

N E user:  tty: ()

b3 user: johs  tty: ()

b user: (null)  tty: ()

b userir] tty: ()

b user: josh~[[D  tty: ()
b or10] host: we-24-31-59-152 we.mediaone.net  user: (oleg) tty: 2
- [ host: h0010b565bb03.ne. mediaone.net  user: (josh]  tty: (ttypo)

- 1] user: josh thy: (ttyp0)

Jan 10 00:04:14 mystic syslog: LOGIN ON ttyp0 BY josh FROM hoolob

One ISP, 617 lines, 2 users, one tends to mistype.
11 lines of screen space.

Sergey Bratus rganizing and



Data organization

Novelty changes the order

TreeView2 source: Kerffdata/snort2b.log

Fle Edit View Help

lFia\ds ‘ Slate | Features ‘Tup 1 Index

b 166291 dst_port: 445 dst_ip: 95 src_ip: 100+ src_port: 100+ Feature |E # =
b 15428) dst_port: 139 dst_ip: 94 src_ip: 100+ src_port: 100+ src_port  4876/17299/8.25
I 11743] dst_port: 80 dst_ip: 94 src_ip: 100+ src_port: 100+ %sre_ip 689/17299/6.169
b 18341 dst_port: 135 dst_ip: 85 src_ip: 37 src_port: 100+ %dst_ip 95/17299/4.361/7
b 15181 dst_port: 1433 dst_ip: 91 src_ip: 33 src_port: 100+ %dst_port 35/17299/1.783/%
b 14511 dst_port: 17300 dst_ip: 86 src_ip: 34  src_port: 100+ %flags 2/17299/0.004/1,
b 13971 dst_port: 21 dst_ip:81 src_ip: 23 src_port: 100+ Ytype 2/17299/0.004/1.
I 12661 dst_port: 8667 dst_ip: 75 src_ip: 18 src_port: 100+ %loghost 1/17299/0.000/1.
b 1781 dst port: 443 dst_ip: 68 src_ip: 13 src_port: 100+ %serial 1/17299/0.000/1.

[

View Help

TreeView2 source: Kerf/data/snort2b.log

dst_port: 35 dst_ip: 95 src_ip: 100+ ErEie
dst_port: (21) dst_ip: 7 sre_ip: (142.26.217.6 | gpqpc port
Y%sre_ip

%dst_ip

Sergey Bratus

E

[F\elds 1 Slate | Features ‘Tup I Index

#

4876/17299/8.25
689/17299/6.169
95/17299/4.361/]




Data organization

Looking at Root-Fu captures

- ITreeView2 source: xml-packet-summary.xml — 0O x
Ele Edit Wiew Help
- Fields |Slate Features |Top ‘\ndex|
b 118148788] Protocol: TCP  Source: 18 Destination: 22 Info: 100+ Ceature |E ‘# ‘Ehmpy =
I 113/4378] Protocol: HTTP  Source: 13 Destination: 13 Info: 100+ info 49088/60943 9.744/17050.046
b [113435] Protocol: IRC  Source: 11  Destination: 11 Info: 6 s4Destination  23/60943 2.254/9.525
b [112325] Protocol: SSHv2 Source: 11 Destination: 11 Info: 84 %Source 1950943 2.107/8.225
I 11113831 Protocol: ICMP  Source: 11  Destination: 13 Info: 2 %Protocol 1160943 0.793/2.211
I [3r521] Protocol: MySQL Source: 3 Destination: 2 Info: 100+
b [196] Protocol: DNS ~ Source: (192.168.101.2) Destination: 3 Info: 12
15121 Protocol: SSH  Source:S Destination: 4 Info: 7
B[22 Protocol: DCERPC  Source: 2 Destination: 2 Info: 2 :
bl Protocol: Syslog  Source: (192.168.1.40) Destination: (192‘1652.22
[ Protocol: ISystemActivator  Source: (192.168.1.50) Destination: (:
4 [
4 | Load from file
‘ ﬂ Collect from node
Compute entropy




Data organization

Looking at Root-Fu captures

- CITreeView2 source: xml-packet-summary.xml| - O X
File Edit Wiew Help
b I1U1383]  Protocol: (CMP  Source: 11 Destination: 13 Info: 2 [ Eeids ‘ Slate Features ‘T{,p ‘ Index |
B [3521 Protocol: MySQL  Source: 3 Destination: 2 Info: 100+ E
Feature |E ‘# |Entropy —
-
b [16/16) Info: Standard query response PTR blue.rootfu.jp A
%wDestination 3/96 0.675/1.963
po113/13] Info: Standard query response PTR green.rootfu.jp
%Protocol 1/96 0.000/1.000
po11313] Info: Standard query respense, No such name
%Source 1/96 0.000/1.000
b [1313) Info: Standard query response PTR orange rootfu jp
B Info: Standard query response A 192.168.4.2
b I8/ Info: Standard query response PTR cyan.rootfu.jp
poIsis] Info: Standard query response PTR yellow.rootfu.jp
b 1551 Info: Standard query response
bo[5i5] Info: Standard query response A 192.168.2.2
b4 Info: Standard query response A 192.168.7.2
‘ p o163 Info: Standard guery response A 192.168.3.2 |
bo[2i2] Info: Standard query response A 192.168.5.2
boIs/121 Protocol: SSH  Source: 5 Destination: 4 Info: 7
R f ot meane - A e e o = [ |
4] | D Load from file
split by "info" i Collect from node
split by "%Info": -- OK S|
Compute entropy




Data organization
Comparing 2nd order uncertainties

| | I " I 7% Compare uncertainties in each
Protocol group:

@ Destination: H = 2.9999

@ Source: H=2.8368
“| © Info: H =2.4957

“Start with the simpler view”

S,

‘ 'ilssm i
\ I I INEe=.
Sergey Bratus Organizing and analyzing logdata with entropy



Data organization
Comparing 2nd order uncertainties

‘ | I" I _w Compare uncertainties in each
Protocol group:

: @ Destination: H = 2.9999
o © Source: H=2.8368
"| : © Info: H =2.4957

“Start with the simpler view”

MySQL
Ii I I W
Sergey Bratus Organizing and analyzing logdata with entropy



Data organization

Looking at Root-Fu captures

- CITreeView2 source: xml-packet-summary.xml — 0O x
file Edit Wiew Help
= 521 Fields ‘S\ate Features |Top | \ndex|
b [18/48788] Protocol: TCP  Source: 18 Destination: 22 Info: 100+ eature ‘E ‘# ‘Emmpy =
b 113743781 Protocol: HTTP  Source: 13 Destination: 13 Info: 100+
b [112435] Protocol: IRC Source: 11 Destination: 11 Info: & “%Destination  23/50943 2.254/9.525
P 11123251 Protocol: SSHvZ Source: 11 Destination: 11 Info: 84 w%Source 19/50043 2.107/8.225
I [11/1383] Protocol: ICMP  Source: 11 Destination: 13 Info: 2 %%Protocal 1160943 0.793/2.211
bo[12845211 Protocol: MySQL Source:3 Destination: 2 Info: 100+
b (136 Protocol: DNS  Source: (192,168.101.2) Destination: 3 Info: 12
boIsnz] Protocol: SSH  Source:5 Destination: 4 Info: 7
b 1221 Protocol: DCERPC  Source: 2 Destination: 2 Info: 2 :
b Protocol: Syslog  Source: (192.168.1.40) Destination: (192,168 2
b Protocol: ISystemActivator  Source: (192,168.1.50) Destination:
o |
4 | | Load from file
split by *info" j Collect from node
Marked nodes: pos 521 neg 0 ]
Compute entropy




Data organization

Looking at Root-Fu captures

hd ITreeView2 source: xml-packet-summary.xml — 0O x
Ele Edit Wew Help
= =] e ‘ Slate Features ‘Tup ‘ \ndex|

b [180/180] Info: Response OK Feature ‘E |# ‘EWOP)‘ =
b [32132] Info: Response Error Code: 417
b o[2uan Infa: Server Greeting Protocol : 10 ,version: 4.1.1-alpha-log Caps %Source 3/521 0.748/2.113
Bo[1ar14] Info: Request Command: Quit %Destination 2/521 0.683/2.000
b 1130131 Info: Login Request Caps: 0x2485 ,user: root ,password: ha-log %Protocol 1521 0.000/1.000
bo[909] Info: Request Command: Query : show tables
p (28] Info: Request Command: Query : show databases
b Infa: Response Error Code: 428
b [618] Info: Server Greeting Protocol : 255[Unreassembled Packet]
b 661 Info: Request Command: Init Database : user
b [6i6] Info: Response Error Code: 419
poL565] Info: Request Command: Query : select user{)

‘ poI5i5) Info: Response Error Code: 46¢
b4 Info: Request Command: Field List : help_keyword\000 =
bl Info: Request Command: Feld List : func\000 = [ | a

4] | | Load from file
‘Bpht by "Yinfo" ﬂ Collect from node
split by "%Info": -- OK O EEEEE—
Compute entropy




Data organization

Looking at Root-Fu captures

- ITreeView2 source: xml-packet-summary.xml — 0O x

File Edit Wiew Help

Info: Request Command: Field List : host\000 ] Fields | Slate Features |T
Info: Request Command: Field List : db\000
Feature
Info: Request Cornmand: Field List : tables_privio0o
Info: Request Command: Field List : user,000 e
%Destination 23f¢
Info: Request Command: Field List : columns_priA000
. . Y%Source 194¢
Info: Request Command: Field List : help_categon000
%Protocol 11/€

Info: Request Command: Field List : help_relation\000
Info: [TCP Retransmission] Request Command: Quit
Info: Request Cormmand: Query : set password for 'root'@'green-router.rootfu jp'=password('schoolofroot')
Info: Request Cornmand: Query : update user set password=password('schoolofroot') where user = 'root@
Info: Request Command: Query : ALTER TABLE user CHANGE COLUMN Password Password LONGTEXT
Info: Request Cornmand: Field List : psl_storyi000
Info: Request Command: Field List : psl_section_block_lut\000
‘ Info: Request Command: Field List : db_sequence\000
Info: Request Cornmand: Feld List : psl_quote\000

Info: Request Command: Field List : ps|_commentcountiooo
lefe s e it e de il e h AT AAA RIQK] 0]
4] | Load from file

split by "%Info" Collect from node

Marked nodes: pos 6 neg 0
Compute entropy
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Examples

Screenshots (1)

[Select Attributes. [B]x
Possible Attributes Selected Attributes Order Attributes
<~ Protocol attributes | b Protocol attributes packetlist. protocol
b Ethemet = Packet list attiibutes
vIP
b LC
b NENS 4 Add 4 Add
b STP
> UDP
= Packet list attributes

packetlist.number - Number
packetlist.time - Time (format as
packetlist.time_relative - Relative
packetlst.time_absolute - Absolu
packetlist.abs_data_time - Abselt
packetlist.time_delta - Delta time
packetlist. source_address - Soun

packetlist.resolved_src_addr - S ¥ Delete i Delete & Down

packetlist.unresolved_src_addr -

packetlist.harware_src_addr - Ha
packetlist.resolved_hw_src_addr ety
packetlist. unres olved_hw_src_ad

T S|

Rename attributes.

Name:|
Alias:

Select Learning Algorithm

Algorithm:  [Minimum Entropy Tree (JSV tree)

Parameters:|-max_tree_depth=10 -max_cluster_size=10 lower_entropy_thres hold=0.000000 -upper_entropy_threshold=0.800000

Hell [ save ‘ Bz

n ‘ xcEme\‘ <Pok J

Sergey Bratus rganizing and analyzing logdata with en



Screenshots (2)

Examples

Destination

‘Prcto.:al | HwAddr

195.138.145.122

No. . ‘ Time | Source
1 0.000000 192.168.2.3
2 0.0311864 192.168
3 0.061035
4 0.072645 195.138
5 0.090327 195.138
6 0.091400 192.168
7 0.119496 192.168
8 0.121801 195.138
9 0.149736 192.168
10 0.159995 195.138
11 0.177547 192.168
12 0.193140 195.138
13 0.208144 192.168
14 0.215444 195.138

Ranges | Template Messagesl

Field name

Time Reference

Apply as Filter

22 Decode As...
& Print...

Mark Packet (toggle)

Prepare a Filter

Show F’ackat in New Window

‘Erhereal formula | Unique values | Entropy ~ |Va|ues summsa

00:

g
888888388838k

E

| tcp.analysis.zero_window
tcp.options.sack_le

ep. anaiv sis.retransmission

2

Split

Walue

Show distinct values

Fiy Compute conditional entropies

0.015826 #undef, Zero V |
0.028560  #undef, 1188
0.028560 #undef, Retra !

Field 1 name| Field 2 name| Cc

#undef

Retransmission 2

<1 | |




Screenshots (3)

v (18449
b [18335/17] packetlist.pratocol UDP

Min Entrop Tree

Apply templata...

B4 packeEt DO o e,

13  packelit.protof
Compute ranges

[2621  packetlist.protof
[162]  packetistprotof

Show template

Mar posie

m PRCKEMSLPIOON 1 pecatye

/A packetlst.protof Clear markings

[ packetlist.protocol AIM

Examples

Ranges ‘Templake‘ Nessages

Field rame

In
‘Ethavea\ fomula ‘ Unique values ‘ Entropy | Values summawi

frame. umber 449 6.107023 10046, 10048, 1\1

ip.dsfielddscp 1 0.000000 0000 C0.. = Defz

fame.anotocols ? 0300 ehpi etip
— o
I Value Count ‘ Field nane‘ Cond. entropy ‘ Field 1 VBWE‘ Field 2 name‘CL

Ranges Template |Messages

Name Label Test
= root Min Entropy Tree i
*packetlist. protocol” %packetlist. protocel 0

< packetlist. protocol
= eth.trailer
~ eth.dst
leaf
leaf

~ tepaack

“eth.trailer” %eth.trailer
“eth.dst" %eth.dst
%line

9%line

“tcp.ack” %tcp.ack

[ %packetlist.protocol = |
[ %eth.trailer = "#undef"]
o

o

[ %packetlist. protocol =

I

A
Change values

Label “packetlist.protocol” %packetlist.protocol

Sort key: (@ num_leaves

Sort order:|desc




Examples
Research links

Research on using entropy and related measures for network
anomaly detection:
@ Information-Theoretic Measures for Anomaly Detection,
Wenke Lee & Dong Xiang, 2001
@ Characterization of network-wide anomalies in traffic flows,
Anukool Lakhina, Mark Crovella & Christiphe Diot, 2004
@ Detecting Anomalies in Network Traffic Using Maximum
Entropy Estimation, Yu Gu, Andrew McCallum & Don
Towsley, 2005
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Examples
Summary

Information theory provides useful heuristics for:
@ summarizing log data in medium size batches,

@ choosing data views that show off interesting features of a
particular batch,

@ finding good starting points for analysis.
Helpful even with simplest data organization tricks.
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Examples
Summary

Information theory provides useful heuristics for:
@ summarizing log data in medium size batches,

@ choosing data views that show off interesting features of a
particular batch,

@ finding good starting points for analysis.
Helpful even with simplest data organization tricks.

In one sentence

H(X), H(X|Y),I(X;Y),...: parts of a complete analysis kit!

Sergey Bratus Organizing and analyzing logdata with entropy



Examples
Credits & source code

Kerf project: Javed Aslam, David Kotz, Daniela Rus,
Ron Peterson
Coding: Cory Cornelius, Stefan Savev

Data & discussions: George Bakos, Greg Conti,
Jason Spence, and many others.
Sponsors: see website

For source code (GPL), documentation, and technical reports:

http://kerf.cs.dartmouth.edu

Thanks! J

Sergey Bratus Organizing and analyzing logdata with entropy
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