Bugs & Kisses

Spylng on BIackBerry users for fun
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Social Engineering

The clever manipulation of the natural human
tendency to trust.
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There’s always a chance you will get Owned.

Friday, March 12, 2010



e Sl

il 5
| 4 uf | =

(L mlmmuwm\u A b

Friday, March 12, 2010



Friday, March 12, 2010



Push Email

QWERTY Keyboard

Granular Security Controls

1  TransportLevel Security
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Granular Controls

Allow or deny access to User Data

Allow or deny access to Application
Interaction
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Transport Security

Traffic is encrypted up to RIM in Canada
Cannot MITM

Even HTTP traffic goes over a tunnel
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Device Encryption

Memory and micro-SD card cannot be read
on another device

Stolen, encrypted devices are still safe
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Granular Security Controls

Transport Level Security
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Personal Information?

Personal (read ‘naughty’) pictures

& Private text messages
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Jala»1Hila

o




A Few Problems

We can’t hack it - no useful vulnerabilities
We can’'t MITM - everything is encrypted

We could steal it...
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APIs [

Text Messages

Package: javax.wireless.messaging

Interface: MessagelListener
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Bugs
Posts email to TROOPERS 10 - Wall of Geese

Download:

http://www.zensay.com/Bugs.jad

Wall of Geese:
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APls ()

Email Messages

(5

Package: net.rim.blackberry.api.mail.event

Interface: FolderListener
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APls

Remote Listening

a

Package: net.rim.blackberry.api.phone

Interface: PhonelListener
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APls

Remote Listening Part 2

Package: javax.microedition.media

Interface: Player / RecordControl
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APls

Camera

Package: javax.microedition.media.control

Interface: VideoControl
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APls

L ocation Based Services

Package: javax.microedition.location

Class: Location
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BlackJacking

Attack Enterprise networks
Provide direct access to the internal network

Use a BlackBerry to proxy connections
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Proxy Connaction
External Ho=t o
Inernal Ho=t
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s Run up a V|ct|ms phone b‘|II b makln _
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Other hacks

Steal contact information

Alter contact information, change email
information, change meeting dates
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| can haz pwnage? kthx

Physically install the spyware on the device

Develop a game (too much work), or
develop a simple slideshow with prOn

- Push a message indicating that the user
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Dear Etisalat BlackBerry Customer,

Etisalat is always keen to provide you with
the best BlackBerry service and ultimate
experience, for that we will be sending you
a performance enhancement patch that
you need to install on your device. For more

information, please call 101

Empower your Business with BlackBerry®
and Mobile Solutions from Etisalat”




How did it work?

Hidden from Applications list
Starts off dormant

Has a command channel
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How did it work?

Listen / Stay
Active

Checkifitis

visible in the e
Installed A
Yes

No

Yes ‘D‘ Process Cmd |—

Yes

No
Y
Set flags so that it 0 Yes ,’ Serqr:-;g'swr
hides itself
No
Initialize and S
Hook Radio and
GlobalEvents
Yes

L

Remove Hooks &
Throw Exception
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Problems

Constantly poll the message queue
Source code was available...sort of

Back end server collapsed
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How well hidden?

{
|

*2: BlackBerry *2:BlackBerry

d

&

Applications

BlackBerry 4.5.0 Core Applica...
BlackBerry 4.5.0 System Soft...
BlackBerry Attachment Service
BlackBerry Maps

BlackBerry Messenger
BlackBerry Sample Video
Browser

Documents To Go

Email Setup Application

l Applications
| BlackBerry 4.5.0 Core Applica...
BlackBerry 4.5.0 System Soft...
BlackBerry Attachment Service
BlackBerry Maps
BlackBerry Messenger
BlackBerry Sample Video

DO o000 ooof=
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How well hidden?

CodeModuleGroup cmg =
CodeModuleGroupManager . load(“Bugs”);
cmg.setFlag
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Kisses

Finds Bugs & other similar, hidden software
Simplifies the search for hidden apps.
Version 2.0 will be out next week!
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Kisses

Works on Signature based detection

Allows a user to submit phone data for
analysis
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Wrapping up

The BlackBerry is very secure

The problem lies in its complexity

Permissions: BlackBerry 4.5.0

Core Applications
USB AllOW

Phone Prompt

DocsToGoCommon
Carrier Internet Prompt Kisses

=Interactions Custom net rim app manager 5.0.
Interprocess Communication A”OW net_rim_app_manager con...4.5.0.
Device Settings Modification Allow net rim bbapi blackberry...

Media Access Allowpy & net_rim_bbapi_browser

Hocuie Managgmgnt | I Bnet rim bbapi invoke
Theme Data Injection | 2 LA &
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Wrapping up

BlackBerry apps are not regulated

Nothing between you & spyware
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Watch out

Don’t install random pieces of software
Limit the amount of software on your BB

Learn and set Default Application
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Keep up to date

http //chlrashl zensay.com
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Questions?
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Thank you
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