Detectando ameacas internas

Augusto Paes de Barros
augusto@paesdebarros.com.br
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Ameacas
Internas

Quem sao eles?
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Financeiramente motivados







Por que detectar?

Porque € muito dificil evitar
Por que o impacto é extremamente alto
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Sup

ty-one percent of the organizations experienced a negative financial impact as a
result of the insiders’ activities. The losses ranged from a reported low of $500 to a

. reported high of “tens of millions of dollars.” The chart below represents the percentage
of organizations experiencing financial losses within broad categories.

over $691 million. In 3U% of the cases, the financial l0ss was In excess
of $500,000. ' i | S.

In 91% of the cases, the insider activity had at least one other adverse
impact on the organization.

J.S. Secret Service and CERT Coordination Center/SEI

Insider Threat Study: lllicit Cyber Activity in the Banking and Finance Sectaor
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UBS — Roger Duronio



Principais desafios
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Quem € a maga podre?

i

e
—
—
s -
— —
i
- —_—
— -
e
- -
— .




A

Ferramentas projetadas para
ameacas externas
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Poucos pontos de controle




O tal do mercado




Logs!
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Data Leak Protection
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Pesquisas e tendéncias




Eugene Schultz - 2002

Prediction and Detection

Deliberate
Markers

/ Meaningful Errors \
/ Preparatory Behavior \
/ Correlated Usage Patterns \
/ Verbal Behavior \

/ Personality Traits \




ARDA/MITRE Workshop - 2004

Decision Data
Analysis Fusion
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Common Data

Anomaly Detection

(StealthWatch+) COMMON DATA

- Authentication, Mail. DMZ

Servers, IDS, Honeynet, BadgeData
- Application Logs (e.g., web, DB, mail)
- Nessus Scans (volnerability analysis)

- Switch logs, Stealth Watch logs




Matzner & Hetherington - 2004

Network Sensors
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Physical Sensors
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Richard Bejtlich - 2005

EXTRUSION
DETECTION

Security Monitoring for
Internal Intrusions

RICHARD BEJTLICH
Foreward by MARCUS RANUM




Raffael Marty - 2007

Visualizing Log Data
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v Interpret Data #

v Knows Data Formats
v Re-use don't re-invent

v Find some at:
hitp://secviz.org/?q=node/8




Meus palpites

« Ampliar entidades monitoradas
— Sair de IP, servico, usuario, para:

Informacoes, transacoes,
pessoas, recursos,
enderecos IP, nomes,
enderecos fisicos,
localidades geograficas,
entre outros



Meus palpites

 |ntegrar bases auxiliares de conhecimento

— Diretorios, perfis, vulnerability management
systems...




Meus palpites

* Integrar mais dados para identificagcao de
desvios

— Netflow, Logs de proxy, etc.




Meus palpites

+ Atencéo as questbes |
de controle de acesso |

Menos “cool”, mas o problema, na maioria das
vezes, esta la!



Obrigado

» Perguntas, sugestoes, observacoes?

auqusto@paesdebarros.com.br




