SHARING MY MIC WITH A (POP)STAR
AND A LITTLE BIT MORE OF CoLD
BOOT ATTACKS

BRUNO.AT.BSDMAIL.COM






AGENDA

* ONCE UPON A TIME...

— WHAT HAPPENED, WHERE, WHO SHARED
WITH ME, ME...

* COLD BOOT ATTACKS

— LETS SEE SOME THINGS
®* PHYSICALL STUFFS

°* IS IT SO EASY?



ONCE UPON A TIME..



TOORCON X



JACOB APPELBAUM



WHQO IS

JORNALIST
PHOTOGRAPHER
ACTIVIST
PHILANTHRORPRIC

ENVIRONMENTALIST

HE



AH! | FORGOT...



HE’'S ALSO A HACKER



AND ABOUT ME?Y



wHO AM | 7

COMPUTER ENGINEER
SECURITY ANALYST
RESEARCHER IN FREE-TIME

JOBS JUST RELATED TO COMPUTERS



AH! |’'M NOT A PRETTY GOOD PERSON LIKE HIM...



BEFORE THE PRESENTATION



THE PRESENTATION...



HIM



ME



IN THE FINAL



WHAT DID | WANT TO SHOW?



COoOLD BOOT ATTACK



PHYSICAL STUFFS

* WHAT IS THE MEMORY?

— TRANSISTORS AND CAPACITORS

e HOW DO THEY WORK?Y

- BITLINES (CcOLUMNS) X WORDLINES
(LINES) — ADDRESS

e REFRESH UOPERATION!



AND FINALLY...



I’M EXCITED



MY ANALOGY



REFRESH OPERATION




THE ATTACK

* DECAYING IN ENVIRONMENT
TEMPERATURE

* WHY FREEZE?



FREEZE MY BUCGCKET




EASY?



THE TRUTHS

1 - DUMP THE MEMORY AND EXTRACT
THE KEY, JUST REBOOTING

2 - DuUMP THE MEMORY AND EXTRACT
THE KEY, COOLING IT.

3 — DUMP THE MEMORY AND EXTRACT
THE KEY, COOLING IT AND CHANGING
THE MEMORY’S MACHINE



THE TRUTHS 2

°*° 1 — MEMORY SIZE, USB AND FIREWIRE
SPEED LIMITATIAONS

* 2 — MEMORY SLOTS

* 3 — MEMORY SLOTS



FILEVAULT STUFFS



ABOUT THEIR TOOLS



HUMMMMM



I’'M A TROUBLEMAKER



NEVER BEEN A FAKER



DOIN’ THINGS MY OWN WAY



AND NEVER GIVIN' UP



I’M A TROUBLEMAKER



NOT A DOUBLETAKER



| DON’'T HAVE THE PATIENGCE T0O
KEEP IT N THE UP



|’M KIDDING



AH!



DID SOMEONE SEE COLD BOOT
ATTACK ON TV SHOW?



SUPER COOL!



BUT THEY DIDN’'T USE THE
PUBLISHED CODES



I’M KIDDING



AGAIN



NOW SERIOUSLY



THEY RELEASED 5 TOOLS!

USB/PXE BOOT IMAGE

EFI NETWORK BOOT

AES KEY FINDER

RSA KEY FINDER

SOME OTHER CODE TO CORRECT AES



OTHERS TOOLS

DAISYDUCKES — NOURL =/

UsB/CD BOOT IMAGE FOR DUMPING —

MCGREW SECURITY: RAM DUMPER
HTTP.//MCGREWSECURITY.COM/TOOLS/

MSRAMDMP/




THE ATTACK IS VERY
INTERESTING



BUT WE HAVE TO BE MORE
CRITICAL



SEE THINGS THAT PEUOPLE
FORGET



| THINK THAT’S ALL FOLKS!



LJUESTIONS?



THANKS!



