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agenda!

• Once upon a time...!
– what happened, where, who shared 

with me, me...!

• Cold Boot Attacks!
– lets see some things!
• physicall stuffs!

•  is it so easy?!



Once upon a time..!



ToorCon X!



Jacob Appelbaum !



who is he?!

•  jornalist !

•  photographer !

•  activist!

•  philanthropic !

•  environmentalist!



Ah! I forgot...!



he’s also a hacker!



and about me?!



who am I ?!

•  computer engineer!

•  security analyst!

•  researcher in free-time!

•  jobs just related to computers !



Ah! I’m not a pretty good person like him...!



before the presentation!



the presentation...!



him !



me!



in the final!



what did i want to show?!



Cold Boot Attack!



Physical Stuffs!

• What is the memory?!
– Transistors and Capacitors!

• How do they work?!

   - Bitlines (columns) X Wordlines 
(lines) = Address      !

• Refresh Operation!!



and finally...!



i’m excited !



my analogy !



refresh operation !



The attack!

• Decaying in environment 
temperature!

• Why freeze?!



freeze my bucket!



Easy?!



the truths!

• 1 - Dump the memory and extract 
the key, just rebooting !

• 2 - Dump the memory and extract 
the key, cooling it.!

• 3 – Dump the memory and extract 
the key, cooling it and changing 
the memory’s machine!



The truths 2!

• 1 – memory size, usb and firewire 
speed limitations !

• 2 – memory slots!

• 3 – memory slots!



filevault stuffs!



about their tools!



hummmmm !



i’m a troublemaker !



never been a faker !



doin’ things my own way!



and never givin’ up !



i’m a troublemaker !



not a doubletaker !



i don’t have the patience to 
keep it on the up !



I’m kidding !



ah!!



did someone see cold boot 
attack on tv show?!



super cool!!



but they didn’t use the 
published codes!



i’m kidding !



again !



now seriously!



They released 5 tools!!

•  usb/pxe boot image!

•  efi network boot!

•  Aes key finder !

•  Rsa key finder !

•  Some other code to correct aes!



others tools!

• DaisyDuckes – nourl =/!

• Usb/cd boot image for dumping – 
McGrew Security: RAM Dumper 
http://mcgrewsecurity.com/tools/
msramdmp/ !



the attack is very 
interesting!



but we have to be more 
critical !



see things that people 
forget!



I think that’s all folks!!



Questions?!



Thanks!!


