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Provide Timely and 

Relevant Information

Help Mitigate and Protect

Deliver Solution to 

Resolve

Build a more Simplified, 

Manageable Process

Enhance and Improve 

Bulletin Content 

Expand Resources and 

Support



Microsoft Confidential

MSRC receives incoming 
vulnerability reports 
through:

Secure@Microsoft.com
– Direct contact with 
MSRC

Microsoft TechNet 
Security Site –
anonymous reporting

MSRC responds to all 
reports:

24 hour response 
Service Level 
Agreement to finder

Internal response can be 
immediate when 
required

Vulnerability 

Reporting

MSRC-Engineering and 
Product Team:

Investigate vulnerability 
impact

Locate variants

Investigate surrounding 
code and design

Generate fix for Test

Creating 

the Fix Several levels of testing:

Setup and Build 
Verification

Depth

Integration and Breadth

Microsoft Corporate 
network 

Controlled beta

Testing
Update best practices

Update testing tools

Update development and 
design process

Update Dev 

Tools and 

Practices

Assess the report and 
the possible impact on 
customers

Understand the severity 
of the vulnerability

Rate the vulnerability 
according to severity 
and likelihood of exploit, 
and assign it a priority

Triaging Establish communications 
channel

Quick response

Regular updates

Build the community

Encourage responsible 
reporting

Managing 

Finder 

Relationship
Security bulletin:

Affected 
software/components

Technical description

Workarounds and 
Mitigations

FAQs

Acknowledgments

Content 

Creation Security bulletins -
second Tuesday of 
every month

Coordinate all content 
and resources

Information and 
guidance to customers

Monitor customer 
issues and press

Release

mailto:Secure@Microsoft.com


Fuzz Testing / Developing Fixes

MSRC Case 

Opened
Internal ReproRoot Cause
Severity and 

Attack Vectors

Hacking for 

Variations

Mitigations and 

Workarounds
Agree on Fix

Review Source 

Code

Binary PoC

verification
Bulletin ReviewBulletin Ships

MS08-025

Broad Test PassDepth Test Pass

October ‘07 November ‘07 December ‘07 January ‘08 February ‘08 March ‘08 April ‘08





Protect our customers

Live up to the Security Promise made to 
customers

Preserve customer confidence in MS products

Provide Risk Management - Analyzing threats and 
guide a response to them

Understand the security ecosystem 

Work with partners as part of distributed defense 
network

Root cause analysis and provide feedback and 
guidance to product groups (SDL)
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Software

Vendor

Botnet

Herder

Reverse

Engineer

Payload

Coder

POC

Coder

Malware

Coder

IDS/AV

Expert

Bug

Miner

Exploit

Writer

Actors

Understand decision 

making process -

Engage all segments 

in community-based 

defense

Technology

Identify attack & 

research trends -

Extinguish classes of 

issues

Economics

Promote legitimate 

business opportunities

Increase the cost of 

illegal activities









Community-Based Defense. 

Continue building strategic durable relationships 
and alliances that strengthen response and 
product security. 

Understand we cannot secure the planet alone.

Change rules of the game by influencing the 
influencers.

Observe & understand the vulnerability brokerage 
business model – or encourage the evolution to 
the next step.

Provide security researchers access to programs, 
tools and opportunities that give them a legitimate 
outlet for their skills.
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While number of vulnerabilities Y/Y remains 
high, the ratio of exploit code available for 
these vulnerabilities remains steady & 
is even on a slight decline Vulnerabilities where Exploit Code

was available

Vulnerabilities

2H07
1H08

48

25

116

77
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3 - Functioning Exploit Code Unlikely

2 - Inconsistent Exploit Code Likely

1- Consistent Exploit Code Likely

Critical Important Moderate Low
Bulletin ratings assume a 

determined and skilled 

attacker

Exploitability Index 

provides context
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Watch
Alert & 

Mobilize
Assess

Stabilize 

& 

Recover
Resolve

Default Stage; 
Ongoing

Teams 
watching for 
possible 
incidents 

Crisis Leads 
Alerted

Incident Triaged

Mobilize Global 
security 
response teams 
and support 
groups – two 
main groups:

Emergency 
Engineering 
Team

Emergency 
Comms Team

Assess 
situation and 
technical 
information 
available

Conduct 
investigation

Watch 
partners look 
for  signs of 
activity

Plan of 
record 
established

Product 
Teams 
execute Plan 
of record

Internal & 
External 
Comms
prepared

Insurance 
Package may 
be released

Appropriate 
solution is 
provided to 
customers, 
such as a 
security 
update, tool 
or fix

Conduct 
internal 
process 
reviews 
and gather 
lessons 
learned
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Hacking for  Variations

Bulletin Ships

Vuln posted to 

Chinese 

message board

CN-MSRC 

discovers public 

posting

MSRC 

Engineering 

initial repro

Root Cause
Begin M&W 

Investigation

Advisory 

published

Out-of-Band

Planning Begins
Agree on Fix

Advisory Rev’d 

(OLEDB32.dll 

workaround)

Advisory rev’d

(Disable Row 

Position 

workaround)
SRD blog 

posted

Advisory rev’d

(Disable XML 

Island 

workaround)

Focused Package testing

Dec 8, 2008 

(Monday)

Dec 9, 2008 

(Tuesday)

Dec 10, 2008 

(Wednesday)

Dec 11, 2008 

(Thursday)

Dec 12, 2008

(Friday)

Dec 13, 2008

(Saturday)

Dec 14, 2008

(Sunday)

Dec 15, 2008

(Monday)

Dec 16, 2008

(Tuesday)

MS08-078





http://blogs.technet.com/msrc/

http://blogs.technet.com/srd/

www.microsoft.com/security
www.microsoft.com/technet/security

www.microsoft.com/security/bulletins/alerts.mspx

www.microsoft.com/technet/security/bulletin/summary.mspx

www.microsoft.com/technet/security/bulletin/secrssinfo.mspx

www.microsoft.com/technet/security/advisory

www.microsoft.com/security/guidance

www.microsoft.com/protect

http://www.microsoft.com/security/msrc/mapp/overview.mspx

http://blogs.technet.com/msrc/
http://blogs.technet.com/srd/
http://www.microsoft.com/security
http://www.microsoft.com/technet/security
http://www.microsoft.com/security/bulletins/alerts.mspx
http://www.microsoft.com/technet/security/bulletin/summary.mspx
http://www.microsoft.com/technet/security/bulletin/secrssinfo.mspx
http://www.microsoft.com/technet/security/advisory
http://www.microsoft.com/security/guidance
http://www.microsoft.com/protect
http://www.microsoft.com/security/msrc/mapp/overview.mspx
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