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Presentation Overview

Modern Threats & Hybrids Intro

= Current Threat Profiles
= Waledac
=  Conficker

= Virut: A Modern Hybrid
= Prevalence & Impact
= Live Demonstration

= Combating Modern Threats

= Q&A

Fortinet Confidental 2 I= E:E lq 1-| I_l E 1-



¢
Modern Threats & Hybrids Intro

Modern Threats

Targeted Attacks: Documents Favored
= Various Exploits Used
= PDF, XLS, DOC
= Soon: Migration to social networks, blogs
= Profiling
= Common Malware Dropped

Social Engineering 2.0
= Location Based Services / geolP
= Waledac, Canadian Pharmacy
= Profiling
= Ransomware

Obfuscated Scripting
Packers++
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Modern Threats & Hybrids Intro

Modern Threats

= Targeted Attacks: Documents Favored

— =R TINET XLS, DOC, PDF Exploits
December 2008 — May 2009
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Modern Threats & Hybrids Intro

= 3 Quarter Increase in Received Samples

FERTINET.

Received Samples

Malware Received (Q1)

+54. 0%

Totals +92.0%
+54 9% //////////

2007-Q1

2008-Q1

Totals

2009-Q1
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Current Threat Profiles

Waledac

Malware Profile
Routine Campaigns (5+ in 2009)
= Botnet
= Similar to Storm Worm
= End Point / Server Nodes
= HTTP Communication
= Encrypted

= Dynamic Session Keys

= [|nitial Seed List in Binary
= Node Updates Sent

=  Mass Mailer
= Malicious Links
= Affiliate Spam
= Canadian Pharmac¥
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Current Threat Profiles

Waledac

= Fast Flux Botnet

= Small TTL
= (Choice Weapon
= Anonymous
= Widely Adopted
= Thousands of Domains
= Various Campaigns
= P2P
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Current Threat Profiles

Waledac

= Server Side Polymorphism

= One Domain: 10 Days
= One Malicious File
= 275+ Variations

= One Domain: 50 Days
= One Malicious File
"= 1440+ Variations

= < 1 Hour Changes
= Consistent For ~2 Months
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Current Threat Profiles

Waledac

= Common Channels & Cloaked Commands

Mo, - Tirme Source Destination Protocol  Info
12 0.003983 Ul low, 214,128 U, 80, 111, Tas HTTE FOST

13 0.004107 =R o o . . TCF g
14 0.054688 192.165.214.128 .16, 228,132 TCF 1079 » http [S¥N] Seq=0 Len=0 MS5=1460
15 0.065005 B4.16.228.1352 152.168.214.1.28 TCP http > 1079 [SvM, ACK] Seq=0 Ack=1l Win=584240 Len=0 M55=1480
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24 0.415045 192.168.214.128  192.168.214.2 DS standard guery PTR 132.228.16.84. n-addr.arpa
25 0.422055 192.168.214.2 182.1658.214.128 DHS standard guery response PTR 9?—89—111—188._
26 0.423082 192.168.214.128  192.168.214.2 DNS standard guery PTR 132.228.16.84. in-addr.arpa
27 0.833000 102.168.214.2 - == +_a-c - —— = :
28 0.841080 192.168.214.2
20 79.932078 192.168,214.128
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Content-Length: 3627
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Current Threat Profiles

The Conficker Timeline!?

Aug 20, 2008: First exploit seen, Gimmiv Trojan
Oct 23, 2008: Microsoft Issues MS08-067 Patch
Oct 26, 2008: PoC Widely Available
= Nov 20, 2008: Conficker.A observed

= Nov 26, 2008: Time Bomb #1 (DGA — 250)

= Dec 01, 2008: Time Bomb #2 (TrafficConverter)
= Dec 28, 2008: Conficker.B observed

= Jan 01, 2009: Time Bomb #3 (DGA — 250)
= Feb 16, 2008: Conficker.B++ observed
= Mar 05, 2008: Conficker.C updates B/B++

= Apr 01, 2009: Time Bomb #4 (DGA — 50k)
= Apr 08, 2009: P2P updates spread through Conficker.C
= (Connected to Waledac Servers
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Current Threat Profiles

Notable Conficker Incidents!?

Dec 29, 2008: Sheffield Hospitals
= 800+ Systems Infected
= Jan 06, 2009: UK Ministry of Defense
= 2 Weeks Damage Control
= Jan 15, 2009: French Navy Computer NetworkE!
= @Grounds aircrafts, flight plans cannot be downloaded
* Feb 13, 2009: German Federal Defensel!
= 100 Est. Systems Infected
" Mar 2009: CBS News Infected
= Mar 24, 2009: British Director of Parliamentary ICTE!

= Millions Impacted Worldwide
= Denial of Service
=  Administrative Overtime
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Current Threat Profiles

=  Seven Month Peak After Disclosure / Patch!!!

= ARATINET Conficker & MS08-067
October 2008 - May 2009

4,000,000
3,500,000
3,000,000
2,500,000
2,000,000
1,500,000

1,000,000

Detected Exploit Attempts

500,000

0

Oct-08 Nov-08 Dec-08 Jan-09 Feb-09 Mar-09 Apr-09 May-09

— MS08-067

Fortinet Confidental 12 =="==_ATIN=1T




Virut: A Modern Hybrid

Profile

= Parasitic file infector
= Infects EXE, SCR
= Entry Point Obscuring
= Targets Servers - Infects web documents (Virut.CE)
= HTM, PHP, ASP
= Newer variants use cavities
= Infecting Your Files Since 2007
= C&C Channels
= Hardcoded IRC
= Downloads multiple components / spambots
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Virut: A Modern Hybrid

Profile: Virut’s Evolution

= Virut.A (May 2006)

= Highest detected activity in September 2008
= Most Prevalent Virus 2008-2009
= Here We Go Again — May 2009

= Searches & Infects Executables

= Simple Decrypting Loop (XOR)

= Hardcoded C&C Channel (IRC)
= Random Username
= Accepts Instructions (GET)
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Virut: A Modern Hybrid

Profile: Virut’s Evolution

= Virut.CE (Feb 2009)
= Highest detected activity in April 2009
= Multiple Appending Infection Routines
= Type 1—EPO, Multiple Decoders (Cavity)
=  Type 2—- Non-EPO, Multiple Decoders (Cavity)
= Type 3— EPO, Single Decoder (Non-Cavity)
=  Type 4 - Non-EPO, Single Decoder (Non-Cavity)
= Targets Client & Servers
= Injects IFrame into HTM, PHP, ASP
= Memory Resident
= Hooks NTDLL APIs
= Injects into winlogon.exe
= More Hardcoded C&C Servers (IRC)

Fortinet Confidental 15 I= E:E lq 1- I I_l E 1-



¢
Virut: A Modern Hybrid

= Prevalence & Impact: Gearing Up

= FRTINET Virut Activity
January - May 2009
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Virut: A Modern Hybrid

Prevalence & Impact

= Virut vs. Mass Mailers
= Mass Mailing Hybrids Created
= Netsky, Bagle, MyDoom, MyTob
= Qutbreak in Korea (W32/Virut.A)
= Uses Mass Mailing Worms as Catalyst
= ++Zombies
= ++Profit

= Any executables through spam templates /
spambots
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Virut: A Modern Hybrid

= Prevalence & Impact: Mass Conquered

—=ERTINET.

Virut vs. MM
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W32/Virut.CE

Hybrid Demonstration
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Combating Modern Threats

Conficker, Waledac et al: Layered Security

= Webfiltering: DGA, Fast Flux
= High Capacity, Real Time

= Effective Antivirus: Reassembly, Server Polymorphism
= End Point & Gateway
= Conficker Disables Host Security
= Intrusion Prevention
= MS08-067 & Future Exploits
= Antispam
= Spam still very prevalent (McColo, 3FN)
= Waledac node / server proxy technique
=  Firewall

= Trojan Downloaders on Unwanted Ports
= End Point & Gateway

Conficker Case Study Sources

1: Fortinet’s FortiGate and Worldwide Intelligence Systems

2: Byron Acohido: hitp://lastwatchdog.com/evolution-conficker-globe-spanning-worm
3: Wikipedia: hitp://en.wikipedia.org/wiki/Conficker
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Combating Modern Threats

Policies & Education

= Incidence Response
= (Guidelines / Response Scenarios
= Practice
= Cyber Storm
= Memos/Seminars
= Common Attacks
= Security Bulletins / RSS
= Patch Management
= OS & Browser Ciritical
= Browser Lockdown
= ActiveX, Javascript, Flash, etc
=  Wireless Lockdown
= Inherently Insecure
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Combating Modern Threats

Policies & Education

= Data Leak Prevention
= Very Broad Area
= UTM & IT Administration
= Password Enforcement
=  Mobile Devices
= Roaming Policies
= Connectivity Guidelines
= Bluetooth, etc.

= Autorun
= Encryption
= VPN
= SSL/TLS/(Open)PGP
=  CryptoFS

= TrueCrypt
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Bonus Slide

Top Malware in Brazil
January 01 — May 31 2009

Rank Detection Description

#1 W32/Netsky. X @mm Netsky variant, DoS attacks three websites

#2 | HTML/Virut.CE Infected server pages (HTM, PHP, ASP)
from W32/Virut.CE

#3 | JS/Feebs.fam @mm Attaches .HTA file (4kb). Spreads through
encrypted JS instructions.

#4 | Adware/AdClicker General Adware Family

#5 | IS/Agent. AOIltr JS trojan downloader
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Questions ?

Thank You!

FERTINET.
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