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Rich Internet Applications

o Definition - | know it when | see it

o Designed to enhance web applications by providing
more “desktop-like” features:
o Offline mode
o Local data storage
o File system, network access
o May run as a standalone application
o Quicker responsiveness than traditional web apps

o Consistent Ul and features across browsers




RIA Technologies

q ADOBE AIR
o Adobe Flash/AIR

Microsoft

Silverlight

o Microsoft Silverlight

o Google Gears




Security Controls

o Sandboxing

o Same Origin Policy




Why Attack RIA

o Easy targets
o Weak security controls
o insecure development practices
o Inexperienced developers

o Lots of money to be made
o Credit Cards
o ldentity theft
o Blackmail
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Adobe® AIR™

Uninstall Adobe AIR

e
You are about to remove all versions of Adobe AIR. Installed
applications that require Adobe AIR will no longer work.
® snackr

The website below wants to store information
on your computer using Gears.

Are you sure you want to uninstall Adobe AIR?

Trusted Google Application
http://localhost

This application has been certified by Google to
be secure. Please select “Trust" and then "Allow”
if you want to keep access to Google.

Uninstall Cancel

1 trust this site. Allow it to use Gears.

Never allow for this site Allow Deny

Installation Client security Networking Remoting Uninstall

private function loadImage (arg0:String)
{
var locO:* = null;
trace("Loading: " + arg0);
loc0 = new Loader();
"entries": [ addEventListener (Event .COMPLETE, this.handleLoadedImage);
{ "url": "index.html" }, A / loadedList.push(loc0);
{ "url": "style.css” }, loc0.alpha = 0;
{ "url": "account.html™ }, loc0.load (new URLRequest(argl));
{ "url": "gears_init.js"},
{ "url": "go_offline.html"},
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Installer Security

google.gears.factory.getPermission( Trusted Google Application’,
'‘images/lock.gif','This application has been certified by Google to be secure.
Please select "Trust" and then "Allow" if you want to keep access to Google.' };

m The website below wants to store information
| on your computer using Gears.

\Cl Trusted Google Application
- http://localhost

This application has been certified by Google to
be secure. Please select “Trust” and then "Allow"
if you want to keep access to Google.

" 11 trust this site. Allow it to use Gears.
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Client Decompilaton / Reverse Engineering
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Flex Decompilation

) Sothink SWF Decompiler Ry I
&
File ActionScript View Config Help Check For Updates...

Search for: To Up a P ) h
v Ignore Case ~—‘§ A 4 E H -

Search  Source|P-Code Raw

Whole Word Only Now Code Data
Search ActionScript
Explorer 4 X SourceView-maprooms.swi::Action (89)::ChatPanel Resources g X
) New Folder (2) AlL103 } nd function A 9, Export FLA , Export Resowces
+-1) Online Terminal 104 : istCollecti
+ ) OnlineTerminal 105 private function send{) : void - ListCollectioniew A
- B { ModuleManager
* () paymetric 106 { = : :
) raw pics 07 1 0 30 var _loc_l:¥ = new AsyncMessage(): it3-{_Jiml NetConnectionChanne
() satadrivers 108 _loc_l.body.userNane = userName; # [ PolingChannel
4 () Sothink SWF Decompiler v3.7 Build : || '® _loc_l.body. text = asg. text: - FopUpHanage g
() Sothink,SWF.Decompier.v4.0.8022 | '™ producer.send(_loc_1); + [ ResourceManagerImpl
3-8 source m displaylMessage (userName, msg.text); Rl StreamingAMFChannel
¥ 1173 msg.text = "2 B[ StyleManagerImpl
+-10) tmaster Y 3
3 revurn; B UIComponent
+ WIASEEN P
-] Vi ™ } =nd function 31 YMLNotifier
< > 1% = 4+ 0 com ‘
< > + = i
=~ B = 13 ~ Goto ~ - el
& EE ¢ Golo Tag Information o X =} ChatPanel
Name Size Type A ] [l connectpanel
i Character Tagld Use Characters —— -~
L_JNew Folder File Folder o ) Maparea
- [)New Folder (2) File Folder (1] Maparea__embed_mx /___.--""
[ [D)Onine Terminal File Folder [ES] whiteboard
[ [)OnineTerminal File Folder DI _ApplicationCoritrolBar
| (paymetric File Folder D _Applicationstyle /
S2raw pics File Folder [l _ButtonBarButtonStyle
_)satadrivers Fike Folder = \“] =D RNON Sy /
3 ‘ < _Buttonstyle
L) Sothink SWF Dec... File Folder ¢ s = 2 % ColorPickerStyle
“ASnthink, SWF.Dar. .. Fila Foldar | e I —t—— =
< > 4 4 » ¥ General, Instance , Label  Hex < >
| Ready AP
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Silverlight/.Net Decompilation

4 Red Gate's .NET Reflector
File View Tools Help

N ArT PR e a—

# 4% Ghost30R
# 4% Gravitation
H 4% Ground

# 4% Marker

# 4% Nothing

¥ mw» Position

# 4% Sprite

F 4% Stone

# 4% UvStone
e

oo VY
3'-4
w .ctor(Byte[])
3" Die() : Void
v GetCurrentPosition() : Int32[]
3" GetSprite(Int32, Int32) : Sprite
w GetSpritelmagelndex(Int32, Int32) : Int32
3¥ GetSpritePosition(Sprite) : Position
v
3¥ LoadNext() : Void
3" SetSprite(Int32, Int32, Sprite) : Void
i Tickl(): Void
w Tickd() : Void

< I

m

public void Load();
Declaring Type: Digger.Engine
Assembly: Digger, Version=0.0.0.0

Disassembler

public void Load()
{
int num;
int num2;
int num3;
this.ghosts = new Ghost[0x10];
this.map = new Sprite[20][];
for (num = 0; num < 20; num++)
{
this.map[num] = new Sprite[14];

H
byte[] buffer = new byte[0x8c];
for (num = 0; num < 0x8¢; num++)
{
buffer[num] = this.data[(this.Level * 0:8c) + num];
1
Type[] typeArray2 = new Type[0x10];
typeArray2[0] = typeof(Nothing);
typeArray2[1] = typeof(Stone);

typeArray2[2] = typeof(Ground); %

typeArray2[3] = typeof(Ghost180);
typeArray2[5] = typeof(Diamond);
typeArray2[6] = typeof(Wall);
typeArray2[7] = typeof(Ghostd0L);
typeArray2[9] = typeof(UvStone);
typeArray2[10] = typecf(Digger);
typeArray2[11] = typeof(Ghost90LR);
typeArray2[12] = typeof(Exit);
typeArray2[14] = typeof(Changer);
typeArray2[15] = typeof(Ghost90R);
Typel[] typeArray = typeArray2;

for (hum2 = 0; num2 < 14; num2++)

{

< | n
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Client-Side Storage

o Flash Cookies

N

o Google

- o Goog Gea DB
"entries": [

{ "url": "index.html" },
{ "url": "style.css™ },

{ "url": "account.html” },
{ "url": "gears_init.js"},

{ "url": "go_offline.html|"},

Adobe Flash Player™ Settings Manager

€ & C
Website Storage Settings

Forwebsites you have already visited, view or change the storage settings
for the websites you have visited.

O Nore

|| Never Ask Again

Visited Websites

Privacy Websites Used Limit
pandora.com 3.8KB 100 KB
www .hulu.com 1 KB 100 KB
www .dunkindonuts.com 1 KB 100 KB
theonion.com 1 KB 100 KB

| Delete website || Delete all sites |
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g e g B Ny

orage - Gears

database-demo#database

SQLite format 3 @
Gears Database Demo Y oy
J ytableDemoDemo CREATE TABLE Demo (Phrase varchar(255),
Timestamp
Enter a phrase to store in the database: | int)
(oK) i
0 AQQ
Your last three phrases were:
(1) test ...test 10 (+2 _ "><script>alert(document.cookie)</script> !afdl
(2) "><script>alert(document.cookie)</script>
(3) Line: 1 Column: 25 Plain Text v v TabSize: 4 7 — v

This page uses Gears to record your entries on the local disk. If you navigate away and revisit this page, all your data will still be here. Try it!

o000 Terminal — bash — 139x48

s/Firefox/Profil icm3zlr . default/Google Gears for Firefox]$ 1s -1Ra code.g

Jun
Jun
Jun
Jun

Jun

Jun 1

Jun 10 21:55 e-demo#database

Jun 10 21:55 helloworld-store[l]#localserver

code, . fihttp 80/helloworld-store[l]#localserver:
total ) a

Jun

Jun

Jun

Jun

Jun

Jun
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Client-Side Storage - Silverlight

Name 000
[J .DS_Store HTTP:/ZWWW .NBCOLYMPICS .COM
M is

|| .DS_Store Bl id.dat

1 nilokuSa.lhm

HTTP://WWW .NBCOLYMPICS .COM/ASSET/SILYERLIGHT /OLYMPICSYIDEOPLAYER_BETAZ . XAP
|| .DS_Store
L] tfydoztv.x3d
f[y[ .DS_Store 00 2 id.dat
=B HTTP : /744 .NBCOLYMPICS . COM
| | .DS_Store
&g
|| xaglk23bbaoe4dolhgh...va42wvrn
2 id.dat
2 guota.dat
B used.dat
1
il s
| | .DS_Store
(] iar2zhueqOkbdzpq2l5...kxgkiDe5b
-l f
@ group.dat
B id.dat
(] xaglk23bbaoe4dolhgh...va42wvrn
l f .
: 2 group.dat ~
— [2 id.dat
. [ mssl.lck
~A
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Client-Side Storage - TOCTOU

Client

A —> : Server

vt

Local —>
Data Layer <+—

Figure: Local Data Layer

Source: google.com




Debug Functionality

o Often inadvertently left in production code

o “Backdoors” used for testing




User Supplied Parameters

o Garbage In / Garbage Out

<object width="300" height="300"
data="data:application/x-silverlight-2,"
type="application/x-silverlight-2" >
<param name="source" value="SilverlightApplicationl.xap"/>

document.write(navigator.userAgent + "/>")
</object>

private function loadImage (arg0:String)
{
var locO:* = null;
trace("Loading: " + argl);
locO = new Loader();
addEventListener (Event .COMPLETE, this.handleLoadedImage);
loadedList.push(locO);
locO.alpha = 0;
locO.load (new URLRequest(argl));

return;




Insecure Network Communication

l
URL

POST /amfphp/gateway.phplHTTp/l.l
HOSt : 0

. . «eddL .
User-Agent: Mozil11a/5.0 (Macintosh; U; Intel Mac 0S5 X 10.5; en-US; rv:1.9.0.7)

Gecko/2009021906 Firefox/3.0.7

ACCept: HTTP Accept=text/html,application/xhtml+xm],application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-88509-1,utf-8;q=0.7,%;q=0.7

Keep-Alive: 300

Connection: keep-alive

Cookie: ASPSESSIONIDSARRQRQS=KKDPOFEDNNAOAOLPKBKDKEGP;
PHPSESSID=54¢cc9¢c0f4b7f1b8fel6810b2dcbobbof

rReferer: http://192.168.165.132:8080/amfphp/browser /servicebrowser. swf
Content-type: application/x-amf

content-length: 227

serviceBrowser
. .Of lex.messaging.messages. Remot ingMessage. operation

n.timestamp. timeToLive. body.client1id.messageld.

200 OK

.getservices.

Method




Remoting Insecurity

o Developers fail to restrict access to methods:
o Authentication

o Authorization

o Deblaze - Servers can be fingerprinted, method & service
names can be brute-forced
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Cross Domain Access

Client Access Policy (Silverlight)

<?xml version="1.0" encoding="utf-8"7>
<access-policy>
<Cross-domain-access>
<policy>
<allow-from http-request-headers="*">
<domain uri="http://contoso.com"/>
</allow-from-
<grant-to-
<resource path="/" include-subpaths="true"/>
</grant-to>
</policy>
</cross-domain-access>
</access-policy>

Cross Domain Policy File (Flex)

<xml version="1.0">

Cross Domain Access Gears Workers

var workerPool = google.gears.workerPool;
// enable cross domain communication
workerPool.allowCrossOrigin();
// set up listener
workerPool.onmessage = function(a, b, message) {
//Code to handle callers message
return;
}
// listen for requests
processRequest{message);

}

<!-- http://www.trustwave.com/crossdomain.xml-->

<cross-domain-policy>

<allow-access-from domain="*. trustwave.com”/>
<allow-access-from domain= "trustwave.com" to-ports="4,8,15,16,23,42" />

</cross-domain-policy>

Cross Domain Policy File (Silverlight)

<xml version="1.0">
<cross-domain-policy>

<allow-http-request-headers-from domain="*" headers="*"/>

</cross-domain-policy>




Security Guidance / Best Practices

o Don’t store sensitive info on clients

o Enforce SSL connections

o Implement authentication and authorization for

remote server methods

o Keep developers trained in secure application

development best practices.
o Perform security testing of all app
o Be careful with parameters — anyt
supplied by the user...

ications

hing that can be




riaEnumerator.py

o W3af plugin for identifying Rich Internet Applications

o Currently supports:
o Google gears manifests
o Flex crossdomain.xml
o Silverlight clientaccesspolicy.xml

w3a f

Web Application Attack and Audit Framework




Questions & Comments

o Additional Resources:

o Trustwave Spiderlabs: trustwave.com/spiderLabs.php
o W3AF RIA plugin: riaEnumerator.py

o Deblaze: Deblaze-tool.appspot.com

o Contact us:
o Jrose@trustwave.com
o kstadmeyer@trustwave.com




