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o Consultants at Trustwave’s SpiderLabs 

o Background 
o Network & App PentesCng 
o Architecture & Code Review 
o SDLC Security 



o DefiniCon ‐ I know it when I see it 

o Designed to enhance web applicaCons by providing 
more “desktop‐like” features: 
o  Offline mode  

o  Local data storage 
o  File system, network access 

o May run as a standalone applicaCon 

o  Quicker responsiveness than tradiConal web apps 

o  Consistent UI and features across browsers 



o Adobe Flash/AIR 

o MicrosoU Silverlight 

o Google Gears 



o Sandboxing 

o Same Origin Policy 



o Easy targets 
o Weak security controls 
o  insecure development pracCces 

o  Inexperienced developers 

o Lots of money to be made 
o  Credit Cards 
o  IdenCty theU 

o  Blackmail 



InstallaCon  Client security  Networking  RemoCng  Uninstall 











o  Flash Cookies 

o  Google Gears Local DB and local web server cache 







Source: google.com  



o  OUen inadvertently leU in producCon code 

o  “Backdoors” used for tesCng 



o  Garbage In / Garbage Out 





o  Developers fail to restrict access to methods: 
o  AuthenCcaCon  

o  AuthorizaCon 

o  Deblaze ‐ Servers can be fingerprinted, method & service 
names can be brute‐forced 





o Don’t store sensiCve info on clients 

o Enforce SSL connecCons 

o  Implement authenCcaCon and authorizaCon for 
remote server methods 

o Keep developers trained in secure applicaCon 
development best pracCces.  

o Perform security tesCng of all applicaCons 

o Be careful with parameters – anything that can be 
supplied by the user… 



o W3af plugin for idenCfying Rich Internet ApplicaCons 

o Currently supports: 
o  Google gears manifests 

o  Flex crossdomain.xml 

o  Silverlight clientaccesspolicy.xml 



o AddiConal Resources: 
o  Trustwave Spiderlabs: trustwave.com/spiderLabs.php 
o  W3AF RIA plugin: riaEnumerator.py 

o  Deblaze: Deblaze‐tool.appspot.com 

o Contact us: 
o  jrose@trustwave.com 
o kstadmeyer@trustwave.com 


